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Kde jste, moje bezpecnostni udalosti?

Pavel Kacha <ph@cesnet.cz>



cesnet

Mate: Mon, 19 Apr 2021 21:20:06 +0200 (CEST)
From: CESNET-CERTS Reporting <reporting@cesnet.cz>

Reporty

Subject: [M20210419SL-U4TEN] Nizka - Upozornéni na moZné problémy ve Vasi siti

Reply-To: abuse@cesnet.cz

VaZeni kolegove.

Nase detekéni systémy zaznamenaly ndsledujici moZné problém(y) souvisejici s Vasim
rozsahem IP adres nebo Vasi doménou (uvedené ¢asy jsou v casové zoné Europe/Prague):

[1] Stroj se pokousSel o néjakou formu aktivniho skenovani.

Zdroj Prvni udalost Posledni udalost Detekt Zprav Protokol
18.04. 21:14:06 19.04. 05:49:50 1 2 tcp
19.04. 02:38:15 19.04. 20:38:19 1 19 tcp
19.04. 20:05:13 19.04. 20:36:02 1 4 tcp
19.04. 14:45:48 19.04. 14:45:48 1 1 tep
19.04. 04:59:09 19.04. 20:37:09 1 3 tep
] 19.04. 08:07:13 19.04. 08:07:13 1 1 tcp
| ] 19.04. ©8:53:10 19.04. 08:53:10 1 1 tcp
] 19.04. 05:37:51 19.64. ©5:38:11 1 1 tcp
] 19.04. 17:10:48 19.04. 21:17:52 1 16 tcp
L] 19.04. 04:58:37 19.04. 04:58:56 1 1 tep
19.04. 08:20:50 19.04. 08:21:30 1 1 tep
19.04. 15:27:05 19.04. 15:47:33 1 2 tecp
19.04. 11:02:39 19.84. 11:55:41 1 2 tecp
19.04. ©5:49:03 19.84. ©5:51:01 1 1 tcp
18.04. 22:27:17 19.04. 20:37:22 1 2 tcp
u 19.04. 02:31:28 19.04. 02:34:51 1 1 tep
| BN 19.04. 07:06:13 19.04. 13:38:59 1 8 tcp
| BN | 19.04. 16:33:52 19.04. 16:34:44 1 1 tcp

Vice informaci:

2 Em

https://csirt.cesnet.cz/cs/services/eventclass/recon-scanning

mentat

D Mentat @ Dashboards -  E3Reporls M Events B Hosts  #-More - %8 Administration ~

M20210419SL-UATEN [}

Target abuse group:

Unprotected access link: M202104195L-UATEN
Report created: Apr 19, 2021, 9:20:06 PM (1 day age) | Report window: Apr 18, 2021, 9:20:00 PM - Apr 19, 2021, 9:20:00 PM (L day) | Report mailed: Apr 19,
2021, 9:20:06 PM (1 day ago)

Message ~ Metadata  Statistics  Data

Dear colleagues.

A Search

Our detection systems registered following possible: problem(s) related 1o Your IP address range or domain are in timezone E

[1] The machine perfomed some type of active scanning.

P

[
L

W Delete | =

Source First event Last event Detectors Messages  Approximated connections Protocol Feedback
Apr18,2021, 9:1406PM  Apr19, 2021, 5:49;50 AM 1 2 2 tcp Feedback
ADri9.2021.2:3815AM  Apri19,2021. 8:38:19 PM 1 19 39 tep Feedback
APL19.2021. 805030 APL19.2021.8:36:02PM 1 4 2519 tep Feedback
Apr19,2021,2:4548PM  Apr 19,2021, 2:45:48 PM 1 1 2 tcp Feedback
Apri9.2021.459.09AM  Apri9,2021 8:37:00PM 1 3 6 top Feedback
APL19.2021.B0TA3AM  Apri9. 2021 BOT13AM 1 1 2 wp Feedhack
APL1Q.2021.8:5300AM  APL19.2021. 85310 AM 1 1 2 tp Feedback
APL1Q. 2021, 5:3TELAM  Apri9. 2021 53811 AM 1 1 2 wp Feedhack
APL1Q.2021.5:00:48PN  APL19.202L.9:17:52PM 1 16 209 tep Feedback
Apr19,2021, 45837 AM  Apr 19,2021, 4:58:56 AM 1 1 800 tcp Feedback
ADri9.2021.8:2050AM  Apri9, 2021 8:21:30 AM 1 1 350 tep Feedback
APL1.2021.3:2T.05PM  APr19. 2021 3:47:33PM 1 2 14 tep Feethack
Apr19,2021, 11:02:39 AM  Apr 19, 2021, 11:55:41 AM 1 2 5 tcp Feedback
Apri9.2021.5:49.03AM  Apri9,2021 55LOLAM 1 1 112 tp Feedback
APL1S. 2021002707 PM  Apr19. 2021 B:AT:22 PM 1 2 4 tp Feethack
APL1Q.2021.2:3L28AM  APL19.202L. 23451 AM 1 1 637 tep Feedback
Apr19,2021, 7:06:13AM  Apr19,2021,1:38:59 PM 1 8 36 fep Feedback
APL1.2021.4:3352PM  APL19. 2021 4:34:44 PM 1 1 4650 tep Feedhack

More information: hitps Jfcsirt cesnet cz/esiservices/eveniclass/recon-scanning

Our detection systems registered following RECURRING possible problem(s) related to Your IP address range or domain are in timezone Europe/Prague):




cesnet Nase zdroje

B FTAS - sledovani IP provozu (NetFlow, IPFIX) ftas

- DoS, DDoS utoky, anomalni provoz

® HW sondy + Nemea

® Honeypoty (Cowrie, Dionaea, Fail2Ban...)

- Slovnikové utoky, pokusy o exploity

B PassiveDNS

—  Bitcoin mining (dynDNS pre seed)

® [aBrea — tarpit

- skeny



cesnet Externi zdroje

B Shadowserver

- Zranitelné stroje, stroje, které jsou zfejmeé soucasti botnetu, slovnikove utoky

® N6, Cymru
- Zranitelné stroje, skeny Q ;TEAM GCYMRU

m . adalsSi \N,SL_I/ RP Flowmon

NETWORK SECURITY HANDLING Networks
AND RESPONSE PROCESS

network security incident exchange

B MdZete se sami zapojit:
- Mate honeypot? IDS/IPS? Mate logy a fail2ban?
- Podivejte se na https://warden.cesnet.cz (a https://idea.cesnet.cz)

- Qzvéte se na warden-info@cesnet.cz


https://warden.cesnet.cz/
https://idea.cesnet.cz/
mailto:warden-info@cesnet.cz

cesnet Zpracovani

®  Adresy, uvadéné v reportech, jsou zdroji problému

= Neni tedy dobré Smahem ignorovat méné zavazné problémy (,to je jen sken),
nebot bézny stroj nema generovat ani ty

m  Aktualné jsme zvysili sledovani feSeni zranitelnosti (,Vulnerability.**)

-V reakci na aktualni situaci a varovani NUKIB

® Nekteré reporty, které dosud byly jen informativni, bude tedy tfeba resit
-V reportu je i odkaz na webovou verzi a na plvodni data
— Neboijte se zeptat (tfeba v odpovédi na report)

— Moznost zpétné vazby je i pfimo ve weboveé verzi reportu



cesnet DalSi informace k reportu mentat

- CL L] - EN_EE_BN
@ recon-scanning attempt-login-ssh @ attempt-login-rdp avail-ddos @ None . .
attempt-exploit @ attempt-login-telnet  attempt-exploit-hitp ® anomaly-traffic intrusion-botnetbot
@ abusive-spam-spammer @ vulnerable-config-ne... @ vulnerable-config-nt... vulnerable-config-ss...  @vulnerable-config-sn... 1 i
wulnerable-config-do... @ vulnerable-config-ip... vulnerable-config-go... 3_ A _2_2 _ 4013,291.00

|

3389 _ 527,462.00

80 - 214,480.00
1433 . 165,376.00
8080 . 159,762.00

2323 l 95,023.00

443 I $2,906.00
5555 I 73,725.00

61901 I 70,819.00

attempt-login-ssh a1 I 69,820.00
38643 I 65,149.00
8081 I 54,440.00
3306 I 50,313.00

21 I 45,223.00

8000 I 43,011.00

8888 I 40,979.00

" Suzivatels iskate pristup k dakim-datlim a moznostem

__REST__ 1,803,067.00
500,000.0 10000000 15000000 2,000000.0 25000000 3,000.0000 35000000  4,013,201.0

agendy CESNET-CERTS, potrebUJeme potvrzeni od reditele vypocetniho
centra/zastupce organizace, Ze jste ¢lenem bezpecnostniho tymu, nebo jste spravce, zodpovédny za

stroje organizace

- Pfijdte na https://mentat-hub.cesnet.cz, po ovéfeni Vam potvrdime pfistup

6
[ | IllI..I.lIll..llll.lll.ll..l.llll.l


https://mentat-hub.cesnet.cz/

cesnet Dalsi zdroje NE()D

(LI T NETWORK ENTITY
REPUTATION DATABASE

® [nformace nékdy nelze ziskat hromadné, nebo jsou potieba i jiné typy

® NERD - databaze Skodlivych IP adres

- Seznam zdrojl Skodlivych aktivit a toho, co o nich vime H=
- Primarni zdroje — Warden, MISP T@ bag
- Data jsou obohacena o dal$i informace z externich zdroj(i '
— Shrnuti vSech informaci do reputacniho skore Exit nodes MENSSEW
- Predikce miry hrozby entity pro nasledujici den DShield
(strojové uceni z dostupnych dat) Caida
| CIRCL :9
l\s 1n <« BGP Rank

® Prijdte na https://nerd.cesnet.cz SPAMHAUS

WWW. blockllst de

S@RBS GeolP BGP+ASN  whois &) AbuselPDB


https://nerd.cesnet.cz/

cesnet

NEGD

NETWORK

ENTITY

REPUTATION DATABASE

Known IP addresses

— P prefix

Event category| \/

& Hostname suffic

& Country code & ASN

'
'
'
H
Blacklist| %/ | & Tag |V ~ | Min tag confidence | 0.5 E
— Sortby | Reputation score v Ascending E
E Max number of addresses | 20 E
i Submit Query i
—_ '
| Results (220) o

E 1P address Hostname: ASN Country Events Rep. Other properties Time added Last event Lipks
1| 194.165.16.67 - AS48721 (™ MC 5839 & ' 30992 | Scanner [l 2021-03-19 06:48:57 |2021-04-21 13:24:05 ‘=!
—E 194 165 16.42 - AS48721 ™= MC 11536 & : 4 |0982 | Scanner 2021-02-16 18:57:15 |2021-04-21 13:19:31 L4
E 81.161.63.253 - AS202984 (M CN 3061 ¢ ' 4 |0.961 | Scanner 2020-11-07 14:01:19  |2021-04-21 11:50:17 Y
i 171.67.71.100 research.esrg stanford edu | AS32 = s 19689 & =z |0.953 | Scanner 2021-03-05 19:07:44 | 2021-04-21 14:00:50 \;!
156.96.113.108 |- AS46664 | =5 Us 1333 5 2 |0.944 | Scanner 2021-03-09 00:28:14  |2021-04-20 06:48:05 ‘I'!
E B0.248.166.134 | recyber.net AS202425 (I GB 30588 5 20943 | Scanner 2021-03-02 20:34:25 | 2021-04-21 13:59:28 -
i 23148.145.7 - AS46664 =5 US 4145 5 2 |0.842 | Scanner 2021-03-01 17:21:55 | 2021-04-21 03:33:44 Y
1 (8116163100 - AS202984 |EE CN 3567 6 ' 40842 | Scanner 2020-11-09 17:41:05 | 2 hours ago 13:28:51 &
= ASZ9073 | e .
1 189.248.168.176 security.criminalip.com AS200425 |[= NL 5821 = 2 (0.937 | Scanner 2019-05-21 07:09:03 |2021-04-21 11:51:.08 Y
i 22118118619 - AS56046 |EE CN 3806 7 3|0837 | Scanner 2020-12-07 14:28:54 | 2021-04-21 08:22:25 L4
E 222.187.232.205 |- AS4134 |G CN 2036 4 2 |0.937 | [Login stiempts’ Scanner [ sorbs-dui 20210310 10:23:46 | 2021-04-21 13:56:49 | ¥
_E 221181185135 |- ASE6046 | M CN 4370 7 3 |0837 |[Login attempts. Scanner | |[£ i 2020-12-07 14:48:24 | 2021-04-21 07:26:24 \;!
1 |BL161.63.103 = AS202984 |l CN 2368 5 30837 2020-11-09 13:38:08 |2021-04-21 12:21:59 ‘I'!
E 221.181.185.153 |- ASEE046 | CN 1271° 4 2 |0.937 | Scanner 2021-03-26 04:05:03  2021-04-21 07:31:33 -
_i 45.148.10.50 = AS48090 |=NL 2743 & 4 |0.837 | Scanner 2021-04-07 13:14:25  2021-04-21 14:00:03 Y
E 118.126.65.27 - AS45090 (B CN 2863 ' 5 ' 2 |0.936 | Scanner 2021-02-05 09:12:49  |2021-04-21 14:00:19 \;F
1 | 200 141 45 200 joseph.kreed.org AS53867 (=S US 5016 73 |0.935 | Scanner 2021-04-06 19:43:35 | 2021-04-20 17:03:36 "7
_E 89.248169.12 security.criminalip.com AS202425 |= NL 2958 5 2 |0.934 | Scanner 2019-05-10 09:15:28 | 2021-04-21 10:16:08 w
i B =
E 92.63.197.71 - AS204655 = RU 18353 s 2 |0.833 | Scanner id | abuseipdb 2020-07-27 18:33:29 | 2021-04-21 13:57:29 ?
' AS44446 .
_i 222.187.239.109 |- AS4134 o 1142 ' 4 2 (0932 | [Login attempts Scanner [EELETET) m uceprotec list_de-ssh 2021-03-26 03:50:03 |2021-04-21 12:27:12 L4

B Prijdte na https://nerd.cesnet.cz
[ |


https://nerd.cesnet.cz/

cesnet NE(DD

Em_ L Em NETWORK ENTITY
i BASE

in: admin (Mr. Admin)

IP address

IP address‘]94.165.1 Odeslat dotaz

194.165.1 Search at other sites: © & R @

Tags: Scanner

Event timeline &

ReconScanning AtemptLogin IntrusionUserCompromise
250

200
150
100

50

Mar21 Mar22 Mar23 Mar24 Mar25 Mar26 Mar27 Mar28 Mar29 Mar30 Mar31 Apr1  Apr2  Apr3  Aprd  Apr5  Apr6  Apr7  Apr8  Aprd  Apri0  Apri11 Apri2 Apri3  Apri4 Apri5 Apri6 Apri7 Apr18 Apr19 Apr20

Record time data Geolocation Passive DNS
1s_added == Monaco, Monaco IP blacklists Origin AS PTR NODATA
2021-03-30 23:04:1 @ EuropeMonaco abuseipdb AS48721- ADM-SERVICE-AS | | NiA Ports 2021-04-07 — 2021-04-07 (1
last_activity Address block (7 PTR NODATA
2021-04-02 21:57:19 194,165, 08 B
1s_last_update BGP Prefix .
2021-04-02 21:57:28 194.165. PTR NODATA
none e ane e
2021-04-01 — 2021-04-01 (1=
All attributes ¥
Event details (=100, only latest 100 shown)
Attempt.Login+Test Multiple unsuccessful login attempts on SSH q oz
€, 2021-04-20 13:2435  Source(s). [194.165 1, Prato: [cp”, "ssh; e HLCETER Dl [ TR
Target(s)., Port: [22], Proto: [tcp®, "ssh;
CreateTime™ "2021-04-20T11:25:09Z", "FlowCount™; 12,~_CESNET" { EventClass™ “attempt-login-ssh”, "EveniSeverity” “medium”, “SourceResolvedASN™ [48721], “SourceResolvedCountry
[MC7], "StorageTime™ "2021-04-20T11:25:12.8568652Z"
Attempt.Login+Test Multiple unsuccessful login attempts on SSH "z
@, 2021-04-20 13:19:32  Spurce(s) [194.165 ], Proto: [tep™, "ssh]; lcz i[Nemea, brute_force_detector]

Target(s)., Port: [22], Proto: [tcp®, "ssh;

CreateTime™ "2021-04-20T11:20:072", “FlowCount™; 28, *_CESNET" {'EventClass™ “aftempt-login-ssh", "EveniSeverity” "medium’, “SourceResolvedASN™ [48721], “SourceResolvedCountry
[MC], “StorageTime: "2021-04-20T11:20:17.3853522°

9
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cesnet Dalsi zdroje Passive DNS

® DNS odrazi okamzity stav — Passive DNS udrzuje historii
- Sleduje DNS transakce a stavi databazi

— V soucCasné dobé i Certificate Transparency

B Pfiklady

- Jaké vSechny jmenné zdznamy ukazuji na IP a.b.c.d?

Jaké zaznamy zname v doméné cesnet.cz?

Jak se ménilo domeénoveé jméno v Case? Neni to fast-flux?

Neni pfilis podobné existujicimu jménu? Nejde o phishing?
®  Pristup
- Kontaktujte nas na pdns-info@cesnet.cz, poté navstivte hitps://passivedns.cesnet.cz


mailto:pdns-info@cesnet.cz
https://passivedns.cesnet.cz/

cesnet

Search Match Analytics Phishing REST API

PassiveDNS Search

Passive DNS

celanet.cz

wsnet.cz

Z2.cesnet-ca.cz

Ccermnet.cz

Cads.Cesne.cz

bvsnet.cz

hsnet.cz

tik.cesnet.net

Cri.cesnel-ca.cz

cesnz.net

cesnet.pki.cz

tul.cesnet.net

cesnet-Certs.cz

du.cesnet.cf

VESNELCZ

cesnet.hk

wisnet.cz

crsnet.cz

notify.cesnet-ca.cz

CEZNel.CZ

itsnet.cz

Casnel.cZ

CEesr.cz

cesnet-gw2.hknet.cz

cesnet?.cz

notesnet.cz

lai.cesnet-ca.cz

cesnet.cf

cesnet-gw3.hknet.cz

Query: Date limit: cesl.cz
78.128.211.46 Since: ©3/29/2021 @ OCSp.CESNET-C3.C2
Query type: O1r  domain Until: 03 /30/2021 @ ne-c.G
domain & subdomains eSS
IVSNeLCcE
Search EXpresneLcz
f_'L‘S[]L‘[.EZ.]H[HDH[]L‘[.[]L‘[
Elapsed time: 0.039217s cesnet.ca.cz
fedra.cesnet-ca.cz
Page1 r150.cesne.cz
P Domain RTYPE First seen Last seen Cou| CESNELCA.CZ
78.128.211.46 WWWw.cesnet.cz A 2021-03-29 00:10:02.344920 | 2021-03-29 23:55:02.227642 | 256 | cesnet-gw 1.hknet.cz
78.128.211.46 WWW.Cesnet.cz A 2021-03-29 00:03:44.595298 | 2021-03-29 23:44:05.743237 170 adnsZ.cesnet.cz
78.128.211.46 wWww.cesnet.cz A 2021-03-29 00:08:23.365356 | 2021-03-29 23:59:32.152469 | 202 adnsl.cesnet.cz
78.128.211.46 cesnet.cz A 2021-03-29 00:05:03.948795 | 2021-03-29 23:55:03.869946 | 157 adns]1.cesnet.cz
78.128.211.46 cesnet.cz A 2021-03-29 01:57:39.927095 | 2021-03-29 21:14:09.949594 | 20 ns.ces.net
78.128.211.46 cesnet.cz A 2021-03-29 10:45:44.954685 | 2021-03-29 22:48:07.111438 |6 adns2.cesnet.cz
46.211.128.78.in-addr.arpa | www.cesnet.cz PTR 2021-03-29 00:52:25.640564 | 2021-03-29 22:32:58.246510 | 25 adns]1.cesnet.cz
46.211.128.78.in-addr.arpa | www.cesnet.cz PTR 2021-03-29 00:56:14.486300 | 2021-03-29 23:30:15.149114 | 15 adns2.cesnet.cz
NODATA 46.211.128.78.in-addr.arpa | A 2021-03-29 00:56:14.485409 | 2021-03-29 21:41:20.626957 | 10 adns2.cesnet.cz
NODATA 46.211.128.78.in-addr.arpa | A 2021-03-29 00:52:25.640190 | 2021-03-29 23:27:03.394540 | 16 adns1.cesnet.cz

Previous page Next page

11

ocspl.cesnet-ca.cz.

cesnet.co.zd

cesnet.cz.didata.cz




cesnhet Trocha cCisel

®  Warden ® NERD
-~ 3 miliony udalosti za den - ~800000IP
—  (pouze 0.4 % CESNET + partnefi) - ~115 000 BGP
~ 26 zdroju - ~16 000 ASN

¥ Mentat - ~38000 CIDR
-~ 30 — 130 reportd za tyden - ~16 000 organizaci
- pro ~ 300 organizaci B PassiveDNS

- ~129 miliontl zaznamu za den



cesnet Pro Vas

" Zdrojové kédy vétSiny sluzeb jsou k dispozici pod libre licenci

" VétSina dat je také pristupna pres API

" Nebojte se ozvat, radi pohovofime o pozadavcich a zvazime
zakomponovani uprav



Dékuji za pozornost!
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