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(Ne)funkénost videokonferenci / videohovord pres IPv6-only bez NAT64
15-20 minut
m ,Metodologie* a testovani klienti
m NejpouZivanéjsi (dle mého nazoru) VC platformy
m NejpouZzivanéjsi (dle mého nazoru) bézné komunikatory a jejich
schopnosti hovor(
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(Ne)funkénost videokonferenci / videohovord pres IPv6-only bez NAT64
15-20 minut
m ,Metodologie* a testovani klienti
m NejpouZivanéjsi (dle mého nazoru) VC platformy
m NejpouZzivanéjsi (dle mého nazoru) bézné komunikatory a jejich
schopnosti hovor(

Co se neveslo:
m FaceTime (nemam iPhone ani Mac)

m  mnohé minoritni VC a komunikatory
m poradny test BigBlueButton (nestihl jsem)
u SIP
P. Valach, Halé? Tady IPv6!, CESNET
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Konektivita
DNS
Podpora na strané serveru
m Webova prezentace
m Signalizacni server
m (WebRTC) media server
m STUN (RFC 5389), TURN (RFC 5766, 6156 (IPv6) a 8656),
ICE (RFC 5245, 8445)
Podpora na strané klienta
m Klientska aplikace
m Webovy prohlize¢ - WebRTC po IPv6
m Webovy prohlizec tvarici se jako klientska aplikace P. Valach, Halé? Tady IPv6!, CESNET



IPv6 konektivita
m CESNET (CVUT - Sinkuleho kolej, NTK) - rozsahy z 2001:718::/32
m Dvé SIMky od 02 - blokovany pfichozi provoz
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IPv6 konektivita
m CESNET (CVUT - Sinkuleho kolej, NTK) - rozsahy z 2001:718::/32
m Dvé SIMky od 02 - blokovany pfichozi provoz
0S
m Ubuntu 21.04 (x64)
m Windows 10 Pro 20H2 (x64)
m Android 9 (LG G6)
m Android 10 (Samsung Galaxy J6+)
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IPv6 konektivita
m CESNET (CVUT - Sinkuleho kolej, NTK) - rozsahy z 2001:718::/32
m Dvé SIMky od 02 - blokovany pfichozi provoz
0S
m Ubuntu 21.04 (x64)
m Windows 10 Pro 20H2 (x64)
m Android 9 (LG G6)
m Android 10 (Samsung Galaxy J6+)
Webové prohlizece
m Mozilla Firefox (FF) 89.0,90.0b1
m Google Chrome 89, 91.0.4472.77

P. Valach, Halé? Tady IPv6!, CESNET



Co se stane, kdyZ ma aplikace k dispozici pouze IPv6 konektivitu?

P. Valach, Halé? Tady IPv6!, CESNET



Co se stane, kdyZ ma aplikace k dispozici pouze IPv6 konektivitu?

Zpusoby chovani aplikaci
m Klientska aplikace spadne
m Webovy server nema AAAA zaznam v DNS —> aplikace se nepfipoji
m Funguje chat a zakladni operace, ale nikoliv hovory
m Plna funkcnost po IPv6

[=]irts (]

Co bylo nejcastéjsi? Tipnéte si ve

slido.com!
#IPv6 E| P. Valach, Hal$? Tady IPv6!, CESNET
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Co pro mne bylo dileZité:
m Znamé platformy, dostupné pres web
m Dostupnost v mobilnim zafizeni
m Schopnost snadno vyridit hovor

Rozdil mezi VC a ne-VC komunikatory:
m Viceméné pocitovy
m VC Casto pro vice lidi a méné uzaviené komunity

P. Valach, Halé? Tady IPv6!, CESNET



Jitsi Meet
BigBlueButton
Nextcloud Talk *

Janus WebRTC server **
Cisco Webex

Zoom

Microsoft Teams
Google Meet

Messenger Rooms
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Jitsi Meet
BigBlueButton
Nextcloud Talk *

Janus WebRTC server **

Microsoft Teams ***
Google Meet
Messenger Rooms
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Co rikali Jitsi Meet v roce 2018...

jitsi

Docs  Projects Blog Community About

BLOG

P . RECENT POSTS
meet.jit.si now fully available over IPv6

* Who won over the classroom?

Published on: February &, 2018 by Emil vov * Winning over the classroom with

Categories: Uncategorized Jitsi

* March update: virtual backgrounds,
new toolbar Ul and more!

 Jaa$: the Team that Builds Jitsi Can

This would have been hard to believe a few years ago but, today, there are a
number of cases where one could find themselves in an IPvé-only network. For
example, accessing the Internet from some of the more popular US mobile

carriers would put you in that situation and, if so, meet.jit.si might not have Now Also Run it for You!
worked that well for you. « End-to-end Encryption Beyond
Buzzwords

Well, that is now fixed all of meet jit.si, including our media, as well as http
servers, are now accessible over IPv6!
a=ice-ufrag:8capl leSrvusat

a=ice-pud:2£v8rsc86) 199ggqet sh52£54v SHARE THIS
a=fingerprint:sha-1 06:F3:8F:EB:C1:B9:DC:9C:EA: 04:DE:84:EF:F1:C1:DD:AB:A6:0!

a-candidate:1 1 ssltcp 2130706431 2600:1£18:3da;:3eb2:46ch:boae:572:0644 443 u
L & 8 3 Rl S 4 F BURE N N d AR ¢ & R N u m g | [ B |
3eb2: 46cb: boflll: | | [ |

572:Db6:

o HE W

a=candi o 413939711 2600
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https://meet.jit.si
m OSS feseni, |ze nasadit on-premise
m webova, mobilni aplikace
m (dajné pripraveno na IPv6

(demo)
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https://meet.jit.si

https://meet.jit.si
m OSS feseni, |ze nasadit on-premise
m webova, mobilni aplikace
m (dajné pripraveno na IPv6

(demo)

m web funguje po IPv6, chat a signalizace funkcni po IPv6

m predavany hovor se nespoji po IPv6 - dileZitému serveru chybi
AAAA zaznam
(vyjimka: P2P mezi dvéma Gcastniky - FF 90.0b1 funkéni)

P. Valach, Halé? Tady IPv6!, CESNET


https://meet.jit.si

m Android <-> Android plné funkéni IPv6-only / IPv6-IPv4
m Web <->Android

m FF 89.0 - IPv6: nespoji se média,
FF 90.0b1 plné funguje po IPv6 a IPv6-IPv4
m Chrome 91 - IPv6: nespoji se média

P. Valach, Halé? Tady IPv6!, CESNET
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https://github.com/nextcloud/spreed
m OSS feseni, béZné on-premise
m webova, mobilni aplikace integrovana v Nextcloudu
m Cisté P2P, s moZnosti externi signalizace a media serveru
m zaloZeno na knihovné simpleWebRTC

P. Valach, Halé? Tady IPv6!, CESNET


https://github.com/nextcloud/spreed

Sincoolka

Hledat konverzace nebo uzivatele + = oo ‘v " .
e Davel Valach SIN ,,Ufedky” | “Offic...

SIN , Uedky" [ “Office” https://www.muziker.cz/rode-nt-usb-mini 2l 20:49 v Ahojl Tady Fegime b&zné zélesitosti  #
Omezili jste konverzaci pouze ... https://www.muziker.cz/rode-nt-usb [ 20551 o kazdého sinkuldka. Mds-li néco k
feseni se svym clenstvim, prosim,
https://www.muziker.cz/behringer-c-1u-usb- 21:02 v

studio-condenser-microphone

Zaviit éekarnu

Huh Opustili jste hovor 21:25 Ky i
Opustili jste hovor Uéastnici Podrobnosti
@ Jiii opustil(a) hovor 21:25
Admin trezor b Vyhledat nebo pfidat u¢astniky
Opustili jste hovor Hovor s @ Jifi N 2 Pavel Valach EN 21:25
host (trvani 1:24:30) PavelYalla§h (moderator)
Aktualizace Talk - ) ) (" & Thisis fine.
 PHihlaste se pfi konferenci o Omezili jste konverzaci pouze na moderatory 21:27
Filip (moderator) e
Napiste zpravu, nékoho zminite pomoci @
£ Nastaveni pro Talk 12 ® (zavinac) pred jeho jménem... > JiFi (moderator)

§ This will be fine.
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https://github.com/nextcloud/spreed

https://github.com/nextcloud/spreed

0SS reseni, béZné on-premise

webova, mobilni aplikace integrovana v Nextcloudu
Cisté P2P, s moZnosti externi signalizace a media serveru
zaloZeno na knihovné simpleWebRTC

web, chat i signalizace funguji po IPv6

m TURN server nefunguje po IPv6

m P2P ani pfedavané hovory se nespoji po IPv6

P. Valach, Halé? Tady IPv6!, CESNET


https://github.com/nextcloud/spreed

https://bigbluebutton.org
m OSS feSeni zamérené na vyuku
m vyuZiva Kurento media server, FreeSWITCH, nginx

m web, chat i signalizace funguji po IPv6

m zkuSebni hovor se po IPv6 nespoji

m ziejmé IPv6 podporuje, vizissue https:
//github.com/bigbluebutton/bigbluebutton/issues/1468

P. Valach, Halé? Tady IPv6!, CESNET


https://bigbluebutton.org
https://github.com/bigbluebutton/bigbluebutton/issues/1468
https://github.com/bigbluebutton/bigbluebutton/issues/1468

https://janus.conf.meetecho.com/
m OSS WebRTC server
m general-purpose server
m plné podporuje IPv6, ale ne na této doméné...
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https://janus.conf.meetecho.com/

https://teams.microsoft.com/
m komercni fesent, vyuZiva jej velké mnoZzstvi skol

m web i chat funguji po IPv6, ale...

m autorizacni server nema AAAA zaznam —> redirect skon¢&i
nelspéchem -> pro bézné IPv6-only pouZiti nepouzitelné
m k hovorlim zatim neni moZné se po IPv6 pripojit, media server

neni po IPv6 dostupny

m desktopova aplikace pro Linux v nepritomnosti IPv4 adresy
skondila v restartovaci smycce

P. Valach, Halé? Tady IPv6!, CESNET


https://teams.microsoft.com/

https://meet.google.com/
m komercni reseni
m webova i mobilni aplikace

m plna funkénost po IPv6 jak ve FF 90.0b1, tak v Chrome, i v aplikaci
pro Android

m s FF 89.0 nefungovalo pripojeni k médiim

P. Valach, Halé? Tady IPv6!, CESNET
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Android 10, IPv4 + NAT Android 9, LTE IPv6
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https://messenger.com/
m proprietarni, Facebook

m plna funkénost po IPv6 na Androidu

m funkéni signalizace, ovsem nikoliv hovory na IPv6-only Ubuntu s FF,
Chrome

m jiné prohliZeCe neZ Chrome zatim nepodporovany

(Srovnani s béZnym Messengerem pfijde pozdéji.)
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WhatsApp
Messenger
Signal
Telegram
Skype
Element
Rocket.Chat
Slack
Discord
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¥ Volali jste - 29m

W h atSA p p Hal6? Tady IPv4, volam IPv6, slysime se?

3m @

Messenger I'M NOT.MAD

Telegram

Element (Matrix - na hovory vyuZiva Jitsi)
Rocket.Chat (na hovory vyuziva Jitsi)

® korave sina ¢ @
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q0@2a T

https://telegram.org -

m otevreny zdrojovy kod, protokol MTProto Pavel Test IPv6

Exchanging encryption keys...

m funkéni chat a signalizace hovord po IPv6, ale
nikoliv hovory samotné

> O

Speaker Start Video



https://telegram.org

e. +420 60 T

online

https . //What Sapp .com BLOKOVAT PRIDAT
https://messenger.com ores

IPv4 nebo IPV6? 514

m proprietarni, Facebook
m E2E Sifrovani zprav zaloZeno na protokolu Signal

@N:mf;iol:)mvu > 0 o
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https://whatsapp.com
https://messenger.com

+420 60 ;
<@ LA

https . //What Sapp .com BLOKOVAT PRIDAT
https://messenger.com ores

m proprietarni, Facebook
m E2E Sifrovani zprav zaloZeno na protokolu Signal

m plna funkénost po IPv6 na Androidu

m funkéni chat a signalizace, oviem nikoliv hovory
na IPv6-only Ubuntu s FF, Chrome

m funkcni P2P hovory mezi IPv6 FF 91.0b1 <-> IPv6
Android l@ N:x‘)c:ioz;)mvu > 0 o

P. Valach, Halé? Tady IPv6!, CESNET
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https://whatsapp.com
https://messenger.com

o8= messenger.comvideocallincallTpeer_id=




m IPv6 jiZ v mainstreamu
m Problémy zejména na desktopu, mobilni svét |épe pripraven

m S prechodovymi mechanismy (NAT64 + DNS64 / 464XLAT) vétSina
produktl funguje jiZ dnes i na IPv6-only sitich

Stale je co zlepSovat a testovat...

P. Valach, Halé? Tady IPv6!, CESNET
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Dékuji za pozornost.

pavel.valach@ce




