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cesnet oy Utoéi se po IPvé ?

* z pohledu transportu pres patefni sit e-infrastruktury CESNET
* sitové utoky, ~ ,nestandardni” chovani

= pred léty ,hyckanad” data v pripadé detekce nestandardniho provozu

= aktuadlné opakované/pribézné detekovany vyskyt
= scans (tcp, udp)
= obcas i relativné agresivni
= plosné i cilené (MS porty, ,amplifikacni” porty, atd.)
= ,naznaky” amplifikace (53, ..)

= agresivita dotazl na resolvery (~soucast amplifikacniho Utoku ?)
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= ukazka - pomaly neagresivni TCP SYN + UDP scan + summary za delsi dobu

Bytes-estimated: rates, 21/04/29 03:18:00-21/04/29 04:18:00, value per 20 seconds, cumulative
Summary

2.500 Khis

in graph 416.666 KB | 100.00% 73
Rest of results | 0.000 KB 0.00% - e e %
Total 416.666 KB 100.00% k-

2,200 Kbis

1.760 Kbv's i - I A

1,320 Kb/'s
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0.490 Kbis
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Flow-Direction| FWD-Status
18 = ingress Drop RPF

Protocol | TOS-flags |TCP-flags Bytes-estimated Pkts-estimated Dst-1P-Cnt Src-Port-Cnt Dst-Port-Cnt Avr-Pkt-Length Flow-Cnt
tep (6) 00000000 | syn(2) | 350.272 KB ~ 84.065% 5.473 Kp ~ 83.672% 5362 4786 132 64 | 5473 ~ 83.762%
udp (17) | 00000000 35.934 KB ~ B8.624% | 591.000 p ~ 9.035% 584 579 18 60.80 585 ~ B8.953%
tcp (6) 00000000 | syni2) 26.880 KB ~ 6.451% 420,000 p ~ 6.421% 420 414 102 64 420 ~ 6.428%
udp (17) | 00000000 3.580 KB ~ 0.859% 57.000 p ~ 0.871% 56 55 14 62.81 56 ~ 0.857%

2. > I ingress Drop RPF
3 = I ingress Forwarded
ingress Forwarded

= FWD-Status TCP-flags Dst-IP-Cnt

Src-IP Protocol Flow-Start [CEST] Flow-End [CEST] Bytes-measured Pkts-measured Flow-Cnt

Drop RPF tcp (6) syn(2) 21/04/29 03:22:47.564 | 21/05/12 16:28:28.810 | 46.632 MB ~ 79.281% - 318.760 b/s | 728.629 Kp ~ 81.542% — 0.623 p/s 173035 | 728626 ~ 81.683% — 0.623 flows/s

Drop RPF udp (17) 21/04/29 03:22:49.714 | 21/05/12 16:28:26.118 10.941 MB ~ 18.601% — 74.787 b/s | 146.100 Kp ~ 16.350% — 0.125 p/s 92374 | 144629 ~ 16.214% — 0.124 flows/s
Forwarded tcp (6) syn(2) 21/04/29 03:20:01.279 | 21/05/12 15:22:05.348 970.176 KB ~ 1.649% — 6.653 b/s 15.159 Kp ~ 1.696% — 0.013 p/s 14389 15159 ~ 1.699% - 0.013 flows/s
Forwarded 0:3 | udp (17) 21/04/29 03:20:06.381 | 21/05/12 15:22:05.873 275.531 KB ~ 0.468% — 1.890 bjs 3.670 Kp ~ 0.411% — 0.003 p/s 3555 3607 ~ 0.404% = 0.003 flows/s
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= |Pv6 - detekce, 10 mésicl, top-list

Bytes-estimated: sums/time steps, 20/07/13 08:57:24-21/05/13 08:57:24, value per 2 days, non-cumulative
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Avr-Pkt-
Bytes-estimated Pkts-estimated Length Flow-Cnt Detected-Event-Cnt Detector-Name
47.148 GB ~ 81.602% 736.673 Mp ~ 83.997% 64.00 8216369 ~ 83.710% 114560 ~ 94.657% TCP SYN against internal IP address ranges from outside, sources
6.999 GB ~ 12.114% 85.669 Mp ~ 9.768% 81.70 989637 ~ 10.083% 638 ~ 0.527% Possible attacks to DNS resolvers, to port 53, sources
2.118 GB ~ 3.666% 35.303 Mp ~ 4.025% 60.00 305854 ~ 3.116% 4431 ~ 3.661% TCP SYN against internal IP address ranges from outside, sources
348.876 MB ~ 0.604% 3.965 Mp ~ 0.452% 87.98 2740 ~ 0.028% 65 ~ 0.054% Possible attacks to DNS resolvers, to port 53, sources
301.353 MB ~ 0.522% 4.709 Mp ~ 0.537% 64 58858 —~ 0.600% 581 ~ 0.480% TCP SYN against internal IP address ranges from outside, sources
1c16c:4420:4bc7:1d8f 175.864 MB ~ 0.304% 2.093 Mp ~ 0.239% 84.02 26085 ~ 0.266% 62 ~ 0.051% Possible attacks to DNS resolvers, to port 53, sources
:0:ad 136.395 MB ~ 0.236% 1.624 Mp ~ 0.185% 84.01 20294 ~ 0.207% 81 ~ 0.067% Possible attacks to DNS resolvers, to port 53, sources
0:12 120.954 MB ~ 0.209% 1.279 Mp ~ 0.146% 94.55 15570 ~ 0.159% 53 ~ 0.044% Possible attacks to DNS resolvers, to port 53, sources
89.237 MB ~ 0.154% 1.476 Mp ~ 0.168% 60.45 13139 ~ 0.134% 105 ~ 0.087% TCP SYN against internal IP address ranges from outside, sources
d0:0:0:cf:5000 73.958 MB ~ 0.128% 1.233 Mp ~ 0.141% 60 15408 ~ 0.157% 154 —~ 0.127% TCP SYN against internal IP address ranges from outside, sources
01:0:1:9bfc:a8ea ©4.419 MB ~ 0.111% 805.232 Kp ~ 0.092% 80 24359 ~ 0.248% 63 ~ 0.052% TCP SYN from internal IP address ranges
0:42 54.452 MB ~ 0.094% 41.850 Kp ~ 0.005% | 1301.12 7 ~ 0.000% 1~ 0.001% IPv6 UDP lower-rate amplification. reflection - targets internal
0:0:1:10 30.561 MB ~ 0.053% 477.520 Kp ~ 0.054% 64 5969 ~ 0.061% 17 ~ 0.014% TCP SYN against internal IP address ranges from outside, sources
3:4a4d:7eff:-fead:5cla 29.991 MB ~ 0.052% 374.892 Kp ~ 0.043% 80 93723 —~ 0.955% 61 —~ 0.050% TCP SYN against internal IP address ranges from outside. sources

01:0:1:9bfc:a8ea 20.320 MB ~ 0.035% | 254.000 Kp ~ 0.029% 80 3175 ~ 0.032% 36 ~ 0.030% TCP SYN against internal IP address ranges from outside, sources
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vevyrsy

= je IPv6 svét z pohledu tranzitni sité ,klidnéjsi a bezpecnéjsi” ?

* |Pvé detekované sitové udalosti za 6 mésicu

1715813 1461672

= IPv4 detekované sitové udalosti za 6 mésicl (stejnd metodika, stejné limity
detektori)

Flow-Cnt-Drop | Detected-Event-Cnt
4691670126 3428605495 8017074

= ... 0.274:99.726 ..77?
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= odpovidajici IPv6 : IPv4 ?

Utoéi se po IPv6 ?

v tomto konkrétnim pripadé a odpovidajicich mistech pozorovani ~ 17 : 83

= tak je to bezpecnéjsi nebo ne ;-) ?

Protocol

Bytes-estimated

vb

Pkts-estimated

Avr-Pkt-Length

Flow-Cnt

Protocol

Bytes-estimated

Pkts-estimated

Avr-Pkt-Length

Flow-Cnt

J| tcp (6)

87.098%

84.989%

1200.27

65.510%

tcp (6)

78.159%

73.798%

1119.42

75.947%

| udp (17)

12.870%

14.861%

1036.97

32.183%

udp (17)

20.464%

24.616%

789.50

22.459%

| ipv6-icmp (58)

0.017%

0.1098%

183.64

2.254%

esp (50)

1.175%

1.259%

845.83

0.079%

4. ip-encap (4)

0.014%

0.039%

442.79

0.018%

gre (47)

0.127%

0.138%

978.77

0.069%

| ospfigp (89)

0.000%

0.001%

80.17

0.015%

icmp (1)

0.049%

0.166%

255.25

1.437%

J ip (0)

0.000%

0.001%

183.41

0.016%

ip-encap (4)

0.019%

0.015%

1207.00

0.001%

| esp (50)

0.000%

0.000%

224.09

0.002%

ipvé (41)

0.006%

0.008%

703.58

0.006%

. pim (103)

0.000%

0.000%

108.17

0.002%

ospfigp (89)

0.000%

0.000%

81.52

0.001%

. ipv6-nonxt (59)

0.000%

0.000%

40

0.000%
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pim (103)

0.000%

0.000%

48.06

0.001%

| etherip (97)

0.000%

0.000%

68

0.000%

| wrrp (112)

0.000%

0.000%

56

0.000%

| igmp (2)

0.000%

0.000%

0.000%




Dékuji za pozornost!

Utoéi se po IPvé ?
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