cesnet

15 let federace eduroam

Jiri Borik

CESNET

11.12.2017 —
konference e-infrastruktury CESNET



eduroam

A Principy
m Jak eduroam funguje
A Jak to zadalo
m KlaasWierenga, SURFnet

m PrvnG experimenty v -R
mZahpjenG provozu a dalt G rozvo) federa

A Souéasnost
mPokrytG v -R i ve svVvEtE
m Novb sl uSby a npstroje

A Sitova identita
m Provozujeme nejen eduroam






FEDERATIVNI STRUKTURA

A Federaci eduroam tvori:

mposkytovatel b i dentit,
B pos kyt okenektiaty, D
moper ptor federace,
mspolecnp federacnG politika
A Zakladem je reciprocita konektivity
mkdo chce jinde obslouSit svb uSivatele
Operator federace (sdruzeni CESNET) zajistuje
mvRkon federacnG politiky (pravidla a t
mprovoz nprodnGch RADIUS server & a napo
m monitoring C e s ikflastruktury eduroam
mpodporu administrptor@m ¢l enskRch orga



PRINCIP FUNKCE

»< CESMNET » < Internet > Pfipojena instituce ——————»

b

<

| < Radas::bgﬁzﬁf w UzZivatelska databaze
(LDAP, AD, SQL, ....)
narodni RADIUS
<«
ICMP Echo Request —
—_— + — RADIUS UDP/1812
UDP/1512 UDP/1813

monitoring | |

WiFi infrastrura






Subject: [mobility] proposal for inter NREN roaming
From: Klaas Wierenga <Klaas.Wierenga@surfnet.nl>
Date: Thu, 30 May 2002 12:46:43 +0200

To: mobility@terena.nl

Dear all,

As promised at the mobility workshop a proposal for an inter-NREN wireless LAN
roaming test. Based on some investigation we have done in the Netherlands we
propose to experiment with the 802.1x standard as that seems the most likely
candidate for inter-NREN roaming since it gets a lot of industry attention and
scales relatively easy.

I'm looking forward to hear your comments or better ideas.

Cheers,
Klaas

https ://www.terena.org/activities/tf -mobility/start -of-eduroam.pdf
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Frorm Me ﬁjan@tomasek.cz‘;

Subject Re: wifiny & jim podobny
To furman@cesnet.cz

Cc dans@cesnet.cz

Ahoj,
takze dneska jsem opravdu oslavil maly uspech:

| equinox:~# fusr/bin/radtest ftx-semik xxx localhost 1 testinglz3
| Sending Access-Request of id 144 to 127.0.0.1:1812

| User-Name = "ftx-semik"

| User-Password = "xxx"

| NAS-IP-Address = equinox

| NAS-Port = 1
I

09/07/2003 08:51 PM

rad_recv: Access-Accept packet from host 127.0.0.1:1812, id=144, Tlength=20

lec vsichni vime, ze:

| As with many free software projects, FreeRADIUS could use more

| documentation. Until such documentation is available, the only place
| that configuration items are documented is in the configuration files
| themselves.

Coz je opravdu specielne u tohohle produktu zazitek. Sice se mi podarilo
to nakonfigurovat, ovsem prilis nechapu jak to funguje, coz se snad casem
poda ... ale nejspis ne samo &




A navrh eduroam politiky

A propojeni s evropskymi top level RADIUSy
A oficialni zagatek vysilani essid eduroam na CESNETu

A pripojeni prvnich ¢lenu
m fel.cvut.cz
m tul.cz
m ujep.cz
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RUST FEDERACE

Rok Pol eeal mT [Pol et | oka

2005 13 13

2010 114 439

2015 166 749

2017 230 825
ll...llll..I.IIII..IIIIIlll.ll..I.IIII.I..ll...llll..llllll..llll



RUST FEDERACE

Pocty migrujicich uzivatell - denni maximum 2017: 43 312
uzivatelu
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POKRYTI SVETA




eduroam NA NADRAZICH

N
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eduroam AP

A Plug & Play eduroam
A OpenWRT + BEESIP
A https://ap.eduroam.cz




eduroam NA STREDNI §KOLY

ropa > CESMET —»€— kraj —®<—— pfipojené Skoly ———+

A rozvojovy program IROP

ICKP Echo Request

A eduroam soucasti skolni
infrastruktury

A mozna spoluprace s kraiji
mCentrplnG sprpva zlLi
m KrajskR RADI US s !4_

rajsky RADIUS skolal.cz
adiator) (FreeRADIUS)

A https://www.eduroam.cz/cs/irop !

“adSec skola2.cz
TCRIZ083  (FreeRADIUS)

ars

skola3.cz
(FreeRADIUS)




PODPORA INSTALACE

A Seznam implementaénich firem pro eduroam
m https://www.eduroam.cz/cs/spravce/pripojovani/seznam_implementatoru

A Dalkové udrzovana instalace FreeRADIUS serveru CESNETem
m https://www.eduroam.cz/cs/spravce/pripojovani/radius/hosted

A Navody

m https:// www.eduroam.cz/cs/spravce/pripojovani/radius/freeradius3
A Ansible role: https://github.com/CESNET/ansible-freeradius

A Kontakt: info@eduroam.cz






SITOVA IDENTITA

Narodni operator federaci eduroam a edulD.cz

m Provoz nprodn® Eichftroa d terdek taw Gy

m PodporaCl enEm se pra\/;mzcem‘eerﬁed;anacn _

m NapojenG do mezinprodnGech federativnGeceh

PKI sluzby

m Poskytujeme r@®nbd druhy ceodipisbpBE)(oso
mvl|IastnG @CA3),( CESNET
m od nezhpvEvEr® hodn Brusted Centificateé Fervice - DigiCert).

mDallG poldpEbyb(Easovdb zmGdky, .Yyl astnG CA

Vyvoj a provoz |AM systému Perun
m Systpbno sprpvplLiGdenpiE a

m Open source vyvGjenR ve spoluprpci CESNE
m Provoz jako slumballp}nloodnﬁrpld@jGekty

m Podpora | okplnGho nasazenG v jinRch orga
...llll..I.lIII..lIll.lll.ll..l.IIII.l..ll...llll..llllll..llll
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