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= eliminovat nelegitimni provoz v siti

= osetfit/regulovat anomalnie v provozu

= pomoc pri problémech v koncovych sitich na Urovni transportu v siti e-infrastruktury

= udalosti majici pavod ,vné AS” vs. ,uvnitf AS” ?
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= access listy ~ filtry provozu

= fizeny pristup k jednotlivym ¢astem sité
= sprava sité vs. bézny provoz, CPP
= Ucelové dedikované casti sité

= eliminace invalidni adresace v daném sitovém kontextu
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= kontrola zdrojovych adres

= BCP-38, RFC2827, RPF check...

. | from=X.Y.Z.W: to=E.F.G.H: ...|
" nativni funkce 3
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—>| from=X.Y.Z.W; to=A.B.C.D;

—»{ from=X.Y.Z.W; to=A.B.C.D;
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= ...absence dostatecné miry
oSetreni v globalnim
méritku ?

— snadno realizovatelné
specifické DoS
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= Resource Public Key Infrastructure — RPKI

= BGP vyména smérovacich informaci

= kontola validity prefixd (~adresnich rozsahd, blokd)
= zahozeni invalidnich prefixd
= ddvéryhodnost smérovani

= zabranuje , Unosu prefixd”
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* policing na perimetrusit¢ =~~~
= profily pro specificky provoz .
" typ provozu Re zahozeny provoz

= granularita rozhodovani

= limity preneseny provoz
= pribézny update
= nové identifikované Gtoky

= diskuze s uzivateli

= upgrady kapacit
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= policing na
perimetru sité

= ukazka funkce
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1.800 Gh/s
1.280 Gh/s H
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47-
0,960 Gh/s H
0.840 Gh/s H
0.320 Ghis H
L
0 Gh's — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — —
Flow-Direction FWD-Status Dst-IP Protocol |Dst-Port TOS-flags |Bytes-estimated Flow-Data-Source
P 1. = || ingress Drop Policer | 1 .79 | udp (17) | O 01101000 | 533.045GB | Prahal
2. > ingress Forwarded | 1 .79 | udp (17) | O 01101000 | 447.899 GB | Praha 1
3. > | ingress Forwarded | 1 79 | udp (17) | O 01101100 38.234 GB | Praha 2
4, > ingress Forwarded | 1 79 | udp (17) 01101100 19.509 GB | Praha 2
5 s ingress Forwarded | 1 79 | udp (17) 01101000 7.244 GB | Praha 1
6. > | ingress Drop Policer | 1 179 | udp (17) | O 00101000 | 431.818 MB | Praha 2
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= DoS protector

= in-house reseni na bazi prog. HW

Bézny provoz
+ (tok

= heuristiky pro feseni typickych DoS

Bézny provoz

Vybrany provoz

Redukovany utok

v¢. Utoku /
"Cigténi"
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= Remotely Triggered Black Hole - RTBH

= zahozeni provozu pro cilovy prefix v predchozi siti (z hlediska sméru prenosu)

Cil atoku
IP: AB.C.D

Cil utoku
IP: AB.C.D

=

BGP update
A.B.C.D/32
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Remotely Triggered Black Hole - RTBH
sluZzba pro pripojené uzivatele
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= BGP FlowSpec
" rozsireni BGP
= jemnégjsi specifikace konkrétnich tokl na zakladé sirsi sady parametrd

= prefixy, protokol, porty, ICMP (type, code), TCP flags, Pktlen, DSCP, Fragment
encoding

= pravidla pro regulaci

" rate (v¢, zahozeni), redirect, marking, action

= ~ ad-hoc nastaveni profilu pro dorucovani specifického provozu
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= vzdalené cisténi provozu
= pred vstupem do e-infrastruktury = mj. ochrana externich propojek
= ve spolupraci s poskytovatelem tranzitu
= na zakladé specifické smérovaci informace
= presmérovani prislusného provozu jiz v siti Tier-1 operatora do Cistici infrastruktury

= potencialni vliv i na ostatni prichozi sméry

= navrat vycisténého provozu
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= vzdalené ¢Cisténi provozu ,"
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Active IPv4 rules

n
ExaFS PN Pve  RTBH Q

Expired All

" nastroj na fizeni, ExaBGP

Active IPv4 rules that you can modify
= RTBH, BGP FlowSpec, vzdalené cisténi,.. S e e e
sz-1975/ 3702 udp fgzozo'mm Discard - n
-

032/ 389 udp 2022/01/31 Discard n
32 10:00
- udp 2021/03/01  Discard E n

= Ul, API, strukturovana pristupova prava

32 10:00

ExaF$S —————— i

Ul Active RTBH rules
P4 IPv6 Q
API Expired  All

Active RTBH rules that you can modify

IP adress (v4 or v6) « Community « Expires « User .« Edit
208/32 RTBHCESNET only ~ 2021/02/08 09:10  FTAS n n n
132 RTBH CESNET only ~ 2021/02/08 09:10  FTAS n n n
3 /32 RTBH CESNET only ~ 2021/02/08 09:10  FTAS n n n
132 RTBHCESNET only ~ 2021/02/0809:10  FTAS n n n
82/32 RTBH CESNET only ~ 2021/02/08 09:10  FTAS n n n

213/32 RTBH CESNET only 2021/02/08 09:10 FTAS

Ve 7 v 7 ° 4 ol =i
sitova cast e-intrastruktu ry 12 S R S | < | - |
210/32 RTBH CESNET only ~ 2021/02/08 09:10  FTAS n n n
162/32 RTBH CESNET only ~ 2021/02/08 09:10  FTAS n n n
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" Fada systémi

pro sledovani infrastruktury
a provozu sité, sluzeb
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fc,

NF v1-9/10

IPFIX
FlexibleNF

* piiklad - FTAS =
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celkové ramcové schéma frizeni a rozhodovani

spravci siti N
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detekéni systémy
monitorovaci systémy
systémy varovani
analytické systémy
podnéty uzivateld
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cesnet '-:' = Dedikované komunitni reseni

= komplexnéjsi feseni pro specifickou komunitu ~ iniciativa hSOC
= ,sitvsiti”, dvoustupnova ochrana

= samostatné instance relevantnich prvkd na vnitfnich propojich

patef e-infrastruktury

uzivatel

uzivatel

oddélend vnitrni sit
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jedna ¢ast prenosového retézce

Sitova ochrana

limity ,,z podstaty” ~ sdilené transportni prostredi, pouze urcité typy jevu

moznosti dany architekturou, nastavenim, monitoringem, rozhodovaci schopnosti

nelze rezignovat na osetfeni navazujicich ¢asti fetézce prenosu dat

zdroj
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...bezpecnost nelze , outsourcovat”..




Dékuji za pozornost!

Bezpecnostni prvky sitové infrastruktury
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