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Flow-based Traffic Analysis System
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ceshet oy Use-case 1: analytika pomoci Ul

= potieba nalézt charakteristiku utoku - k dispozici cas, cilovy prefix, dopad
(pretizeni/zahlceni hrani¢niho prvku)

= priklad postupu
1) vyhledani provoznich informaci pro dany cilovy prefix, tésné okolo ¢asu vypadku

2) vizualizace = rdzné top-listy s rGznou mirou detailu (od obecného k detailnimu), tfidéni +
doplnujici informace — hledani vyznamného ,,informacniho prvku”

- nalezena 1 cilova adresa, odhad na tcp syn-flood

Protocol | Bytes-estimated Pkts-estimated Avr-Pkt-Length
tcp (8) 253.475 MB ~ 24.626% — 959.940 Kb/s 3.550 Mp ~ 64.493% — 1.680 Kp/s 64.40 | 843477 ~ 97.520% — 399.294 flows/s
icmp (1) 51.714 MB ~ 5.024% —+ 195.219 Kb/s | 765.091 Kp ~ 13.900% — 361.022 p/s 67.41 2964 ~ 0.343% - 1.399 flows/s
tcp (6) 113.299 MB ~ 11.007% - 429.501 Kb/s 314.000 Kp ~ 5.705% —+ 148.791 p/s 357.22 2504 ~ 0.290% - 1.187 flows/s
udp (17) | 156.963 MB ~ 15.250% — 602.253 Kby/s 260.453 Kp ~ 4.732% —+ 124.917 p/s 8613.77 2001 ~ 0.231% - 0.960 flows/s
udp (17) @ 183.617 MB ~ 17.839% — 749.309 Kb/s 234.590 Kp ~ 4.262% — 119.665 p/fs 781.53 2482 ~ 0.287% - 1.266 flows/s
udp (17} 61.207 MB ~ 5.946% — 236.290 Kb/s 146.878 Kp ~ 2.668% — 70.879 p/s 416.85 1378 ~ 0.159% — 0.665 flows/s
tcp (8) 105.861 MB ~ 10.285% — 407.635 Kb/s 97.422 Kp ~ 1.770% — 46.892 p/s 1092.43 1473 ~ 0.170% - 0.709 flows/s
tcp (6) 70.748 MB ~ 6.873% - 291.868 Kb/s 76.062 Kp ~ 1.382% — 39.224 p/s 931.73 525 ~ 0.061% — 0.271 flows/s
tcp (6) 26.821 MB ~ 2.606% - 102.058 Kb/s 36.006 Kp ~ 0.654% — 17.126 p/s 718.58 1713 ~ 0.198% — 0.815 flows/s
udp (17) 589.545 KB ~ 0.057% — 2.247 Kb/s 6.441 Kp ~ 0.117% — 3.069 pjs 87.17 2990 ~ 0.346% — 1.425 flows/s
5.001 MB ~ 0.486% 17.521 Kp ~ 0.318%
o > |Dst-IP Protocol |Bytes-estimated Pkts-estimated Avr-Pkt-Length  |Flow-Cnt

|@

1l
2.
=k
4.
5
6.
e
8.
9.

EEIEIE A




cesnet = i+

Use-case 1: analytika pomoci Ul

1. ovéreni syn-flood - napt. agregace: proto=6(tcp) and tcp_flags=2(SYN) and tcp_flags<>16(ACK)

o| Dst-IP
1|

2. porovnani vuci celkovému objemu tcp - agregace: proto=6(tcp)

Protocol | TCP-flags

Bytes-estimated

Pkts-estimated

Src-IP-Cnt

Dst-fP-Cnt

Src-Port-Cnt

Dst-Port-Cnt

Avr-Pkt-Length

Flow-Cnt

tcp (8) syn(2), rst{4)

125.691 MB

1.766 Mp

353467

1 65419

65425

64.00

421651

E Dst-IP Protocol | TCP-flags Bytes-estimated | Pkts-estimated | Src-IP-Cnt | Dst-IP-Cnt | Src-Port-Cnt | Dst-Port-Cnt | Avr-Pkt-Length | Flow-Cnt
1| tep (6) | fin(1), syn(2), rst(4), push(8), ack(16) 253.475 MB 3550 Mp | 619858 1 65535 65535 64.40 | 843477
= vysvétleno cca 50%, zkusme tedy test vyskytu tokd s nastavenymi SYN a zaroven ACK
3. agregace: proto=6(tcp) and tcp_flags=2(SYN) and tcp_flags=16(ACK)
o| Flow-Direction | FWD-5tatus Dst-IP Protocol | TOS-flags | TCP-flags Bytes-estimated | Avr-Pkt-Length | Flow-Cnt
1. egress Forwarded not Fragmented tcp (B) 00100100 | syn(2), ack(1e) 125.646 MB 64.00 | 421251
4. zkusme ovéfit opacny smér prenosu: proto=6 and tcp_flags=16
Protocol TCP-A Bytes-estimated| Pkts-measured Pkts-estimated Src-IP- Dst-IP- Src-Port- Dst-Port- Avr-Pkt- Flow-Cnt|
0 “hags Cnt Cnt Cnt Cnt Length
1. tcp (6) | fin{1), syn(2), rst(4), push(8), ack(16) 18.500 MB 9.897 Kp 20.809 Kp 1 83 11 385 882.62 522

5. ..a proto=6 and tcp_flags<>16

TCP-flags

Bytes-estimated | Pkts-estimated | Dst-IP-Cnt

Dst-Port-Cnt | Avr-Pkt-Length | Flow-Cnt

syn(2), rst(4)

23.931 MB

529.410 Kp

141309

151582

" Zz proporce a poctu zpétnych tokl midzeme usuzovat umélé generovani SYN + ACK ze strany Utocnika
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= alCMP z tvodniho top-listu ?

Use-case 1: analytika pomoci Ul

o > | Dst-IP Protocol | Bytes-estimated Pkts-estimated Avr-Pkt-Length | Flow-Cnt

1. 2 | tcp (6) 253.475 MB ~ 24.626% — 959.940 Kb/s 3.550 Mp ~ 64.493% — 1.680 Kp/s 64.40 | 843477 ~ 97.520% — 399.294 flows/s

2. 2 | icmp (1) 51.714 MB ~ 5.024% - 195.219 Kb/s | 765.091 Kp ~ 13.900% — 361.022 p/s 67.41 2964 ~ 0.343% - 1.399 flows/s
:ﬂ Dst-IP Protocol | Dst-Port Bytes-estimated | Pkts-estimated | Src-IP-Cnt | Avr-Pkt-Length | Flow-Cnt
1. 2 | icmp (1) | Host Unreachable (769) 26.076 MB 383.112 Kp 931 67.93 1557
2. 2 | icmp (1) | Time to Live exceeded in Transit (2816) 23.528 MB 350.943 Kp 444 66.80 1053
3. 2 | icmp (1) | Met Unreachable (768) 1.895 MB 27.873 Kp 52 67.87 88
4. 2 | icmp (1) | Communication Administratively Prohibited (781) £86.518 KB 1.333 Kp 50 63.76 58
5. 2 | icmp (1) | Port Unreachable (771) 62.001 KB 900.000 p 48 66.68 51
6. 2 | icmp (1) | Communication with Destination Host is Administratively Prohibited (778} 58.390 KB 797.000 p 133 68 138
7. 2 | icmp (1) = Echo-request (2048) 5.765 KB 71.000 p 10 79.59 10
8. 2 | icmp (1) | Redirect Datagram for the Network (or subnet) (1280) 1.800 KB 31.000 p 2 56 3
9. 2 | icmp (1) | Redirect Datagram for the Host (1281} 2.267 KB 31.000 p 6 66.67 6

= shrnuti
= celkovy cas v tomto pripadé — vyhledani provozu + (vizualizacni, vysvétlujici) analytika ~ 10 minut
* obdobné pozadavky nebo nutnost analyzy na zakladé bezpecnostnich hlaseni jsou standardem
= presnost zadani - efektivita
= vyvoj nastroju musi jit tomuto typu c¢innosti ,naproti”

* |idé + znalosti !!!




cesnet - Use-case 2: automaticka regulace provozu

= priklad utoku na bazi amplifikace/odrazu

= uplatnéné prvky obrany

--__-------
-
-

zahozeny provoz

= policing na perimetru preneseny provoz

vzdalené cisténi

vzdalena
cistici infrastruktura

e
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cesnet = i Use-case 2: automaticka regulace provozu
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= priklad utoku na bazi amplifikace/odrazu
= FTAS: monitoring, detekce

* ExaFS: fizeni provozu

< sitova cast e-infrastruktury >
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Use-case 2: automaticka regulace provozu

= notifikace systému FTAS

Notification
Handling
Events

summary, overview
Duration
Data sources
Flows
Pkts
Bytes

Current event
Duration
Data source
Flows
Pkts
Bytes
src-IP/6
Dst-IP/1
Protocol/1
src-Port/1
Dst-Port/1
src-ifIndex/2
Dst-ifIndex/2

u
1 0
: 0
1
i]

: 1 (Dst-IP) - 'IPv4 UDP amplification, reflection - targets internal’ - 1. DETECTED, 98.46% traffic drops
: none
: 3 events detected

: 43.962 seconds within
: Praha 1
: 46.000 ows, 1.046 ows/s, 60.87% drops

: 12.432 Mp, 0.283 Mp/s, 93.35% drops
: 16.951 GB, 3.085 Gb/s, 1363.519 Bpp, 93.29% drops

AN

: Praha 1
: 13.000 flows, 0.449 flows/s, 61.54% drops
: 4.448 Mp, 0.154 Mp/s, 98.46% drops

: 6.865 GB, 1.675 Gb/s, 1363. 665 Bpp, 98.43% drops
: _0 202, .72.252, 211V\ hzs\ 4, I s.o5, N 233166

: 28.962 seconds within
.

p

73 (Bundle-Ether (Bundle-Ether
, 175 (HundredGig

wvew ., v V4

= soucasti hlaseni informace o lspésném automatickém presmérovani na vzdalené cisténi
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Use-case 2: automaticka regulace provozu

= prubéh utoku, ex-post analyza/vizualizace

1.600 Gh's

1.280 Ghes H

0.960 Ghis H

.640 Ghyes

0.320 Ghes H

o Ghs L

2

L Bl o N e
v

Flow-Direction FWD-Status

ingress
ingress
ingress
ingress
ingress
ingress

Drop Policer
Forwarded
Forwarded
Forwarded
Forwarded
Drop Policer

Dst-IP
.79
.79
.79
B
.79
BT

= e | | |

Protocol
udp (17)
udp (17)
udp (17)
udp (17}
udp (17)
udp (17}

Dst-Port TOS-flags |Bytes-estimated

0
0
0

01101000
01101000
01101100
01101100
01101000
00101000

533.045 GB
447.899 GB
38.234 GB
19.509 GB
7.244 GB
431.818 MB

Flow-Data-Source

Praha 1
Praha 1
Praha 2
Praha 2
Praha 1
Praha 2




ceshet g Use-case 3: automaticka regulace provozu

= priklad utoku na bazi amplifikace/odrazu 2
= notifikace systému FTAS

Notification I 0-:-1F) - 'IPv4 UDP amplification, reflection - targets internal' - 1. DETECTED, 99.58% traffic drops
Handling : none
Events : 1 event detected

Current event

Duration : 30.000 seconds within
Data source : Praha Public Internet)

Flows : 22.347 Kflows, 0.745 Kflows/s, 87.30% drops
Pkts : B1.765 Mp, 2.726 Mp/s, 99.58% drops
Bytes : 38.116 GB, 10.164 Gb/s, 466.168 Bpp, 99.58% drops
Src-IP/64+
1.52.216.241, 1.53
Dst-IP/1 :

Protocol/1 : ud
Src-Port/1 :
Dst-Port/6 :

= soucasti hlaseni informace o Uspésném automatickém presmérovani na vzdalené cisténi



cesnet = i Use-case 3: automaticka regulace provozu

Flow-Direction FWD-Status Protocol | Src-Port |Src-iffndex TOS-flags Bytes-estimated Pkts-estimated)

o v s s e ingress Forwarded udp (17) 111 169.608 GB | 364.103 Mp

- prUbeh UtOku' ex-pOSt analyza' o= = ingress Drop Policer udp (17) 111 153.709 GB | 329.655 Mp
vizualizace . = | ingress Drop Policer || udp (17) 100 71.269 GB | 153.224 Mp
: ingress Drop Policer udp (17) 100 71.007 GB | 152.234 Mp

s, ingress Drop Policer udp (17) 000 25.255 GB 54.434 Mp

E ingress Drop Policer udp (17) 000 2.085 GB 4.458 Mp

7 ingress Forwarded udp (17) 000 896.979 MB 1.919 Mp

8. ingress. Forwarded udp (17) 100 784.631 MB 1.677 Mp

; inoress Eonuarded wdo (07} 111 | 641.307 MB 1.366 Mp

2 Bofs 100 371.634 MB | 792.810 Kp

Qo0 325.359 MB 695.194 Kp

000 182.745 MB 390.474 Kp

17,600 G/ [ e 000 77.500KB | 164.000 p

—-

P

(¥}
W

F-Y
W

LA
W

=]
W

=
v
=m

o
v
|

LD
N

=

13.200 Gh/s

‘

B.800 Gh'z

1 4.400 Bo/s

0 Ghs
—

..nesmime podléhat pokuseni, Ze jedno feseni nas spasi.. ;-)
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Use-case 4: charakteristika vyznamného utoku

= amplifikaéni atok - pocet reflektord, amplifikacni koeficient, struktura

1. ingress

FWD-Status
Drop Policer

Drop Policer
Forwarde:

Forwarded
Forwarded
Forwarded
Forwarded
Forwarded
Forwarded
10. Forwarded
11. Forwarded
12. Forwarded
13. Forwarded

ol ol Bl o ol ol Bl o gl -

Protocol
udp (17)
udp (17)
udp (17)
udp (17)
udp (17)
udp (17)
udp (17)
udp (17)
udp (17)
udp (17)
udp (17)
udp (17)
udp (17)

Src-Port

4]

domain (53)
4]

domain (53)
145

166

46069
61016

312

46066
codaauth2 (370)
165

echo (7)

1.537 TB

TOS-flags
11111111
11111111
11111111
11111111
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00101000

d o| Flow-Direction | Protocol | Bytes-estimated | Pkts-estimated | 5.

udp (17) 1.229 Gp

Bytes-estimated

1.580 TB ~
1121 TB ~

66.598 GB
57.187 GB
43.818 MB
27.624 MB
26.194 MB
23.622 MB
22.170 MB
20.912 MB
17.400 MB
15.750 MB
13.320 MB

rc-IP-Cnt

77560

Pkts-estimated

i

55.931%
39.677%

—
2.358%

2.024%
0.002%
0.001%
0.001%
0.001%
0.001%
0.001%
0.001%
0.001%
0.000%

= s provozem zahozenym v predchozich sitich
celkové cca 120+ Gb/s

53.634 Mp ~
42.341 Mp ~
29.212 Kp ~
18.416 Kp ~
17.556 Kp ~
15.748 Kp ~
14.780 Kp ~
14.016 Kp ~
11.600 Kp ~
10.500 Kp ~

8.880 Kp ~

1.277 Gp ~ 58.998%
791.005 Mp ~ 36.545%

2.478%
1.956%
0.001%
0.001%
0.001%
0.001%
0.001%
0.001%
0.001%
0.000%
0.000%

Avr-Pkt-Length

1240.19
1420.33
1241.90
1363.34
1500
1500
1492
1500
1500
1492
1500
1500
1500

Bit Rates

Bitrates [bps]

Input
Min=569.025M
Max=21.316G
av=35406

Output
Min=26001M
max=375.019M
avr=119.892M

Bit rates [bps]

Input
min=14857k
max=204236
av=1 488G

Qutput
in=576.170K
max=2.0406
avrs917.874M

-day

w \
56 J \
e VD OSSR S S

==,
Sn 0000 S0 Sz S 1800

Bitrates [bps]

Input
min=1.567G
max=22,5626
avi=5.928G

Output
min=21.229M
Maks6.284G
avi=3.0756

Sun 00:00 Sun 06:00 Son 12:00 S 18:00




tel

I reseni

uziva

ZZAP0STE
ZESPOASTE
ZZAP0STE
ZZAP0STE
ZZAP0STE
TE/P0ATE
TZAP0STE
TZAP0STE
TZAP0STE
TZAP0STE
TZAP0STE
TZAP0STE
TZAP0STE
TZAP0STE
TZAP0STE
TZAP0STE
TZAP0STE
OZAP0STE
OZAP0STE
OZAP0STE
OZAP0STE
OZAP0STE
OZAP0STE
OZAP0STE

ry

i sit

Fni

komunitn
avhn

e

e

oddélen

patef e-infrastruktury

dedikovan

src-IP

381270

77591423

78343742

78.283 Mp 778
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..podékovani celé komunité za spolupraci a zpétnou vazbu pfi
tvorbé a optimalizaci nastroji a technik obrany..

Dékuji za pozornost!

Use-cases z bezpecnostniho monitoringu e-infrastruktury
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