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cesnet = i~ Computer Security Incident Response Team

Funkce CSIRT tymu ale
nemUze skoncit pouze reakci.
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cesnet """ warden

" Platforma pro automatizované sdileni informaci o incidentech
— Zapisujici konektory zasilaji udalosti do ,fronty*

- Ctouci konektory odebiraji v3e, co se objevilo
" Kdo ostatnim poskytuje data, dostane se k datiim ostatnich
® Jednotny format

https://warden.cesnet.cz
https://idea.cesnet.cz



https://warden.cesnet.cz/
https://idea.cesnet.cz/

cesnet ---- m_e_ntat

® Jednotné automatizované zpracovani
" Zpfistupnuje informace lidskym zptisobem (bez nutnosti piistupu do Wardenu)

" Priklad: DDoS
- Informace dorazi pres FTAS, sondy a LaBreu do Wardenu
- Mentat zagreguje informace z rliznych zdroju
- ... aroztfidi podle zdroju Gtoku

- Jednotlivé organizace dostanou specificky report o svych IP

https://mentat.cesnet.cz



https://mentat.cesnet.cz/

cesnet =i Reporty mentat

LD . e Em _EE =
Mate: Mon, 19 Apr 2021 21:20:06 +0200 (CEST) DMentat @ Dashboards - E3Reporls @ Evenls B8 Hosis ok More - 8 Administration ~ 2- @
From: CESNET-CERTS Reporting <reporting@cesnet.cz>
Subject: [M20210419SL-U4TEN] Nizka - Upozornéni na moZné problémy ve Vasi siti M20210419SL-UATEN [} w o] =)

Reply-To: abuse@cesnet.cz Target abuse group:

Unprotected access link: M202104195L-UATEN

Vazeni k01e90ve' Report created: Apr 19, 2021, 9:20:06 PM (1 day ago) | Report window: Apr 18, 2021, 9:20:00 PM - Apr 19, 2021, :20:00 PM (L day) | Report mailed: Apr 19, | @ seacn | W Delele | =
2021, 9:20:06 PM (1 day ago)

Nase detekéni systémy zaznamenaly ndsledujici moZné problém(y) souvisejici s Vasim
rozsahem IP adres nebo Vasi doménou (uvedené ¢asy jsou v casové zoné Europe/Prague):

Message ~ Metadata  Statistics  Data

Dear colleagues.

. . - . . .. Our detection systems registered following possible problem(s) related to Your IP address range or domain are in timezone Et P
[1] Stroj se pokousSel o néjakou formu aktivniho skenovani. ;

[1] The machine perfomed some type of active scanning.

Zdroj Prvni udalost Posledni uddlost Detekt Zprav Protokol Source First event Last event Detectors Messages  Approximated connections Protocol Feedback
Apr18.2021, 9:14:06PM  Apr 19,2021, 5:49:50 AM 1 2 2 tep Feedback
18.04. 21:14:06 19.04. ©5:49:50 1 2 tep APL19.2021. 23B15AM  Apri19.202L 8:38:19 PM 1 1 3 1w Feedback
19.04. ©2:38:15 19.04. 20:38:19 1 19 tcp ADLIS.2021.80513PM  APL19.202L 836:02PM 1 4 2519 tep Feedback
19.04. 20:05:13 19.04. 20:36:02 1 4 tcp Apr19,2021, 2:45:48PM  Apr19,2021, 2:45:48 PM 1 1 2 tep Feedback
19.04. 14:45:48 19.04. 14:45:48 1 1 tcp Ar10.2021. 4.59.09AM  Apri9.2021, 8:37:00 PM 1 3 6 tep Feedback
19.04. 04:59:09 19.04. 20:37:09 1 3 tcp APL19.2021.B0TA3AM  Apri9. 2021 BOT13AM 1 1 2 wp Feedhack
u 19.04. 08:07:13 19.04. 08:07:13 1 1 tcp ADLIS.2021.85310AM  AP19.202L 85310.AM 1 1 2 ep Feedback
| BN | ] 19.04. ©8:53:10 19.04. 08:53:10 1 1 tcp
APL19.2021. 5ATSLAM  Apr19.202L 53811 AM 1 1 2 tp Feedback
- 19.04. 05:37:51 19.04. 05:38:11 1 1 tep ADLIS.2021.51048PM  AP19.202L GLT:52PM 1 16 209 tep Feedback
| 19.04. 17:10:48 19.04. 21:17:52 1 16 tcp
- 19.04. 04:58:37 19.04. 04:58:56 1 1 tep Apr19.2021 45837 AM  Apr19,2021, 458:56 AM 1 1 800 tcp Feedback
19.094. 08:20:50 19.04. B8:21:30 1 1 tcp ADL19.2021. B2050AM  Apr19.202L 82130 AM 1 1 350 tcp Feedback
19.04. 15:27:05 19.04. 15:47:33 1 2 tcp ADL19.2021.32705PM  Apr19.202L 347:33PM 1 2 14 1p Feedback
19.04. 11:02:39 19.84. 11:55:41 1 2 tcp Apr19,2021,11:02:39AM  Apr 19, 2021, 11:55:41 AM 1 2 5 tep Feedback
19.04. 05:49:03 19.84. ©5:51:01 1 1 tcp Apr19.2021.5:49.03AM  Apr19.202L 5.5L0LAM 1 1 112 tep Feedback
18.04. 22:27:17 19.04. 20:37:22 1 2 tcp APL1S. 2021002707 PM  Apr19. 2021 B:AT:22 PM 1 2 4 tp Feethack
L 19.04. 02:31:28 19.04. 02:34:51 1 1 tecp ADLIS.2021.2:3L28AM  APL19.202L. 23451 AM 1 1 637 tep Feedback
— — 19.04. 07 06 13 19.04. 13 385 59 1 8 th Apri9, 2021, 7:06:13AM  Apr19,2021, 1:38:59 PM 1 8 36 tcp Feedback
z - 19.04. 16:33:52 19.04. 16:34:44 1 1 tecp APL19.2021.4:3352PM  Aprl9.202L.4:34.44 PM 1 1 4650 tcp Feedback
More information: hitps:/fcsirt cesnet czlcs/sevicesleventclass/recon-scanning
Vice informaci: https://csirt.cesnet.cz/cs/services/eventclass/recon-scanning Our detection systems registered following RECURRING possible problems) related to Your IP address range or domain are in tmezone Europe/Prague):




- Zdravi sité mentat

 mmm
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L L . ge® ll.ll.l
@ recon-scanning attempt-login-ssh © attempt-login-rdp avail-ddos @ MNone
 attempt-exploit @ attempt-login-teinet 0 attempt-exploit-http ® anomaly-traffic 0 intrusion-botnet-bot
@ abusive-spam-spammer @ vulnerable-config-ne... @ vulnerable-config-nt... vulnerable-config-ss... @ vulnerable-config-sn...
wulnerable-config-do... @ vulnerable-config-ip... vulnerable-configgqo...

S pe—

80 - 214,480.00
1433 . 165,376.00
8080 . 159,762.00

2323 l 95,023.00

22
3

443 I 82,906.00

5555 l 73,725.00

attempt-login-ssh 61001 I 70,819.00
81 I 69,829.00
38643 I 65,149.00
8081 I 54,440.00
3306 I 50,313.00
2 I 45,223.00
8000 I 43,011.00
8888 I 40,979.00

5900 I 37,166.00
1,803,067.00
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cesnet ----- Stavové informace

" Informace nékdy nelze ziskat hromadné...

® ... nebo je vhodné do zpracovani zaradit i jiné typy informaci

GeolP BGP+ASN  whois

G Mo W Asc BB T

S iNj pheld  Caida !h‘.!atss,gg Exit nodes
www.blocklist.de

CRCL SZRBS @) AbuselPDB
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cesnet ---- NE()D

NETWORK ENTITY
REPUTATION DATABASE

" Databéaze Skodlivych IP adres

- Seznam (nam) znamych zdrojl Skodlivych aktivit
.. avseho, co o nich vime

(Primarni zdroje — Warden, MISP)
" Data jsou obohacena o dalsi informace z externich zdroj

® Shrnuti vSech informaci do reputa¢niho skére

— Predikce miry hrozby entity pro nasledujici den
(strojové uceni z dostupnych dat)

https://nerd.cesnet.cz



https://nerd.cesnet.cz/

NEGD

NETWORK ENTITY
REPUTATION DATABASE

IP prefix & Hostname suffix & Country code & ASN

Event category | \/

'
| H
' '
' '
' '
' '
' '
' '
' '
! Blacklist| \/ & Tag v Min tag confidence | 0.5 H
' '
| Sortby | Reputation score v Ascending i
' '
' '
! Max number of addresses | 20 H
' '
1| Submit Query 8
— H
| Results (220) 8
'

b IP address ASN Country Events Rep. Other properties Time added Last event Links
| |194.165.16 67 - AS48721 |™MC 5839 & 3 (0.892 | Scanner 2021-03-19 06:48:57 |2021-04-21 13:24:05 ‘I_l'
'

| |194.165.16.42 - AS48721 |™MC 11536 & 4 (0.982 | Scanner 2021-02-16 18:57:15 | 2021-04-21 13:19:31 k4
'

1 |B1.161 63.253 - AS202984 | CN 3061 & 4 (0861 [ Scanner 2020-11-07 14:01:19 | 2021-04-21 11:50:17 v
E 171.67.71.100 research.esrg.stanford.edu | AS32 = us 19689 ' & ' z (0.953 | Scanner 2021-03-05 19:07:44 | 2021-04-21 14:00:50 ‘;l'
| |156.96.113.109 - AS46664 | = Us 1333 s 2 |0.944 | Scanner 2021-03-09 00:28:14 | 2021-04-20 06:48:05 ‘I!'
'

1 |89.248.165.134 recyber.net AS202475 |ZHGB 30588 s z (0.943 | Scanner 2021-03-02 20:34:25 | 2021-04-21 13:58:28 J
'

11231481457 - AS4B6664 | =5 US 4145 5z (08942 [ Scanner 2021-03-01 17:21:55 (2021-04-21 03:33:44 Y
|| 81161 63.100 - AS207934 (& CN 3567 ' & 4 (0.942 [ Scanner 2020-11-09 17:41:05 | 2 hours ago |13:28:51 ‘:,l'
' i
' 0
| |89.248.168.176 security.criminalip.com %5 =HL 5821: sz |0.837 | Scanner 2019-05-21 07:09:03 | 2021-04-21 11:51:08 v
! AS202425

1 |221.181.185.19 - AS5E046 | EE CN 3806 7 3 (0.937 | Scanner  |Login atiempts 2020-12-07 14:28:54 |2021-04-21 0B:22:25 J
'

| |222.187.232.205 |- AS4134 & cn 2038 4 2 (0.837 (|Login attempts Scanner 2021-03-10 10:23:46 | 2021-04-21 13:56:49 v
E 221.181.185.135 |- AS5B046 (&M CN 4370 7 3 |0.937 | Login attempts Scanner 2020-12-07 14:46:24  (2021-04-21 07:26:24 ‘;l'
| |B1.16163.103 - AS207954 (& CN 2368 = 3 (0937 2020-11-09 13:38:08 |2021-04-21 12:21:59 ‘I_l'
' H
| 221.181.185.153 |- AS5G046 | CN 1271 4 2 |0.837 | Scanner 2021-03-26 04:05:03 | 2021-04-21 07:31:33 -
'

1 |45.148.10.50 - AS48090 |= ML 2743 & 4 (0.937 | Scanner 2021-04-07 13:14:25 | 2021-04-21 14:00:03 v
E 118.126 65.27 - AS45090 (B CN 2863 5 2 (0936 | Scanner 2021-02-05 09:12:49 | 2021-04-21 14:00:19 ‘I?'
| |208.141.45.200 joseph kreed.org ASE3667T |ZHUs 6016 7 3 (0.835 | Scanner 2021-04-06 19:43:35 |2021-04-20 17:03:36 ‘I_l'
'

| |B9.248.169.12 Ecurity. com AS202475 | = NL 2958 sz (0.934 | Scanner 2019-05-10 09:15:28 | 2021-04-21 10:16:08 k4
; ASB007 :
' AS12695 '

| |92.63.197.71 - AS2D4655 =i RU 18353 = 2 (0.933 | Scanner 2020-07-27 18:33:29 |2021-04-21 13.57.29 v
: AS44245 1
'

| |222.187.239.109 |- AS4134 Ecn 1142 4 2 |0.832 | [Login attempts. Scanner  [EkiyyEUER]) 2021-03-26 03:50:03 |2021-04-21 12:27:12 v
'




cesnet

NEGD

NETWORK ENTITY
REPUTATION DATABASE
it

Timezone local @ Logged in: admin (Mr. Admin) *

IP address
IP address‘]94.165.1 Odeslat dotaz

194.165.1 Searchatothersitess @ C RQ® SPO L H

Tags: Scanner

Event timi

ReconScanning AtemptLogin IntrusionUserCompromise
250

200
150
100

50

Mar21 Mar22 Mar23 Mar24 Mar25 Mar26 Mar27 Mar28 Mar29 Mar30 Mar31 Apr1  Apr2  Apr3  Aprd  Apr5  Apr6  Apr7  Apr8  Aprd  Apri0  Apri11 Apri2 Apri3  Apri4 Apri5 Apri6 Apri7 Apr18 Apr19 Apr20

Record time data Geolocation Passive DNS
1s_added == Monaco, Monaco IP blacklists Origin AS PTR NODATA
2021-03-30 23:.0411 () Europe/Monaco abuseipdb AS48721 - ADM-SERVICE-AS NiA Ports o 2021-04-07 — 2021-04-07 (1x
last_activity Address block (7 PTR NODATA
2021-04-02 21:57:19 194.165, 08 B
1s_last_update = o BGP Prefix .
2021-04-02 2157:28 Domain blacklisls 7 194,165, PTR NODATA
none e ane e
2021-04-01 - 2021-04-0 (1x
All attributes ¥
Event details (=100, only latest 100 shown)
Attempt.Login+Test Multiple unsuccessful login attempts on SSH "z
€, 2021-04-20 13:2435  Source(s). [194.165 1, Prato: [cp”, "ssh; e HLCETER Dl [ TR
Target(s)., Port: [22], Proto: [tcp®, "ssh;
CreateTime™ "2021-04-20T11:25:09Z", "FlowCount™; 12,~_CESNET" { EventClass™ “attempt-login-ssh”, "EveniSeverity” “medium”, “SourceResolvedASN™ [48721], “SourceResolvedCountry
[MC7], "StorageTime™ "2021-04-20T11:25:12.8568652Z"
Attempt.Login+Test Multiple unsuccessful login attempts on SSH "z
2021-04-20 13:19:32 Source(s) [194.165 |, Proto: [tcp”, "ssh'T; 1cz i[Nemea, brute_force_detector]

Target(s):, Port: [22], Proto: [tcp”, "ssh],

CreateTime™ "2021-04-20T11:20:072", “FlowCount™; 28, *_CESNET" {'EventClass™ “aftempt-login-ssh", "EveniSeverity” "medium’, “SourceResolvedASN™ [48721], “SourceResolvedCountry
[MC], “StorageTime: "2021-04-20T11:20:17.3853522°

- - - ] EE EEm



cesnet ----- Passive DNS

" DNS odrazi okamzity stav — Passive DNS udrzuje historii
- Sleduje DNS transakce a stavi databazi
" Priklady
- Jaké vSechny jmenné zaznamy ukazuji na IP a.b.c.d?
- Jaké zaznamy zname v doméneé cesnet.cz?
— Jak se ménilo doménové jméno v Case? Neni to fast-flux?
— Neni prilis podobné existujicimu jménu? Nejde o phishing?

https://passivedns.cesnet.cz



https://passivedns.cesnet.cz/

"%y

cesnet = i

Passive DNS

(1| f—_— m Bga®
Search Match Analytics Phishing REST API Logout
PassiveDNS Search
Query: Date limit:
78.128.211.46 Since: 03/29/2021 @
Query type: O ' domain Until:  03/30/2021 @
domain & subdomains
Search
Elapsed time: 0.039217s
Pagel
P Domain RTYPE First seen Last seen Count Source
78.128.211.46 WWww.cesnet.cz A 2021-03-29 00:10:02.344920 | 2021-03-29 23:55:02.227642 | 256 ns.ces.net
78.128.211.46 WWW.Cesnet.cz A 2021-03-29 00:03:44.595298 | 2021-03-29 23:44:05.743237 | 170 adnsZ.cesnet.cz
78.128.211.46 WWWw.cesnet.cz A 2021-03-29 00:08:23.365356 | 2021-03-29 23:59:32.152469 | 202 adnsl.cesnet.cz
78.128.211.46 cesnet.cz A 2021-03-29 00:05:03.948795 | 2021-03-29 23:55:03.869946 | 157 adnsl.cesnet.cz
78.128.211.46 cesnet.cz A 2021-03-29 01:57:39.927095 | 2021-03-29 21:14:09.949594 | 20 ns.ces.net
78.128.211.46 cesnet.cz A 2021-03-29 10:45:44.954685 | 2021-03-29 22:48:07.111438 |6 adns2.cesnet.cz
46.211.128.78.in-addr.arpa | www.cesnet.cz PTR 2021-03-29 00:52:25.640564 | 2021-03-29 22:32:58.246510 |25 adnsl.cesnet.cz
46.211.128.78.in-addr.arpa | www.cesnet.cz PTR 2021-03-29 00:56:14.486300 | 2021-03-29 23:30:15.149114 | 15 adns2.cesnet.cz
NODATA 46.211.128.78.in-addr.arpa | A 2021-03-29 00:56:14.485409 | 2021-03-29 21:41:20.626957 | 10 adns2.cesnet.cz
NODATA 46.211.128.78.in-addr.arpa | A 2021-03-29 00:52:25.640190 | 2021-03-29 23:27:03.394540 | 16 adnsl.cesnet.cz
Previous page Next page
O EE HEN (| = EE EE | B
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cesnet =

15

 sm.
[
e
L]
Bgp®

Detekce phishingu

celanet.cz

WSNeLcz

Z2.cesnet-ca.cz

cernet.cz

cesl.cz

hsnet.cz

OCSp.Cesnet-ca.cz

tik.cesnet.net

net-cz.cz

Ccesnz.net

net.cz

tul.cesnet.net

IVENet.cz

du.cesnet.cf

expresnet.cz

wisnet.cz

cesnet.cz.lampanet.net

Crsnet.cz

cesnet.ca.cz

ceznet.cz

fedra.cesnet-ca.cz

casnet.cz

r150.cesne.cz

cesnet-gwZ.hknet.cz

cesnet-ca.cz

notesnet.cz

cesnet-gw 1.hknet.cz

cesnet.cf

ocspl.cesnet-ca.cz

cesnet.cz.didata.cz

Cdds.Cesne.cy

bvsnet.cz

Cri.cesnet-ca.cz

cesnet.pki.cz

cesnet-certs.cz

VesneL.cz

cesnet.hk

notify.cesnet-ca.cz

itsnet.cz

Cesr.Ccz

cesnet?.cz

lai.cesnet-ca.cz

cesnet-gw3.hknet.cz

cesnet.co.za

Passive DNS



ceshet = i

* Warden
- ~ 1.6 milionu udalosti za den

— (pouze 0.4 % CESNET +
partneri)

- 26 zdrojl
* Mentat
-~ 30 reportll za tyden

- pro ~ 300 organizaci

Trocha cCisel

* NERD
- ~800 000 IP
- ~115000 BGP
- ~16 000 ASN
- ~38000CIDR
- ~16 000 organizaci

* PassiveDNS

- ~129 miliont za&znamuU za den



cesnet ----- Pro Vas

® VétSina sluzeb je dostupna verejné

- Neékteré jen pro ¢leny bezpecnostnich tym(
mentat-info@cesnet.cz

- Neékteré s podminkami (,dejte, dame*:))
warden-info@cesnet.cz

" VétSina dat je také pristupna pres API

® Radi pohovofime o pozadavcich, zvazime zakomponovani Uprav,

nebojte se ozvat


mailto:mentat-info@cesnet.cz
mailto:warden-info@cesnet.cz

cesnet < iz

" Zapojte se do Wardenu

" Mate honepot? IDS/IPS?
" Mate logy a fail2ban?

" Podivejte se na https://warden.cesnet.cz a ozvéte se na
warden-info@cesnet.cz

Pro nas


https://warden.cesnet.cz/
mailto:warden-info@cesnet.cz

F Pt

Dékuji za pozornost!
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