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Co si pod telemtrii predstavit

e Sbér telemetrickych dat z riznych zdroju - Telegraf (VMware, telemetrie OS,
vlastni skripty, SNMP), ELK stack (parsovani logu, Netflow).

e Telemetricka data se ukladaji do InfluxDB, Elasticsearch.

e Telemetrii zobrazujeme v Grafané. R " rozentatnimoniory
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Proc€ jsme to vubec délali

e Nagios/Icinga stavy vzorkuje v urCené periodé (vétSinou v pfiliz dlouhé).
e Nagios/Icinga umi jen ok,warning,error stavy.

e \zorkujeme s malou periodou (typicky 1s).

e RozliSeni az na us (v pfipadé parsovanych logu).

e Zobrazeni dat a statistické operace muzeme délat dodatecné.



Statistiky - logy DHCP a RADIUS serveru
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Percentily odezvy weboveho serveru

Odezva - Hlavni stranka - Nasténka po pfihlaseni
1.00s

750 ms
500 ms
250 ms

Ops

07:30 08:00 08:30 09:00 09:30 10:00 10:30 11:00 11:30 12:00 12:30 13:00 13:30

p13.0 request_serving_time_microseconds p66.0 request_serving_time_microseconds p99.0 request_serving_time_microseconds



Statistiky weboveho serveru

Pocty unikatnich prihlaseni do LMS (nova pfihlaseni za minutu)
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Celkovy pocet Gspésné zpracovanych pozadavki serverem LMS (http kody 20x, 30x)
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Celkovy pocet netspésné zpracovanych pozadavkl serverem LMS (http kédy 50x)
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Statistiky - logy IPS Fortigate
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Netflow - statistiky
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Telemetrie OS
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VMware - prehled - cluster
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Ping na routery VSB

88 TV/Ping-LAN-TV New v <3 | @ ©| 8 | Olastihour v || Q| &

vsb_routers | All v

- c: I -

40 ms min max current 100 ms min max current
30ms |
20 ms ‘ IPv4 03ms 334ms  44ms 50ms | | IPv4 84ms 850ms  85ms
10ms e s b Nkl L PR T IPV6 0ms 0ms oms : IPV6 84ms 125ms  8.4ms
0ms al P - i oms
12:50 13:00 13:10 13:20 13:30 13:40 12:50 13:00 13:10 13:20 13:30 13:40
I sb cz -vsb.cz
60;ms | min max current S0ms min max current
0 ms J ‘ ‘ — IPv4 87ms  522ms  11.0ms 20ms j — IPv4 04ms  197ms  0.6ms
20 ms \ \ i f 10 ms I
MA_NLA. ~ Ml A A IPv6 0Oms 0ms 0Oms | IPv6 0.4ms 13.3ms 0.5ms
0ms 0Oms 4 . N ‘
12:50 13:00 13:10 13:20 13:30 13:40 12:50 13:00 13:10 13:20 13:30 13:40
-vsbACz -vsb.cz
20'ms min max current 2:0ms min max current
15ms 1.5ms
10 ms | { | — IPv4 0.3 ms 15.3ms 0.4 ms : — IPv4 0.6 ms 1.3ms 0.7 ms
5 | | | I 1.0ms | " )
ms " I 1 ] Ml AR A IPv6 0.3ms 142ms  04ms ALAARARL LAY NeCloutipd o VoA IPv6 0.7 ms 1.7ms  0.8ms
0ms . - . 0.5ms
12:50 13:00 13:10 13:20 13:30 13:40 12:50 13:00 13:10 13:20 13:30 13:40
-vsb.cz -vsb.cz
Siims min max current 1.25ms min max current
2.0ms 1.00 ms : |
. — |Pv4 0.4ms 24ms 0.5ms 0.75ms A} R A | - AP — IPv4 0.5ms 1.2ms 0.7ms
1.0ms i . ] 0.50 # b el S
Yt e : ke IPV6 0.5ms  1.3ms  0.6ms iR IPV6 0.6ms 1.0ms  0.7ms
0ms 0.25ms

12:50 13:00 13:10 13:20 13:30 13:40 12:50 13:00 13:10 13:20 13:30 13:40



Odbér salu v datovém centru
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Prinosy

e \yrazné zvySeni povédomi o stavu IT infrastruktury.
e \yuziti v bezpecCnosti, zajisSténi provozuschopnosti infrastruktury, detekovani
anomailii.

e ZvySeni kompetenci helpdeskového pracovisté - vi, Ze se stala porucha.



Dekuji za pozornost

Jakub Kalnik



