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Zkušební mišmašPPPoE

Dual-Stack LAN
IPv6-only VLAN 46

IPv6-only VLAN 47

Routed /64 4 Docker

NAT64 LAN
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Adresní plán
- 56 bitů přiděleno ISP; CIDR notace: /56
- 8 bitů ponecháno nám
- 64 host bitů obvykle využito pro SLAAC (autokonfiguraci)
+----------------+----------------+----------------+----------------+
|  bits 1..16    |  bits 17..32   |  bits 33..48   |  bits 49..64   |
+----------------+----------------+----------------+----------------+
|0010101000000000|0110010100000000|0010100000011001|11111100xxxxxxxx| 2a00:6500:2819:fc00:
+----------------+----------------+----------------+----------------+
|  bits 65..80   |  bits 81..96   |  bits 97..112  |  bits 112..128 |
+----------------+----------------+----------------+----------------+
|aaaaaaaaaaaaaaaa|aaaaaaaaaaaaaaaa|aaaaaaaaaaaaaaaa|aaaaaaaaaaaaaaaa| :?:?:?:?/64
+----------------+----------------+----------------+----------------+

00000000 => 00h => /64 domácí síť s dual-stackem
00010001 => 11h => /64 síť pro Docker na stroji s Jool, Docker, KVM/Qemu
0110xxxx => 6xh => /60 pro OpenWRT a sítě za ním
0111xxxx => 7xh => /60 RouterOS a sítě za ním
11110000 => f0h => /64 IPv6-only + NAT64/DNS64 domácí síť
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Adresní plán

2a00:6500:2819:fc60::/60 2a00:6500:2819:fc70::/602a00:6500:2819:fc00::/64

64:ff9b::/96

VLAN46
2a00:6500:2819:fc60::/64

Rezerva – routované prefixy
2a00:6500:2819:fc6x::/64

(x = <1;f>)

VLAN47
2a00:6500:2819:fc70::/64

Rezerva – routované prefixy
2a00:6500:2819:fc7x::/64

(x = <1;f>)

2a00:6500:2819:fc11::/64 (routed)
2a00:6500:2819:fc11:0::/80 (default)
2a00:6500:2819:fc11:1::/80 ("ipv6only")
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Routing (a proč nepoužít PD)
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OpenWRT (Lab)
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OpenWRT (Lab)



2020-06-04 Radek Zajíc, radek@zajic.v.pytli.cz, CESNET Den bez IPv4 15

RouterOS (Lab)
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RouterOS (Lab)
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IPv6-only s NAT64

4
NAT64

DNS64
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IPv6-only s NAT64 and DNS64

4NAT64

DNS64

(1) github.com AAAA?

(4) github.com AAAA
64:ff9b::140.82.118.3

(5) TCP SYN 64:ff9b::140.82.118.3 (6) TCP SYN 140.82.118.3

(2) github.com A?

(3) github.com A
140.82.118.3

(7) TCP SYN, ACK [IPv4](8) TCP SYN, ACK [IPv6]
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NAT64 (Jool), DNS64

Host network 
namespace (IPv6)

Host network 
namespace (IPv4)

NAT64  (Jool) 
Network 

namespace

DNS64
2001:db8:2::64

fe80::1/64
dev to_jool

fe80::2/64
dev from_jool

192.0.2.2/24
dev from_jool

192.0.2.1/24
dev to_jool

2001:db8::1 -> 2001:db8:2::64

NAT64 traffic
2001:db8::1 -> 

64:ff9b::140.82.118.3

2001:db8::1 -> 
64:ff9b::140.82.118.3

64:ff9b::/96 via fe80::2 dev to_jool
192.168.0.2 -> 140.82.118.3

0.0.0.0/0 via 192.0.2.1 dev from_jool

IPv4 Internet
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NAT64 (Jool) a DKMS: Instalace

$ apt install build-essential pkg-config \
linux-headers-$(uname -r) libnl-genl-3-dev \
libxtables-dev dkms git autoconf libtool tar

$ git clone https://github.com/NICMx/Jool.git
$ dkms install Jool
$ cd Jool
$ ./autogen.sh
$ ./configure <args-of-your-choice>
$ make
$ make install

https://github.com/NICMx/Jool.git
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NAT64 (Jool) with DKMS: Configure host NS

#!/bin/bash

DUALSTACKIFACE=enp0s31f6
modprobe jool
# configure primary (host) namespace
ip netns add joolns
ip link add name to_jool type veth peer name from_jool
ip link set dev from_jool netns joolns
ip link set to_jool up
ip -6 addr flush dev to_jool scope link
ip -6 addr add fe80::1/64 dev to_jool scope link
ip addr add 192.0.2.1/24 dev to_jool
ip route add 64:ff9b::/96 via fe80::2 dev to_jool
iptables -t nat -A POSTROUTING -o ${DUALSTACKIFACE} -s 192.0.2.0/24 
\ -j MASQUERADE

sysctl -w net.ipv4.conf.all.forwarding=1
sysctl -w net.ipv6.conf.all.forwarding=1
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NAT64 (Jool) with DKMS: Configure Jool NS

#!/bin/bash

# configure the Jool namespace
ip netns exec joolns bash -c "
ip link set from_jool up
ip -6 addr flush dev from_jool scope link
ip addr add fe80::2/64 dev from_jool scope link
ip addr add 192.0.2.2/24 dev from_jool
ip route add default via 192.0.2.1
ip -6 route add default via fe80::1 dev from_jool
sysctl -w net.ipv4.conf.all.forwarding=1
sysctl -w net.ipv6.conf.all.forwarding=1
jool instance add --netfilter --pool6 64:ff9b::/96
jool global display

"
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DNS64
Unbound na Ubuntu, prefix 64:ff9b::/96
# cat /etc/unbound/unbound.conf.d/dns64.conf
server:

module-config: "dns64 validator iterator"
dns64-prefix: 64:ff9b::/96
access-control: 2a00:6500:2819:fc00::/56 allow_snoop
interface: 2a00:6500:2819:fc00::64

# --^ Adresa DNS, kterou budeme v LABu rozdávat IPv6-only klientům

Veřejné DNS64 s prefixem 64:ff9b::/96
Google Public DNS64: 2001:4860:4860::6464, 2001:4860:4860::64
Cloudflare DNS64: 2606:4700:4700::64, 2606:4700:4700::6400

Managed NAT64/DNS64
Pokud hledáte "managed NAT64/DNS64", zkuste nat64.net



2020-06-04 25Radek Zajíc, radek@zajic.v.pytli.cz, CESNET Den bez IPv4



2020-06-04 Radek Zajíc, radek@zajic.v.pytli.cz, CESNET Den bez IPv4 26

DHCPv6

Poskytuje adresu DNS serverů starším klientům
(bez podpory Recursive DNS Servers in RA)

PXE (network) boot
(iPXE, UEFI TFTP, UEFI HTTP)
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iPXE – network boot chaining

iPXE boot ROM

iPXE boot script

UEFI boot code

iPXE UEFI aplikace

Legacy
BIOS 
boot

UEFI
boot

OS boot

Legacy BIOS umí bootovat z IPv6 jen pokud je použita iPXE ROM
DHCPv6 podmínky pro detekci boot filename:
• Je přítomna "třída iPXE"? Použij iPXE boot skript na HTTP
• TFTP boot z UEFI? Použij iPXE aplikaci na TFTP
• HTTP boot z UEFI? Použij iPXE aplikaci na HTTP
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iPXE – konfigurace a build
# enable IPv6
diff --git a/src/config/general.h b/src/config/general.h
index 3c14a2cd..f2fd77ae 100644
--- a/src/config/general.h
+++ b/src/config/general.h

-#undef NET_PROTO_IPV6 /* IPv6 protocol */
+#define NET_PROTO_IPV6 /* IPv6 protocol */

# recompile
make bin/ipxe.pxe
make bin-i386-efi/ipxe.efi
make bin-x86_64-efi/ipxe.efi

make vmware
Available ROMs:

bin/8086100f.mrom -- intel/e1000
bin/808610d3.mrom -- intel/e1000e
bin/10222000.rom -- vlance/pcnet32
bin/15ad07b0.rom -- vmxnet3
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Docker routing

# cat /etc/docker/daemon.json
{
"ipv6": true,
"fixed-cidr-v6": "2a00:6500:2819:fc11:0::/80"

}
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Docker config
# docker network create -d bridge --ipv6 --subnet 2a00:6500:2819:fc11:1::/80 ipv6only

# docker network inspect ipv6only
[{
"Name": "ipv6only",
(...)
"EnableIPv6": true,
"IPAM": {

(...)
"Config": [

{"Subnet": "172.19.0.0/16", "Gateway": "172.19.0.1"},
{"Subnet": "2a00:6500:2819:fc11:1::/80"}

]},
(...)
}]

# docker network rm ipv6only
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Ubuntu 20.04, Netplan, VLANy, bridge
# cat /etc/netplan/01-rzajic.yaml
network:
version: 2
renderer: networkd
ethernets:
enp0s31f6:
dhcp4: true
dhcp6: no
addresses: [ "2a00:6500:2819:fc00::64/64" ]
accept-ra: no
gateway6: 2a00:6500:2819:fc00::1

vlans:
lab46:
accept-ra: no
dhcp4: no
dhcp6: no
id: 46
link: enp0s31f6

bridges:
br46:
interfaces: [ lab46 ]
accept-ra: no
dhcp4: false
dhcp6: false
addresses: []

# install kvm/qemu/virt-manager
# https://help.ubuntu.com/community/KVM/Installation
# apt-get install qemu-kvm \

libvirt-daemon-system \
libvirt-clients \
bridge-utils virt-manager ovmf

# definuj virtualni sit
# cat br46.xml
<network>
<name>br46</name>
<forward mode='bridge'/>
<bridge name='br46'/>

</network>

# virsh net-define br46.xml
# virsh net-start br46
# virsh net-autostart br46

https://help.ubuntu.com/community/KVM/Installation
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QEMU a IPv6 netboot
QEMU obsahuje iPXE boot rom s podporou IPv6.
OVMF (UEFI image) v Ubuntu je bez podpory IPv6.

Starší libvirt/qemu (po úpravě restartovat libvirtd):
v /etc/libvirt/qemu.conf
nvram = [ 
"/usr/share/qemu/OVMF_CODE.ipv6.fd:/usr/share/qemu/OVMF_VARS.ipv6.fd" ]

Nové libvirt/qemu (soubory v materiálech; po úpravě restartovat libvirtd):
/usr/share/qemu/firmware/70-edk2-x86_64-ipv6.json
/usr/share/OVMF/OVMF_CODE.ipv6.fd (UEFI 2.70 boot code, s podporou IPv6)
/usr/share/OVMF/OVMF_VARS.ipv6.fd (UEFI 2.70 variables)

Pozor, QEMU ignoruje boot order upravený v QEMU UEFI (F2)
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QEMU a IPv6 netboot



2020-06-04 Radek Zajíc, radek@zajic.v.pytli.cz, CESNET Den bez IPv4 37

QEMU a IPv6 netboot



2020-06-04 Radek Zajíc, radek@zajic.v.pytli.cz, CESNET Den bez IPv4 38

QEMU a IPv6 netboot
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Intel AMT a MeshCommander
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Intel AMT a OpenWRT
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VMware – management
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VMware – netboot: Legacy BIOS

Using iPXE in VMware - https://ipxe.org/howto/vmware

[root@vmware-nuc:~] ls -1 /vmfs/volumes/Internal\ NVMe/808610d3.mrom
/vmfs/volumes/Internal NVMe/808610d3.mrom

VM Optionsà
Advanced

Virtual hardwareà
Network Adapter

https://ipxe.org/howto/vmware
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VMware – netboot: UEFI
VM Options à Boot Options

F2 při bootu otevře konfiguraci UEFI

Enter setup à Configure boot options à Add boot
option à Load File .../IPv6 à (Enter)

Configure boot options à Change boot order à
Commit changes and exit

Zadejte description à Commit changes and exit
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Hyper-V virtual switch



2020-06-04 Radek Zajíc, radek@zajic.v.pytli.cz, CESNET Den bez IPv4 47

Síť na Windows 10
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VM: Výběr switche a nastavení VLAN
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VM: Boot ze sítě
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VM: Boot ze sítě
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mDNS: Avahi-daemon mDNS reflector

# cat /etc/avahi/avahi-daemon.conf
[server]
cache-entries-max=0

[reflector]
enable-reflector=yes
reflect-ipv=no

# mtr -c3 -w debian.local
Start: 2020-06-04T12:22:05+0200
HOST:                                            Loss%   Snt Last   Avg Best  Wrst StDev

1.|-- 2a00:6500:2819:fcf0::1                   0.0%     3    0.4   0.4   0.4   0.5   0.0
2.|-- 2a00:6500:2819:fc00:d6ca:6dff:fe06:984e  0.0%     3    0.6   0.5   0.5   0.6   0.0
3.|-- 2a00:6500:2819:fc70:5054:ff:fef0:2974    0.0%     3    1.2   1.2   1.1   1.3   0.1
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Not-so-cloudy alternativy

hetzner.de

mythic-beasts.com

ipv6onlyhosting.com
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@zajDee

https://github.com/zajdee/ipv6-lab

https://github.com/zajdee/ipv6-lab

