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0000 33 33 00 00 00 fb 70 71 bc 78 1b a5 86 dd 60 00
0010 00 00 00 31 11 ff 20 01 07 18 1c 01 00 72 58 13
0020 75 0c c2 c1 f1 70 ff 02 00 00 00 00 00 00 00 00
0030 00 00 00 00 00 fb 14 e9 14 e9 00 31 6d e9 00 00
0040 00 00 00 01 00 00 00 00 00 00 07 70 72 6f 6d 6f
0050 74 65 09 63 61 63 68 65 2d 64 6e 73 05 6¢c 6f 63
0060 61 6c 00 00 01 00 01

What is that?
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0000 33 33 00 00 00 fb 70 71 bc 78 1b a5 86 dd 60 00
0010 00 00 00 31 11 ff 20 01 07 18 1c 01 00 72 58 13
0020 75 0c c2 c1 f1 70 ff 02 00 00 00 00 00 00 00 00
0030 00 00 00 00 00 fb 14 e9 14 e9 00 31 6d e9 00 00
0040 00 00 00 01 00 00 00 00 00 00 07 70 72 6f 6d 6f
0050 74 65 09 63 61 63 68 65 2d 64 6e 73 05 6¢c 6f 63
0060 61 6c 00 00 01 00 01

Je to ethernet!
m Destination: 33 33 00 00 00 fb
m Source: 70 71 bc 78 1b ab
m Payload: 86 dd?!

Ale neni to IP packet... :-(
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Google Prekladaé
F Text B Dokumenty
ROZPOZNANO:ANGLIETINA  CESTINA  ANGLIETINA  NEMGINA v«  ANGLICTINA  CESTINA  NEMCINA v
X 0000 0100 5e 0000 fb 7071 be 78 1b a5 08 00 45 00 *

0000 3333000000 fb7071be78 1bas5 86 dd 60 00
0010 0000003111ff200107181c0100725813
0020 750c c2 ¢1 170 f 02 00 00 00 00 00 00 00 00
0030 0000000000 fb 14 €914 €9 0031 6de9 0000
0040 000000 01 00 00 00 00 00 00 07 70 72 6f 6d 6f
0050 746509 63 6163 68 65 2d 64 6e 73 05 6c 6f 63
0060 616¢ 0000010001

0010 004501 8a 4000 ff 11 b9 50 93 e6 4b eb €0 00
0020 00 fb 14 €9 149 003171 f8 00 00 00 00 00 01
0030 00 00 00 00 00 00 07 70 72 6f 6d 6f 74 65 09 63
0040 6163 68 65 2d 64 6e 73 05 6¢ 6f 63 61 6¢ 00 00
0050 010001
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0000 01 00 5e 00 00 fb 70 71 bc 78 1b a5 08 00 45 00
0010 00 45 01 8a 40 00 ff 11 b9 50 93 e6 4b eb e0 00
0020 00 fb 14 e9 14 e9 00 31 71 f8 00 00 00 00 00 O1
0030 00 00 00 00 00 00 07 70 72 6f 6d 6f 74 65 09 63
0040 61 63 68 65 2d 64 6e 73 05 6¢c 6f 63 61 6c 00 00
0050 01 00 01

Je to ethernet!
m Destination: 01 00 5e 00 00 fb
m Source: 70 71 bc 78 1b a5
m Payload: 08 00 - IPv4

Je to IP packet... :-)
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IPv4 Header IPv6 Header
N Type of -
Version  IHL Service Total Length Version Traffic Class _
Identification Flags Fragment Offset Payload Length Next Header ~ Hop Limit

Time to Live Protocol Header Checksum

Source Address

Source Address
Destination Address
Options Padding

LEGEND Destination Address

Field’s name kept from IPv4 to IPv6
Field not kept in IPv6
Name and position changed in IPv6

New field in IPv6

Figure: IP hlavi¢ky (source: RIPE NCC, ripe.net)
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NAT64

Ge~gle Prekladac
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NAT64/DNS64

IPv6 Internet
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Home User Gergle Prekladad
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public IPv6 IPv4 Internet
CUSTOMER PROVIDER INTERNET
Figure: NAT64 (source: ripe.net) [ L] ]
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DNS64
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DNS over HTTPS

HikingAtist com
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DNSSEC
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Soucasna reSeni — RFC 7050

AAAA for ipv4only.arpa.
PTR for <Pref64>::192.0.0.170
AAAA for <nat64-box>.example.com.

Nevyreseno v RFC 7050

m Priority NAT64 prefixi

m DNS64 musi béZet na pouzivaném DNS

m Bezpeclnost
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Soucdasna reseni — RFC 7225
Pomoci PCP

= Reéi vée z RFC7051

Problém RFC 7225

m Client i server musi PCP umét

m Vyzaduje praci admina
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Soucdasna reseni — RFC 7225
Pomoci PCP

= Reéi vée z RFC7051

Problém RFC 7225

m Client i server musi PCP umét

m Vyzaduje praci admina
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draft-ietf-6man-ra-pref64

Discovering PREF64 in Router Advertisements

Vyhody

m Konfigurace v jednom packetu
» Resi vée z RFC7051

Nevyhody draftu

= Vyzaduje lokalni DNS64

m Vyzaduje zménu v systému

» Nyni pevna délka prefixd (/96)

[ 1]
W 16/22
NAT64/DNS64 detekce | June 6, 2019 L L]



0 TECHNICAL UNIVERSITY OF LIBEREC
Faculty of Mechatronics, Informatics
and Interdisciplinary Studies

draft-ietf-vbops-nat64-srv

Detekce pomoci SRV zaznam( v globalnim stromu
m Detekce localni domény (DNSSL, opt. 24, PTR, universal RA)

Vyhody

m DNSSEC od zacatku
m Funguje i s cizim DNS

m Ma priority

Nevyhody draftu

m Vyzaduje detekci lokalni domény
» Vyzaduje DNS
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Service Record

SRV format

_ <service>._<proto>.<domain>. <TTL> IN SRV <priority>
<weight> <port> <target>

Suggested SRV Records

_nat64._ipv6.example.com. 84000 IN SRV 5 0 9632 nat64prefix
_dns64._udp.example.com. 84000 IN SRV 5 0 53 dns64
_dns64._tcp.example.com. 84000 IN SRV 5 0 53 dns64

NAT64/DNS64 detekce | June 6, 2019 HEm



0 TECHNICAL UNIVERSITY OF LIBEREC
Faculty of Mechatronics, Informatics
and Interdisciplinary Studies

Node DNSG4

-, —

SRV for _nat64._ipv6.example.com

>

<priority> <weight> 0 pool1.example.com

AAAA (+4) for pooll.example.com

<Pref64>::192.0.0.170, (+ IPv4 pool)

<

Figure: Detection of NAT64 prefix according to proposed solution
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Node DNSG4

-, —

SRV for _dns64._tcp.example.com >
<priority> <weight> 53 ns1.example.com
AAAA for ipvdonly.arpa.
f— — — — — — — +
<Pref64>::192.0.0.170
.é —_— — — — — — —

Figure: Detection of DNS64 prefix according to proposed solution
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Zaver

RFC 7050:

Snadno nasaditelné
Nelze validovat prvni krok detekce a WKP
DNS64 had to run on DNS resolvers in use.
RFC 8115 (DHCPv6):
DHCPv6 neni pozadovana soucast IPv6
Nem3a nasazenou implementaci
Jsou navrzena dalsi fesent:
RA option
Detekce pomoci SRV zaznami

Zavérem DoH rozbiji detekci NAT64, budeme muset najit novou
detekei. :~(
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Dékuji za pozornost.
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