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Stateful NAT64

src: [2001:db8:a::1]:1024 src:147.16.2.1:2248
dst: [64:ff9b::192.0.2.1]:80 dst:192.0.2.1:80
J .
2C/A PCB
Stateful
2001:db8:a::1 NAT64 192.0.2.1

NAT64 prefix: 64:ff9b::/96
IPv4 pool: 147.16.2.0/24

Active binding:
[2001:db8:a::1]:1024 - 147.16.2.1:2248
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Stateful NAT64
DNS64

nsl.v4-only.example.net

Req: AAAA for www.v4-only-example.net
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Stateful NAT64
DNS64

Req: AAAA for www.v4-only-example.net
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Stateful NAT64
DNS64

Req: AAAA for www.v4-only-example.net
Res: name error
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Stateful NAT64
DNS64

Req: A for www.v4-only-example.net
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Stateful NAT64
DNS64

Req: A for www.v4-only-example.net
Res: Ais 192.0.2.1
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Stateful NAT64
DNS64
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nsl.v4-only.example.net

Req: AAAA for www.v4-only-example.net

Res: AAAA is 64:ff9b::192.0.2.1
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Stateful NAT64
DNS64

nsl.v4-only.example.net
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Stateful NAT64
DNS64

nsl.v4-only.example.net

A
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src:147.16.2.1:2248
dst:192.0.2.1:80
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Stateful NAT64
464xlat

src: [2001:db8:a::1]:1024
dst: [2001:db8:c::1]:80

PC A oG
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192.0.46.1

External

E]l’
]
— IPv6 network —
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dst:192.0.2.1:80 P network
External ‘ I,’
d IPv4 network —
o 1 1
4 > PCB
." CLAT : PLAT g |
2 : o .. 1 192.0.2.1
L (NAT46) ! e . (NAT64) 5 :
1 o ’ - 5 1
e BAFOD: ; o NAT64 prefix: 64:ff9b::/96 S L
NAT64 prefix: 64:ff9b::/96 IPv4 pool: 147.16.2.0/24
src: [2001:db8:a::46]:1024 src:147.16.2.1:2248
Active binding: dst: [64:ff9b::192.0.2.1]:80 Active binding' dst:192.0.2.1:80
192.046.2:1024 - [200Lidbeias4l4024 [2001:db8:a::46]:1024 - 147.16.2.1:2248
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Open-source implementace NAT64

* Tayga

* WrapSix
e Jool

* Ecdysis

Fakulta informacnich technologii e Vysoké uceni technické v Brné



Open-source implementace NAT64

* Tayga
* WrapSix

* Jool
* Ecdysis
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Open-source implementace NAT64

* Tayga
¢ WF&BS% problémy s nasazenim (duplikace paket()

e Jool

o 'E'Gd'y'S‘l'S_ posledni aktualizace 2014
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Open-source implementace NAT64
Tayga

» Stateless — kombinace s iptables
masquerade

e Tun rozhrani
 Posledni aktualizace 2011
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Open-source implementace NAT64
Jool

s Aktivnll VYVOj — posledni aktualizace 2019-04-26
¢ KOm p|€XﬂI' Feéenl, — SIIT varianta, sdileni stavu mezi vice instanci, ...
» Kompatibilni s poslednim RFC 7915

* Netfilter hooks, pakety preskakuji forward
tabUI KU - virtual network namepsace

* Nutny kernel modul
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PREROUTING
Conntrack
Mangle

MAT (Dst)

Jool

Open-source implementace NAT64

[JOOL FORWARD + ROUTE]
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Open-source implementace NAT64
Jool + virtual network namespace

src: 2001:db8:111::3
dst: 2001:db8:4::192.168.112.2

IPv6 network

P IPv4 network

~

=)
Regular namespace

~
~
~
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src:172.16.64.2
dst:192.168.112.2

Fakulta informacnich technologii e Vysoké uceni technické v Brné



Obsah

* Algoritmus Stateful NAT64
* Open-source implementace NAT64
e Testovani propustnosti v kontextu 10

Gbps

Fakulta informacnich technologii e Vysoké uceni technické v Brné



Testovani propustnosti

NAT64 prefix:

2001:db8:1::/96 - Tayga
2001:db8:2::/96 - Jool
2001:db8:4::/96 - JooINS

Did . ddon68M024 £l e b didoo 68LID 0P 2

y——"/
# 2 200Ldbg111:/64 il U::l 2001:db8:112/64 2 jmmmm—r
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pc-gen rtr-netx pc-col

Intel(R) Xeon(R) CPU D-1537 @ 1.70GHz

4x 4GB DDR4 2133MHz

Intel Ethernet Connection X552 10 GbE SFP+
Linux 4.4.178-1.el7.netx.x86_64 (CentOS 7)
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Vysledky testovani propustnosti

Throughput [Gb/s]
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Vysledky testovani propustnosti

~512B

Iptables NAT 10
(oCekavani)

Tayga 0.15 0.9 -

Jool 0.7 8.6 -
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Vysledky testovani propustnosti

Min. vel.
paketu pro
max. Mpps max. Gbps saturaci 10
Gbps linky
Iptables NAT 2.4 10 ~512B
(oCekavani)
Tayga 0.15 0.9 -
Jool 0.7 8.6 -
Jool 4.0.1 1.14 10 ~ 1000 B
Jool SIIT 2.0 10 ~ 600 B
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dekujeme Vam
Za pozornost
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Reference

* |IP/ICMP Translation Algorithm — RFC 7915

e Stateful NAT64: Network Address and
Protocol Translation from IPv6 Clients to
IPv4 Servers — RFC 6146

» Jool SIIT & NAT64 - https://www.jool.mx
* TAYGA - http://www.litech.org/tayga/
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Vysledky testovani propustnosti
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Vysledky testovani propustnosti

Utilization [%]
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