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Available in

Diaspora

Our offices

Showmax in the world
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Why?
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Africa…?

Gabon 12 %
Zimbabwe 8 %
Kenya 4 %
South Africa < 1 %
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Why would you…?
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Our goal:
Enable IPv6 on public 

facing services
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Task graph



Office LAN/Wi-Fi
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Office LAN/Wi-Fi



IPv6 @ Hetzner.de
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/64 per each server (fully routed)
/128 on eth0

Default gateway: fe80::1%eth0
The rest can be assigned to sub-services

(VPN networks, containers)

IPv6 @ Hetzner.de



(Open)VPN
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# host vpn01a
vpn01a has address 138.201.X.Y
vpn01a has IPv6 address 2a01:4f8:172:a:b:c:d:e

# ip a s dev tunshowmax
35: tunshowmax: <POINTOPOINT,MULTICAST,NOARP,UP,LOWER_UP> mtu

link/none
inet 172.16.2.14/24 brd 172.16.2.255 scope global tunshowmax

valid_lft forever preferred_lft forever
inet6 2a01:4f8:172:a:f:2:0:100c/112 scope global

valid_lft forever preferred_lft forever

# server-openvpn.conf
proto udp6
(...)
server 172.16.2.0 255.255.255.0
server-ipv6 2a01:4f8:172:a:f:2::/112

# klient-openvpn.conf; This is Windows-only and only if you have multiple
# TUN adapters - rename one of them to YourCompany first
dev-node YourCompany

# CCD
push "route-ipv6 2a01:4f8:10a:0:1:2:3:4/128"
push "route-ipv6 2a01:4f8:10a:0:cccc::/96"
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OpenVPN



Tooling
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machine.de.showmax.cc:
groups:
- jenkins
ip: 88.99.X.Y
ipv6: 2a01:4f8:10a:a:b:c:d:e
routed_networks6:
2a01:4f8:10a:a:f::/96:
comment: Routed network for containers
groups:
- containers

deliverynode.cdn.showmax.cc:
groups:
- cdn
ip: 41.90.X.Y
ipv6: 2c0f:fe38:7:a:b:c:d:e
other_ips:
41.90.X.Z:
comment: Secondary IP address
monitoring: ping4

other_ips6:
2c0f:fe38:7:f:b:c:d:e:
comment: Secondary IPv6 address
monitoring: ping6
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Machine Database – The Source of Truth



Monitoring
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Icinga
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Bloodbath (IPv4)
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Bloodbath (IPv6)



GeoIP
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MaxMind GeoIP
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MaxMind GeoIP

$ cat test.py
#!/usr/bin/env python3

import geoip2.database

if __name__ == "__main__":
reader = geoip2.database.Reader('GeoIP2-Country.mmdb')
ip = '2001:1528:132:70::ebe2'
print('ip = {}'.format(ip))
print(reader.country(ip).country.name)
print(reader.country(ip).country.iso_code)
print(reader.country(ip).country.is_in_european_union)

$ python test.py
ip = 2001:1528:132:70::ebe2
Czechia
CZ
True



GeoExceptions
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GeoExceptions – PostgreSQL – type cidr
oauth=# \d geo_exceptions

Table "public.geo_exceptions“

Column |            Type             | Collation | Nullable |                  
Default
------------+-----------------------------+-----------+----------+
id         | integer |           | not null |  
comment    | character varying(255)      |           |          |
country    | character varying(255)      |           |          |
created_at | timestamp without time zone |           |          |
network    | cidr                        |           |          |
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GeoExceptions – OAuth
private Map<String, String> postgresExceptions() {

Map<String, String> psqlExceptions = new HashMap<>();
for (GeoException ex : exceptions) {

if (ex.getNetwork().getNetmask() == 32) {
psqlExceptions.put(ex.getNetwork().getLowestTarget(), ex.country());

} else {
// Add address of the network
psqlExceptions.put((...), ex.country());

// Add every address of the network
for (IPTarget t : ex.getNetwork().addresses()) {

psqlExceptions.put(t, ex.country());
}

// Add broadcast address
psqlExceptions.put((...), ex.country());

}
}
return psqlExceptions;

}
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GeoExceptions – OAuth
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GeoExceptions MaxMind DB file writer

https://github.com/cloudflare/py-mmdb-encoder
Issue #5

Run every 5 minutes on CI server
Export all data from DB to a MMDB file

Publish the file to the (internal) web
Let OAuth retrieve and reload this file

https://github.com/cloudflare/py-mmdb-encoder


Logging
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ELK stack (ElasticSearch-Logstash-Kibana)
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ELK stack (ElasticSearch-Logstash-Kibana)
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ELK stack (ElasticSearch-Logstash-Kibana)
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ELK stack (ElasticSearch-Logstash-Kibana)



Blackholing
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ElastAlert + Python scripts

• ElastAlert aggregates data by client_ip

• This does not work for IPv6, where we want to 

aggregate by /64

• We will build a custom processing logic in our

Python scripts to aggregate by /64 and ban the

network if a threshold was exceeded

LinuxDays 2018 – How to protect your edges over the globe? Send it to the Sinkhole! by Jan Tomsa



Firewalls
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IPv4 vs. IPv6 Firewalls
• IPv4 Paradigm: Lack of addresses, NAT everywhere

• You must live with only knowing the IPv4 address of the

routing host

• IPv6 Paradigm: Subnets, subnets everywhere

• But how do you know which subnet to ACCEPT?
containerhost.de.showmax.cc:

groups:
- containerhosts
ip: 88.99.X.Y
ipv6: 2a01:4f8:10a:a:b:c:d:e
routed_networks6:
2a01:4f8:10a:a:f::/96:
comment: Routed network for containers
groups:
- containers



HAProxy+Varnish
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HAProxy

Varnish

CDN

Frontend

Origin

Container
Host

Container

docker-
proxy

Logging

IPv6 User Data

IPv4 User Data

IPv4 Logging and other data

Showmax Generic Data Flow

User

Container Host IPv4
+

docker-proxy portTalks to the other side via IPv6

Works well with IPv6 addressesComponent

Component
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HAProxy
frontend showmax

bind-process 1
bind 127.0.0.1:80,138.201.X.Y:80
bind ::1:80,2a01:4f8:172:a:b:c:d:e:80
bind 127.0.0.1:443,138.201.X.Y:443 ssl crt haproxy.pem alpn http/1.1
bind ::1:443,2a01:4f8:172:a:b:c:d:e:443 ssl crt haproxy.pem alpn http/1.1
acl whitelist1 src 2a01:4f8:172:a::/64
http-request allow if whitelist1 
http-request deny
log-format %ci:%cp\ [%ID]\ (...)

defaults
unique-id-format %{+X}o\ %ci:%cp

# First try, IPv6 not properly printed out in %{+X}o (hex) format
# IPv4 formatted correctly
Feb 5 12:52:46 fe01 haproxy: 127.0.0.1:42268 [7F000001:A51C_7F000001:1F98]
Feb 5 12:52:47 fe01 haproxy: 2a00:1028:a:b:c:d:e:f:38390 [00000000:95F6_00000000:01BB]

# HAProxy patch submitted, IPv6 finally properly printed out in %{+X}o (hex) format
# Patch backported to HAProxy 1.9
Jun  5 12:52:47 fe01 haproxy: 2a00:1028:a:b:c:d:e:f:38390 
[2A001028000A000B000C000D000E000F:95F6_2A001028000A000B000C000D000E000F:01BB]
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HAProxy(+Varnish)+nginx

# nginx.conf
# client sessions terminated by HAProxy, then forwarded either directly or via Varnish
# to nginx; to have client IP in the logs, we had to adjust set_real_ip_from
http {

set_real_ip_from 127.0.0.1/32;
set_real_ip_from ::1/128;
real_ip_header X-Forwarded-For;
real_ip_recursive on;

}



IP Failover (HA)
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IP Failover (HA) @ Hetzner.de
vrrp_script chk_httpd {

script "/bin/systemctl status haproxy.service && /bin/systemctl status varnish.service"
interval 2 # every 2 seconds
weight 10 # add 10 points if OK

}

vrrp_instance VIP_fe01 {
state MASTER
interface eth0.4001
virtual_router_id 1
priority 11
advert_int 1
virtual_ipaddress {

# First IPv6 address is link-local
fe80::ffff:0:0:fe01/64
2a01:4f8:fff0:f::fe01/112

}

track_script {
chk_httpd

}
}

vrrp_instance VIP_fe02 {
state BACKUP
interface eth0.4001
virtual_router_id 2
priority 10
advert_int 1
virtual_ipaddress {

# First IPv6 address is link-local
fe80::ffff:0:0:fe02/64
2a01:4f8:fff0:f::fe02/112

}

track_script {
chk_httpd

}
}



CI (Jenkins)
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# /etc/nginx/sites-enabled/jenkins
server {

listen 80;
listen [::]:80;
listen 443 ssl;
listen [::]:443 ssl;

}

# /etc/docker/daemon.json
{

"fixed-cidr-v6": "2a01:4f8:10a:a:f::/96",
"ipv6": true

}

# firewall
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CI (Jenkins)



Docker
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Docker



Since Docker 1.12.4 it is not possible to just have IPv6-enabled localhost and link-local 
addresses anymore.

If you are currently using the --ipv6 option without specifying the
--fixed-cidr-v6 option, the Docker daemon will refuse to start with the
following message:

Error starting daemon: Error initializing network controller: Error creating
default "bridge" network: failed to parse pool request
for address space "LocalDefault" pool " subpool ":
could not find an available, non-overlapping IPv6 address
pool among the defaults to assign to the network

To resolve this error, either remove the --ipv6 flag (to preserve the same
behavior as in Docker 1.12.3 and earlier), or provide an IPv6 subnet as the
value of the --fixed-cidr-v6 flag.
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Docker

https://github.com/moby/moby/releases/tag/v1.12.4
https://github.com/moby/moby/issues/29443
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Docker

https://github.com/moby/moby/releases/tag/v1.12.4
https://github.com/moby/moby/issues/29443
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Docker: challenge accepted



# configure your firewall + IPv6 forwarding
# split the routed /64 into smaller subnets
# assign these subnets to docker networks

# /etc/docker/daemon.json (default network)
{

"fixed-cidr-v6": "2a01:4f8:10a:a:f::/80",
"ipv6": true

}

# additional networks can be created using
docker network create --subnet "172.18.100.0/24" \
--ipv6 --subnet "2a01:4f8:10a:a:e::/80" additionalnetwork1
docker network create --subnet "172.18.101.0/24" \
--ipv6 --subnet "2a01:4f8:10a:a:d::/80" additionalnetwork2
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Docker – IPv6 networking



# IPv4 world
# Container4, IPv4 address 172.17.0.2
EXPOSE 8080
# Host (docker-proxy)
Listen 31884
# Port 31884 on IPv4 address 192.0.2.1 exposed
# No clear mapping to our Container4
# Dependency on docker-proxy
# Firewall on the host

# IPv6 world
# Container6, IPv6 address 2001:db8:c0::2
EXPOSE 8080
# Port 8080 on IPv6 address 2001:db8:c0::2 exposed
# Address 2001:db8:c0::2 clearly mapped to our Container6
# No need for docker-proxy
# Firewall on the host and/or in the container 
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Docker – Getting rid of docker-proxy



GitLab, dev tools
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# /etc/gitlab/gitlab.rb
nginx['listen_addresses'] = ['0.0.0.0', '[::]']

# reload config
gitlab-ctl reconfigure
gitlab-ctl restart nginx

# firewall
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GitLab



CDN
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# nginx
server {

listen 0.0.0.0:80 backlog=8192;
listen [::]:80 backlog=8192;
server_name _;
(...)

}

# log-parser
re.compile(r'^(?P<client_ip>[0-9.]+) – '
->
re.compile(r'^(?P<client_ip>[0-9a-fA-F:.]+) - '

# firewall
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CDN



Akamai
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Akamai

Create a property

List properties



Microservices
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Microservices IPv6 Compatibility

• ~150 microservices

• Lookup of places where we work with IP addresses, 

found only geo-exception handling cases in several

components

• Performed automated testing of endpoints with

simulated IPv6 client_ip (no issues reported)

• Decided to perform Trial by Fire and observe issues



Trial by Fire
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Trial by Fire

• Publish AAAA records for staging environment for

one day, then turn it off again

• Observe, report and fix issues

• Only one issue found: geo-exceptions (before the

OAuth change was deployed)

• IPv6 on staging environment enabled

permanently since the beginning of June 2019



Trial by cURL
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Trial by cURL

curl -4 -o result.ipv4 ...
curl -6 -o result.ipv6 -k -H 'Host: www.yourweb.com' \

'https://[2001:db8::1]/...'
diff -u result.ipv4 result.ipv6



Client apps
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Client apps



Java
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Java



JAVA_TOOL_OPTIONS="-Djava.net.preferIPv6Addresses=true"

JAVA_TOOL_OPTIONS="-Djava.net.preferIPv6Addresses=system"
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Java



Address Plan
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(this slide was intentionally left blank)
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Address Plan



What next?
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What next
• Jun 2019: IPv6-enable networks and nodes in South Africa

(waiting for HW replacement; up to /56 per node)

• mid 2019: IPv6-enable production website

• mid 2019: IPv6 connectivity in all containers

• late 2019: IPv6-enable authoritative DNS for service zone

• 2019 – 2020: IPv6 all the remaining functions (log nodes, 

storage nodes, etc.)

• 2020+: IPv6-only containers/services (DNS64/NAT64 for

IPv4 internet access), IPv6 segment routing trials



Take-aways
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Take-aways

• Start with the connectivity for your office and VPN

• Get yourself a DNS64/NAT64 network and use it

• Most of the code today supports IPv6 just fine (except Java)

• There will be bugs. Don't let them take you down

• If you find a bug, report it so that devs can fix it (or fix it yourself)

• If you hit a road-block, be creative

• IPv6 networks instead of hosts are a must, this can be hard 

• Monitor and test. Don't assume. The devil is in the details



Questions?
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Thank you
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