Zacinames IPv6

v siti mensiho poskytovatele pristupu k Internetu
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IPv6 v Cesku — stav v roce 18

Zoom: 1h 1d 5d 1w 1m 3m 6m 1y max ® Czech Republic @ Projection : 13,34 | kvétna 02,2019

4th order polynomial
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https://www.vyncke.org/ipv6status/project.php

Proc tato prednaska?

protoze nerosteme
protoze nasazujeme spatne
rotoze casto nevime, jak zacit
/

protoze obcCas nechceme zacit
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,Nelegaln

I’u

poskytovatele*

Sklicko a Bezdratek, Telekomunikacni Infrastruktura s.r.o

InternetProVsechny.cz

CTU

Nigd3\ae

~1250 zaznamu

~1900 organizaci

~265 LIRG

~235 s IPv6 alokaci

~170 oznamuji vé6 v BGP

Nelegalni = nejsou v RIPE NCC, preprodavaji konektivitu, nemaji vlastni AS/IP(v6) adresy (nebo maji Pl adresy)

"’1600 fyzickych nebo pravnickych osob, které spolu s ~100 ¢leny RIPE NCC (moc) nezavadéji IPv6 ©

* Caletka, Ondrej: BCOP aneb jak spravné nasazovat. Seminar IPv6, 6. cervna 2017
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https://ondřej.caletka.cz/dl/slidy/20170606-IPv6day-BCOP-IPv6-PD.pdf

IPv6 v Cesku — stav v roce 18

Zoom: 1h 1d 5d 1w 1m 3m 6m 1y max @ Czech Republic @ Projection : 13,34 | kvétna 02, 2019 02 DSL (,,42’5 %)

UPC (~7 %)

T-Mobile DSL (~12,5 %)
PODA (~14,6 %)
SYS-DATACOM (~7,6 %)
UVT (~7 %)

B:NET (58,6 %)
SPORKNET (~ 11 %)
AMIGONET (~ 7 %)
DOUBRAVA.NET (~10 %)
FIXNET (~12,5 %)
OSLAVANY.NET (~11,7 %)

...a CO vy ostatni?

(APNIC stats pro CR)
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https://stats.labs.apnic.net/ipv6/CZ

Jak? — Otazky & plan zavedeni

Zhotoveni planu Velikost zakaznickeho subnetu
Kompatibilita paterni site Ziskani adres
Kompatibilita agregacni site Adresni plan
Kompatibilita v pristupove siti Konektivita od upstream ISP
Nasazeni u koncovych zakaznikU Konfigurace na pateri
Datovy back-end Konfigurace v agregacni siti
Monitoring, accounting Konfigurace v pristupove siti
Reverzni DNS Povoleni IPv6 pro vsechny zakazniky
Data Retention a Legal Intercept CPE — aktualizace, konfigurace
PROFIT
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Adresy — RIPE NCC

Become a RIPE NCC Member (LIR) @ https://www.ripe.net/

Registracni poplatek Rocni poplatek (2018)

€ 2000 jednorazove € 1800
Vlastni autonomni IPvs [22 IPv6 /29
system (1024 adres) 134 217 728 % [56
nebo 524 288 x (48
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https://www.ripe.net/

Adresy — RIPE NCC

/29 status: ALLOCATED-BY-RIR

/32 status: ALLOCATED-BY-LIR /32 status: ALLOCATED-BY-LIR
e R ——————————- |
/36 /36

status: status:

AGGREGATED-BY-LIR AGGREGATED-BY-LIR

assignment-size: assignment-size:

48 56

Documenting IPv6 Assignments in the RIPE Database

IPv6 Address Allocation and Assignment Policy (ripe-699)

Registrace prirazenych adres (ASSIGNED):

/48 a vys, resp. [47 a vys (pokud pridélujete /48 z AGGREGATED-BY-LIR)
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https://www.ripe.net/manage-ips-and-asns/db/support/documentation/documenting-ipv6-assignments-in-the-ripe-database
https://www.ripe.net/publications/docs/ripe-699

Adresy — Upstream ISP

Nemate vlastni autonomni system

Pozadate nadrazeneho providera (a zaroven clena RIPE NCC), od
ktereho odebirate konektivitu, o IPv6 konektivitu a pridel adres

Provider vam nejcastéji prideli prave jednu sit o velikosti /48
V horsim pripade v RIPE NCC databazi oznaci onu /48 sit jako
+ASSIGNED PA" (prirazenou vam, ISP)

A problem je na svéte!
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Adresy — Upstream ISP

+ASSIGNED PA" = prirazeni (ASSIGNMENT) adres z bloku LIR (PA)
pro koncoveho uzivatele, nikoli ISP

Jak z toho ven?
Seda zdéna
ziskani vétsiho bloku (napr. /40) prefixU od nadrazeného ISP

jejich oznaceni jako AGGREGATED-BY-LIR
prirazovani mensich bloku (napr. /56) koncovym uzivatelUm
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Adresy — Upstream ISP

ripe-699:

5.3. LIR-to-ISP allocation

There is no specific policy for an organisation (LIR) to allocate address
space to subordinate ISPs. (...) All /48 assignments to End Sites are

required to be registered either by the LIR or its subordinate ISPs (..).

5.4.1. Assignment address space size

End Users are assigned an End Site assignment from their LIR or ISP.
The size of the assignment is a local decision for the LIR or ISP to make,
using @ minimum value of a /64 (only one subnet is anticipated for the
End Site).
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Adresni plan

Tvorte agregovatelne hierarchie
NesSetrete adresami

Alokujte s prostorem k dalsimu
rustu

Poridte si IPAM
Preparing an IPv6 Address Plan
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https://www.ipv6forum.com/dl/presentations/IPv6-addressing-plan-howto.pdf
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Konektivita pro vasi sit

Radek Zajic, radek@zajic.v.pytli.cz, Seminar IPv6, 6. 6. 2018
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Paterni a agregacni sit

Podporuje BGP4+

Podporuje OSPFv3

Podporuje DHCPv6 (Server nebo Relay) s Option 37 (ekv. 82 u IPvy)

Schopna zpracovavat IPv6 v hardware

Schopna pojmout soucasne routovaci tabulky pro v a v6

NetFlow vg nebo IPFIX

Nema vaznych bugl
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Pristupova sit

Podporuje DHCPv6 (Server nebo Relay) s Option 37 (ekv. 82 u IPvy)

Podporuje Framed-IPv6-Prefix, Delegated-IPv6-Prefix (RADIUS)

First-hop-security (DHCPv6 Snooping, RA-Guard, ND inspection)

Podporuje IPv6CP (v pripade PPPoE)

Neprovadi preklad MAC adres na L2 (napfr. station-pseudobridge)

Zvlada prefix delegation, vCetne instalace delegovaneho prefixu do
routovaci tabulky
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IPv4 jako sluzba pristupove site

Brana do
svéta IPvy

----

IPv4

IPv6
IPv4 jako sluzba
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IPv4 jako sluzba pristupove site

Technologie Princip Komentar

464XLAT (RFC6877)  Preklad NAT64+DNS64+NAT46, pouziva se hlavné v mobilnich sitich
(TMUS dosahuje ~90 % IPv6 penetrace diky 464XLAT)

MAP-T (RFC7599) Preklad Experimentalni, prakticky se nepouziva

MAP-E (RFC7597) Tunelovani Algoritmicky mapuje pridelené v4 adresy/porty na IPv6
prefixy. Pouziva se napf. v Japonsku. Stav spojeni se drzi na
CPE.

lwdover6 (RFC7596)  Tunelovani Cosmote (GR) na DSL — nutna podpora v pristupove siti a na
CPE; rozsifeni DS-Lite — presun NAPT44 a stavu spojeni z
CGN operatora na CPE.

DualStack-Lite Tunelovani Vyzaduje silny, tedy krehky NAPT44 box u operatora (DS-Lite
(RFC6333) AFTR), ktery udrzuje stav vsech spojeni; u nas: UPC
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https://www.ietf.org/proceedings/92/slides/slides-92-v6ops-2.pdf
https://ripe76.ripe.net/archives/video/30/
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Dual-Stack v pristupove siti

Sit ISP

IPv4
IPv6

Radek Zajic, radek@zajic.v.pytli.cz, Seminar IPv6, 6. 6. 2018
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Zakaznicka pripojka
staticka /56 pro
LAN zakaznika
IELC
naproste minimum

Radek Zajic, radek@zajic.v.pytli.c



Konfigurace pripojek —WAN a LAN

Adresa pro WAN Prefix pro LAN

Staticky konfigurovana Staticky konfigurovany

Z router advertisementu
(RA flags M=o, O=1)
DHCPv6 |[A_NA
(RA flags M=1, O=0)
Unnumbered
(neadresovana)
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DHCPv6 Prefix Delegation




Konfigurace deleg. prefixu IPv6 provoz
Konfigurace pripojek — staticka

22
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Konfigurace deleg. prefixu IPv6 provoz

Konfigurace pFl’pojek — first-hop DHCPv6
Prov15|on|ng

| DHCPv6-PD I
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Konfigurace deleg. prefixu IPv6 provoz

Konfigurace pFl’pojek— centralni DHCPv6
cpe |

DHCPv6-PD
DHCPv6 relay
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Konfigurace deleg. prefixu IPv6 provoz

Konfigurace pFl’pojek — DHCPvV6 + AAA
cPe 3

DHCPv6-P
DHCPv6
relay
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Konfigurace deleg. prefixu IPv6 provoz

Konfigurace pFl’pojek— PPPoE + AAA
cPe 3

DHCPv6-P
DHCPv6
relay
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Konfigurace deleg. prefixu IPv6 provoz

Konfigurace pripojek — PPPoE + AAA
=

CPE
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Konfigurace pripojek — vlastni skripty

1. Zaloz klienta Franta, LAN = 2001:db8: £000: : /56, WAN =
2001:db8:b00b: £000: :100/64, router RTR255

2. Pripoj se na rTRr255, pridej do routovaci tabulky zaznam:
2001:db8:£000::/56 via 2001:db8:b00b:£000::100

3. Nakonfiguruj klientskou jednotku tak, aby:
* WAN =2001:db8:b00b: £000::100/64
* (Gateway =2001:db8:b00b:£000::££f/64 (RTR255)
* LAN=2001:db8:£000:0010::/64
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Klientske jednotky

Peklo

Radek Zajic, radek@zajic.v.pytli.cz, Seminar IPv6, 6. 6. 2018

29



Bezpecnost pristupove site

Zneuziti vlastnosti NDP, naptr. Neighbor Discovery Inspection
* Rogue RA Firewall dropujici nékteré ICMPv6
 DAD DDoS zpravy od klientU

Zamezeni komunikace mezi klienty
Rogue DHCPvV6 server DHCPv6 Snooping

Firewall dropujici DHCPv6
Advertise/Reply zpravy od klientU

Zneuziti cizich prefixU Nepovolte od klienta provoz z
prefixd/adres, které mu nebyly pridéleny

|Pv6 First-Hop Security Configuration Guide (Cisco)
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6_fhsec/configuration/xe-16/ip6f-xe-16-book.html

7 dynamic-2a00-1028-0001-0240-0000-0000-0000-0002.ipv6.broadband.iol.cz (2a00:1028:1:240::2)
8 dynamic-2a00-1028-07ff-005d-0000-0000-0000-0002.ipvé6.broadband.iol.cz (2a00:1028:7ff:5d: :2)
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Reverzni DNS — KNOT DNS

mod-synthrecord:
- id: dynfwd

type:

forward

prefix: dynamic-

ttl:

400

network: 2001:db8::/32
- id: dynrev

type:

reverse

prefix: dynamic-
origin: subscribers.sklickoabezdratek.cz

ttl:

400

network: 2001:db8::/32

zone:

- domain: "8.b.d.0.1.0.0.2.ip6.arpa."

file:

"/var/lib/knot/8.b.d.0.1.0.0.2.ip6.arpa."

module: mod-synthrecord/dynrev

- domain: "subscribers.sklickoabezdratek.cz"
"/var/lib/knot/subscribers.sklickoabezdratek.cz"
module: mod-synthrecord/dynfwd

file:

22.949 ms
24.904 ms
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23.843 ms
24.283 ms

23.360 ms
25.239 ms
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Data Retention pro IPv6

Netreba sbirat NetFlow

Logy z RADIUSu, DHCPvV6, informacniho systemu ISP

Kdy byl komu ktery blok adres pridelen?

Jasna vyhoda staticky pridélovanych prefixd ©
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Legal Intercept pro IPv6

= odposlechy

Radek Zajic, radek@zajic.v.pytli.cz, Seminar IPv6, 6. 6. 2018
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Monitoring, accounting

IPv6 nesmi byt ,obcan druhe kategorie"

Pripadne vypadky na siti je nutne resit,
stav sité monitorovat i pro IPv6

Pro ucely reseni poruch mejte funkcni IPv6 accounting
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IPv6 pro vlastni web

Ukazte, ze to s IPv6 myslite vazne

Zpristupnéte po IPv6 i svuj web Ci klientsky portal
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IPv6 automaticky vsem

Klienta nezajima technologie, ale ,ten Internet"

Pokud jste si jisti svou implementaci IPv6, povolte ji na strané
sité vsem klientUm

Nekompatibilni zafizeni na strane klienta se casem vyresi
(napr. pri upgradu)
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Diky za pozornost!
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