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Abstract—Network monitoring of security events and incidents 

is essential in or order to maintain network security. Intrusion 

detection is the process of monitoring the events occurring in a 

computer system or network and analyzing them for signs of 

possible incidents, which are violations or imminent threats of 

violation of computer security policies, acceptable use policies, or 

standard security practices.  

In this presentation we will discuss the challenges faced by 

many organizations to mitigate when monitoring security 

incidents crosses individual or users privacy rights as in most 

countries the right to privacy is constitutionally guaranteed as a 

human right. 
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I. INTRODUCTION 

HIS article discusses issues of privacy and security on the 

Internet and as well as the devices we own. We know that 

good information is critical for making good decisions, 

such as determining whether a series of security events or 

incidents could compromise the Confidentiality, Integrity or 

Availability of an infrastructure.  

One could consider that an optimal solution should collect as 

much events as possible; even though we might not know with 

certainty whether this data is necessary. The main drawback 

with this strategy is that it is likely that we are collecting 

personal data; and therefore putting our organization at legal 

and reputational risk. 

The first step, in any data collection activity, is to determine 

whether we are collecting personal data and determine 

whether this data is indeed necessary. In case data subject is 

human, we need to seek an ethics clearance from a relevant 

professional body. 
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Figure 1: Privacy has a cultural definition 

 

The definition of personal data is not universal, and there are 

some differences across jurisdictions (such as USA versus 

EU). For simplicity, let’s consider the EU definition, which 

states that, ‘personal data’ are defined as information relating 

to an identified or identifiable natural person, that is, 

information about a person whose identity is either manifestly 

clear or can at least be established by obtaining additional 

information.  

 
Figure 2: Privacy has a cultural definition – South Africa 
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In the case of Network, this could relate to the content of 

information that is being transmitted by an individual (e.g., the 

content of an e-mail) or other metadata that relates to an 

individual (e.g. the IP address of the computer being used by 

an individual).    

 
Figure 3: Personal Data Consideration 

 

The driver to protect personal information is not only driven 

by a regulatory requirement, but as well a social and business 

needs.  

 
Figure 4: We do want privacy 

 

 

EU legislative actions contributing to the fight against 

cybercrime address issues such as attacks against information 

systems, online offensive material and child pornography, 

online privacy, and online fraud and counterfeiting. For 

example, based on the Special Eurobaromter on Cybersecurity 

highlights the high level of concern about cyber-security and 

privacy across Europeans, in particular: 

 89% agree that they avoid disclosing personal 

information online;   

 85% agree that the risk of becoming a victim of 

cybercrime is increasing;   

 73% agree that they are concerned that their online 

personal information is not kept secure by websites;   

 67% agree that they are concerned that this 

information is not kept secure by public authorities.  

Around two in three Internet users in the EU are concerned 

about experiencing identity theft (68%) and about discovering 

malicious software on their device (66%). More than half are 

concerned about being the victim of bank card or online 

banking fraud (63%); having their social media or email 

account hacked (60%); scam emails or phone calls (57%); 

online fraud (56%);  

 

The urge for ensuring privacy controls is a must within the 

design of a system; we need to keep in mind that “data must 

be processed fairly for specified purposes and on the basis of 

the consent of the person concerned or some other legitimate 

basis laid down by law“, as stated by the Charter of 

Fundamental Rights of the European Union. 

 

The privacy controls required to be implemented are beyond 

only security controls (while security is a must, it is not the 

only component) and our commitment we have for protecting 

individual’s privacy right is a need that should not be 

overlooked. 

 

II. FBI VERSUS APPLE 

 
   Figure 5: FBI Vs Apple 
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III. EMPLOYER VS EMPLOYEE PRIVACY RIGHTS  

 
Figure 6: Employer Versus Employee Rights 

 

IV. EMPLOYER’S TIME   

 
Figure 7: Employer’s time 

Can my employer read my Emails? This will depend on 

your employer's email monitoring policy, which should be 

available to you. View your employer's obligations regarding 

monitoring. 

Can my employer use information collected for another 

purpose for disciplinary action? 

Generally, personal information should not be used for any 

purposes other than what it was originally collected for. 

However, if the information reveals something that the 

employer cannot reasonably ignore, it may be possible for 

them to use it. 

Can my employer monitor my work using CCTV or 

tracking devices? 

Yes, providing they make you aware of it, although in certain 

circumstances they may not have to tell you. Read about your 

employer's obligations regarding monitoring: 

V. BYOD IN CAMPUSES 

 
Figure 8: BYOD in Campuses 

Technology is changing so quickly and institutions must be 

flexible as they consider BYOD. The advantages are worth it, 

however, Instead of viewing BYOD as an obstacle, -

institutions should look at user devices as opportunities to 

offer new channels for providing community information — 

such as campus maps, parking lot capacity updates and 

administrative services — and delivering applications to 

enhance teaching and learning. 

Security is more difficult with BYOD, because you're 

trusting devices that you can't manage, but you can 

build the infrastructure to protect yourself 
 

VI. CONCLUSION. 

 

 

Figure 9: Summary 
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