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Konfigurace adres

= Snaha o plug-and-play konfiguraci

=1984: RARP

=1985: BOOTP

=1993: DHCP + DHCP Options

= 1996: IPv6 Stateless Address Autoconfiguration

=2003: DHCPvV6

= 2010: Router Advertisement Options for DNS Configuration



Link local adresa

Router
LL: fe80::204:96ff:feld:4e30
GL: 2001:67¢c:1220:80e::1

Neighbor Solicitation

src:
dst: ff02::1:ff21:eed49 (solicitated node)

Target address: fe80::c%ee:98f6:d621:ee49

LL: fe80:: [TENT]



MLD Report

Router
LL: fe80::204:96ff:feld:4e30
GL: 2001:67¢c:1220:80e::1

Multicast Listener Report v2

src:
dst: ££f02::16 (All MLDv2-capable routers)

Hop-by-hop - Router Alert

Changed to exclude: £ff02::1:ff21:ee49

A B
LL: feB80::c9%9ee:98f6:d621:ee49 [TENT]



Globalni adresa

Router
LL: fe80::204:96ff:feld:4e30
GL: 2001:67¢c:1220:80e::1

Router Solicitation

src: fe80::c9%9ee:98f6:d621:ee49
dst: ££f02::2 (All Routers)

LL: fe80::c9%e:98f6:d621:ee49




Globalni adresa

Router Advertisement

src: fe80::204:96ff:feld:4e30 Router

dst: ££f02::1 (All Nodes) LL: fe80::204:9%90ff:feld:4e30
M: 0 GL: 2001:67¢c:1220:80e::1

O: 0

Prefix Information

PrfLen: 64

A: 1

Prefix: 2001:67c:1220:80e::

A B
LL: fe80::c%ee:98f6:d621:ee49
GL: 2001:67c:1220:80e: [TENT ]



e
Smerovani

C:\Users\igregr\route -6 print

IPvo Route Table

Active Routes:

If Metric Network Destination Gateway
10 266 ::/0 fe80::204:96ff:feld:4e30
1 306 ::1/128 On-1ink

10 18 2001:67c:1220:80e::/64 On-link



IPv6 SLAAC — poznamky

= Samotny SLAAC nestacCi — chybi DNS
= |IPv4 DNS
= DHCPV6
= RDNSS

* Problematicti klienti:
= Android — chybi podpora DHCPv6, RDNSS
= Windows Vista, 7, 8, Phone 8 — chybi podpora RDNSS
= Windows XP — chybi podpora DHCPv6, RDNSS
= Windows Phone 7.5 — chybi podpora IPv6
= MAC OS < 10.7 — chybi DHCPvV6



6to4d

= Definovano v RFC 3056, RFC 3058
= Potrebuje verejnou IPv4 adresu
= Rezervovan prefix 2002::/16

16 bit 32 bit 16 bit 64 bit
- - -l -l L
Btod prefix IPv4 address Subnet End User |dentifiar (ELIN)
2002: 93e5:.cav: 9: 3936:3f4d:bda2:54c9

(147.229.192.167)



6to4

6to4 relay (6to4.nic.cz)
IPv4: 192.88.99.1
IPv6: 2001:1488:800:400::151

IPv4
src: 147.229.192.167
dst: 192.88.99.1

IPv6
src: 2002:93e5:¢c0a7::3936:3f4d:bda2:53c9

N dst: 2a00:1450:400b:c02::93
TCP
A HTTP

IPv4: 147.229.192.167
6tod: 2002:93e5:c0a7::3936:3f4d:bda2:53cH9

ipv6.google.com
IPv6: 2a00:1450:400b:c02::93



6to4

6to4 relay (6to4.nic.cz)
IPv4: 192.88.99.1
IPv6: 2001:1488:800:40

IPv6
Src: 2002:93e5:c0a7::3936:3f4d:bda2:53c9

dst: 2a00:1450:400b:c02::93
TCP

HTTP

IPv4: 147.229.192.167
6tod: 2002:93e5:c0a7::3936:3f4d:bda2:53cH9

ipv6.google.com
IPv6: 2a00:1450:400b:c02::93



6to4

6to4 relay (6to4.nic.cz)
IPv4: 192.88.99.1
IPv6: 2001:1488:800:400: 2151

IPv6
src: 2a00:1450:400b:c02::93
dst: 2002:93e5:c0a7::3936:3f4d:bda2:53c9

TCP

HTTP

IPv4: 147.229.192.167
6tod: 2002:93e5:c0a7::3936:3f4d:bda2:53cH9

ipv6.google.com
IPv6: 2a00:1450:400b:c02::93



6to4

6to4 relay (6to4.nic.cz)
IPv4: 192.88.99.1
IPv6: 2001:1488:800:400::151

IPv4
src: 192.88.99.1
dst: 147.229.192.167

IPv6
src: 2a00:1450:400b:c02::93

N dst: 2002:93e5:¢c0a7::3936:3f4d:bda2:53c9
TCP
A HTTP

IPv4: 147.229.192.167
6tod: 2002:93e5:c0a7::3936:3f4d:bda2:53cH9

ipv6.google.com
IPv6: 2a00:1450:400b:c02::93



Windows a Internet Connection Sharing

= Sdileni Ethernet — WiFi

=Verejna |IPv4 adresa

= MozZnost ustanoveni 6to4 tunelu

=6to4 + ICS

= OS se rad podéli o svou IPv6 konektivitu

= Rozhrani, na kterém je ICS konfigurovano nemusi byt aktivni



6to4 smerovac v IPv4 siti

&

B

IPv4: 147.229.192.150
IPvo: fe80::6154:dd83:£558:23ce

IPvo: 2002:93e5:c0a7::2cbl:0d33:57bf:cace

Router Advertisement

src: feB80::c9%ee:98f6:d621:ee49
dst: ff02::1 (All Nodes)

147.229.192.167
fe80::c9ee:98f6:d621:ee49
2002:93e5:c0a7::3936:3f4d:bda2:53c9

M: 0
O: 1

Prefix Information
PrflLen: 64

A: 1

Prefix: 2002:93e5:c0a7::




6to4 smerovac v IPv6 siti

147.229.192.167
fe80::c%ee:98f6:d621:ee49
2001:67¢c:1220:80e:d4a3:cdlb:bac:942b
2002:93e5:c0a7::3936:3f4d:bda2:53c9

S

N)

IPv4: 147.229.192.150

IPvo: fe80::6154:dd83:£558:23ce
IPvo: 2001:67¢c:1220:80e:2cbl:6d33:57bf:cace
IPvo: 2002:93e5:c0a7::2cbl:0d33:57bf:cace

Router Advertisement

src: fe80::c9%9ee:98f6:d621:ee49
dst: ££f02::1 (All Nodes)

M: 0

O: 1

Prefix Information
PrfLen: 64

A: 1

Prefix: 2002:93e5:c0a7::




6to4 smerovac v IPv6 siti

o

IPv4d: 147.229.192.150

C:\Users\B\route -6 print
IPv6 Route Table

IPvo: fe80::6154:dd83:£558:23ce
IPv6o: 2001:67¢c:1220:80e:2cbl:6d33:57bf:cace
IPvo: 2002:93e5:c0a7::2cbl:0d33:57bf:cace

Active Routes:

If Metric Network Destination

10 266 ::/0

10 266 ::/0

1 306 ::1/128
147.229.192.167 10 18 2001:67c:1220:80e::/64

fe80::c9ee:98f6:d621:ee49
2001:67c:1220:80e:d4a3:cdlb:bac:942b
2002:93e5:c0a7::3936:3f4d:bda2:53c9

Gateway
fe80::204:96ff:feld:4e30
fe80::c9%ee:98£6:d621:ee49
On-link

On-link
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Windows 7 — update

=\Windows 7 —

= Pred prirazenim adres 6to4 — kontrola zda se Ize pripojit na
relay

=6to4 + ICS — disabled by default

= Zmeéna preferovani IPv6/IPv4
= Kontrola pomoci

= Omezeni RA flood — max. 100 zaznamu ve smeérovaci
tabulce


http://support.microsoft.com/kb/2750841
http://technet.microsoft.com/en-us/library/ee126135(WS.10).aspx

Obrana?

= SeND (RFC 3971, March 2005)
= Podepisuje NS/NA zpravy
= Potrebuje PKI
= Jak nastavit certifikat klientovi?
= Vlastni typ adresy, nekompatibilni s:
= Manualni IPv6, EUI-64, Privacy extension

= RA-Guard, PACL (RFC 6105, February 2011), DHCPV6
snooping

= Zahazuje faleSné zpravy RA (RA snooping)

= SAVI (draft-ietf-savi-*)
= Komplexni freSeni — DHCPv6, RA, kontrola podvrzeni adresy
= Podobné jako ND Inspection (Cisco/HP)

= Monitorovaci nastroj — odregistrace
= \VVysoka priorita u RA zprav



Monitorovaci software

= Ramond
= http://ramond.sourceforge.net/
= http://www.root.cz/clanky/ramond-past-na-falesne-ipvb-smerovace

= Ndwatch
= hitp://www.fit.vutbr.cz/~lampal/ipv6/

= Rafixd

= http://www.kame.net/dev/cvsweb2.cqgi’lkame/kame/kame/rafixd/
= Linux port: hitps://github.com/strattg/rafixd

= Ndpmon

= hitp://ndpmon.sourceforge.net/

= Vlastni feseni napr. pomoci Scapy
= hitp://www.secdev.org/projects/scapy/



http://ramond.sourceforge.net/
http://www.root.cz/clanky/ramond-past-na-falesne-ipv6-smerovace
http://www.fit.vutbr.cz/~lampa/ipv6/
http://www.kame.net/dev/cvsweb2.cgi/kame/kame/kame/rafixd/
https://github.com/strattg/rafixd
http://ndpmon.sourceforge.net/
http://www.secdev.org/projects/scapy/

Bypassing RA guard

= Rozsirené hlavicky!

ICMPv6 ROUTER
IPv6 HEADER ADVERTISEMENT
ICMPvE ROUTER
IPvEe HEADER DEST OPT HEADER ADVERTISEMENT
SR NH=60 NH=58 ICMPv6 ROUTER
IPv6 HEADER DEST OPT HEADER | DEST OPT HEADER | ADVERTISEMENT

= http://6lab.cz/article/roque-router-advertisement-attack/



http://6lab.cz/article/rogue-router-advertisement-attack/

Shrnuti

= Rozdilny zpusob adresace

= Monitorovani IPv6 provozu je nutnost

= Problém podpory u zafrizenich — RDNSS, DHCPv6
= Chybeéjici implementace RA Guard, ND snooping


http://6lab.cz/




