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. Clen ), Lo _ zalozena v r. 1998
* Kolejni klub Sinkuleho a Dejvicke koleje

 Dobrovolnici!

* ~430 clenu,
~20 aktivnich, 5 administratoru / registratoru

» Spoluprace s CVUT, CESNET a ostatnimi kolejnimi
kluby :-)
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Pavel Valach

* Drive krotitel kolejni sité na
Sinkuleho a Dejvicke koleji.

* Dnes clenem CESNET SOC a
CESNET CERTS.

... vice na
Mastodon:
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https://paulos.cz/
https://infosec.exchange/@paulos

Sitova infrastruktura

* Switche

* Wi-Fi AP a kontrolery

* Linuxove servery

* Hypervizory, virtualky, kontejnery
* Tiskarny (oh boy)

* Ericsson spoj na IPv6

* Monitorovaci a dalsi appliance
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Sitova infrastruktura

* ... a skoro cela* bezi na IPvé6!

* az na drobné vyjimky
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High-level prehled architektury sité

((( ))) 2Gbps FDX - 80GHz ((( )))

_________ -—
Y
4_"" Cisco WLC EX3400
EX4600
'_>

_)E ‘*’

EX2300
Proxmox VE

Cluster ! Lt *

'*’ EX2300
v v v Ruckus vSZ

6. Cervna 2023 211 Sincoolka




Sitova infrastruktura

* Historicky:
- Core/Aggregation — Cisco Catalyst 3560G, a jeste dalsi

— Access — Cisco Catalyst 2960 (100M), 3Com Switch 5500(G)-El

- Wi-Fi — vlastni reseni (W-Sin), pak Extricom (!), pozdéji Ruckus ZoneDirector 1100
AP ZF7372
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Sitova infrastruktura

* Nyni:
- Core — Juniper EX4600, distribuce EX3400

— Access — Juniper EX2300

— Wi-Fi — Ruckus Virtual SmartZone, Cisco WLC
Ruckus R550, R650, Cisco Aironet 1852i
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Rozsahy IP adres

* |Pv6 rozsah 2001:718:2:880::/57
- 880:0:0:0:0 - 8FF:FFFF:FFFF:FFFF:FFFF
* Tj. 128 /64 siti.

- Nelze kazdemu studentovi pridelit jednu /64.
- Ale lze rozumné segmentovat do podsiti.
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Infrastrukturni software 1

 Autoritativni DNS - ISC BIND 9 a Knot DNS
* Rekurzivni DNS - Knot Resolver

* DHCPv6 Server - Kea DHCPv6, dhcpyéd

* RADIUS server - FreeRADIUS

* Firewall - IPtables+ipset, nftables

* Skripty pro nastaveni - Perl, Python, Bash
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Infrastrukturni software 2

* Monitoring - Icinga 2, Observium
* Switch config backup - RANCID

* snmpget preferuje IPv4 pri resolvingu hostitele a je
vhodné explicitné nastavit udp6 protokol
(napr. v Observiu)
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Servery — 1LO, 1DRAC, IPMI

* Stare stroje (HP Gen5-7, DELL Rx10)
* HP iLO 3 (1.94) - podporuje IPv6, nelze otestovat KYM

* DELL iDRAC 6 podporuje IPv6, statickou IP, SLAAC,
DHCPv6 (netestovano), a KVM taktez funguje pres Ipv6

* Novejsi verze na tom budou urcite lépe :-)
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Switche, AP, servery a jiné pohromy
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Switche Juniper a IPv6 — 1

* |Pv6 podpora pro DNS, NTP, syslog, management (SSH i
J-Web), SNMP, streaming telemetry

* Podpora IPvé pro RADIUS AAA u 802.1X i pro switch
* First-Hop Security

- RA Guard, DHCPv6 Snooping, IPvé Source Guard, ND Guard,
SLAAC Snooping (od 19.2R1)
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Switche Juniper a IPv6 — 2

* Nepotrebuje nastavenou IPv4 adresu pro provoz.
- Nektere switche ji u nas ani nemaji.
* ALE: Rozhrani VME nepodporuje IPv6 (virtual chassis virtual IP).

- Pokud tam nastavite IPv6, rozbije se prakticky s kazdou zménou v
konfiguraci.

* ERSPAN (port mirror pres IP) - nelze nastavit IPv6 adresu:

{master:8}[edit]
root@sin-switch-lab-1# set forwarding-options analyzer port-48 output ip-address 2001:718:2:8a8:444:22:33:44

invalid ip address or hostname: 2001:718:2:8a0:444:22:33:44 at '2001:718:2:8a0:444:22:33:44"
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Wi-Fi

Kontrolery
* Ruckus Virtual SmartZone (Sinkuleho kolej)
* Cisco WLC 2504 (Dejvicka kolej)
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Wi-Fi Cisco

CISCO CONTROLLER

WIRELESS  SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

MONITOR  WLANs
Monitor Clients > Detail

Summary

Max Number of Records | 10 v | Clear AVC Stats
b Access Points : .-

General | AVC Statistics |

¢ Cisco CleanAir

b Statistics

Client Properties AP Properties

Client Type

Regular

A

Association ID

802.11 Authentication

Reason Code
Status Code
CF Pollable

CF Poll Reguest

¢ CDP
MAC Address Oc:c4: AP Address 00:b0:el
¢ Rogues
IPv4 Address 10.50. AP Name dej_3L
Clients
UG A feB0::9 AP Type 802.11ac
Sleeping Clients 2001:718:2:8a0:5
{1’ ?-Bal: AP radio slot Id 1
Multicast 2001:718:2:8a0:6
WLAN Profile Sincoolka 5G
Applications
WLAN S5ID Sincoolka 5G
Local Profiling
Status Associated

16

Open System

1

0

Mot Implemented

Mot Implemented

Client Tunnel Type Unavailable

Short Preamble Mot Implemented

P A o Py malk
User Name anonymous@sin.cvut.cz PBCC Mot Implemented
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Wi-Fi Cisco

TIIT
CISCO MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless All APs
+ Access Points Current Filter Operational Status: UP,REG [Change Filter] [Clear Filter]
All AP=
Direct APs
Rt Number of APs 12
802.11a/nfac
802.11b/g/n
Dual-Band Radios AP Name IP Address(Ipvd/Ipva) AP Model AP MAC
Global Configuration 4.y gp 2001:718:2:8f AIR-AP18521-E-K9 00:b0:el:
¢ Advanced dej_ 1L 2001:718:2:8f AIR-AP1852I-E-K9 00:b0:el:
Mesh dej 1P 2001:718:2:8f AIR-AP1852I-E-K9 00:b0:el:
b ATE dej_4p 2001:718:2:8f AIR-AP1852I-E-K9 00:b0:e1:
dej_4L 2001:718:2:8f AIR-APLBS2I-E-K9 00:b0:el:
RF Profiles
dej 2L 2001:718:2:8f AIR-AP1352I-E-K9 00:b0:el:
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Wi-F1 Cisco 1

Cisco WLC 2504 (verze SW 8.5.X); AP Cisco Aironet
1852i

 Podporuje IPv6 u vsech béznych management protokolu,
vC. CAPWAP, i nastaveni IPv6 jako vychozi.

* Tip: nepovolujte zaroven SLAAC a DHCPv6 adresy pro AP.

— AP bude mit tendenci je prehazovat a restartovat se.
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Wi-Fi1 Cisco 2

- Sestkova AP se snaZi vzdy posilat pakety na vychozi branu.
| kdyz jsou s kontrolerem na stejne siti.

* "In a setup where IPvé is used, we recommend the APs
to be at least one hop away from the controller. As the
IPvé packets are always sent to the Gateway, if the AP
and controller are in the same subnet, it increases the
packet hops and impacts the performance.”

« To zpusobilo par problémd...
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-5/config-guide/b_cg85/ports_and_interfaces.html#ID181

Dlouha cesta dat (Cisco WLC)

o

Y
5

EX3400

' ’ |
pride - router EX4600 > '*’ <

DA AP 1 AP 2
Controller
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Dlouha cesta dat (Cisco WLC)

Y
5

EX3400
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Dlouha cesta dat (Cisco WLC)

Y 4
ha
& ) s 4
mrsas
KR |
priduter EX4600 > 4*» <
ExToo

EX3400
Prestoze jsou AP a WLC ve stejné VLAN @ K

a maji stejny IPv6 prefix, cl'ﬁ?ﬁ,ﬂer AP 1 AP 2
veskery provoz musi projit routerem.
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Fix dlouhé cesty dat

() Q)
| e 1

- WLAN IR EX3400
i Ltor EX4600 Controller ‘*’ ’
EXTOO
Naucil jsem EX3400 routovat. v
AP a WLC byly umistény do rlznych VLAN.
AP 1 AP 2
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Wi-Fi1 Ruckus

(.

ORGANIZATION

1l
nucl{'us' 6.1.1.0.959

Virtual SmartZone

[#" Monitor s3a Network

Wireless Clients

= “System
B8 Dcfault Zone
Mew APs zone

Test dualstac

. cervna 2023

Q2

R T
L fone

U Security

161

ill

d:

Jser Mame

Hostname

HUAWEI_P_s...
Redmi-Note-11
Redmi-Mote-11

Redmi-Mote-11

L1 Services

More
Device Type
Smartphone
Smartphone
Smartphone

Smartphone

&= Administration

Model Mame

Huawei Br...

Android

Android

Android

IP Address

10.50.

10.50.

10.50.

10.50.

J 2001:718:2:8a0:5¢
[ 2001:718:2:8a0:7¢

f2001:718:2:8a0:d

J 2001:718:2:8a0:9
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Wi-Fi1 Ruckus

AP Mame status Alarm Total Traftic [1hr) IP Address Latency (2.4G) Latency (5G] Clients

SIN_14V_room_L... Online 1 5.8GB 2001:718:2:8f | Oms | [ 99ms | [ 4 |
SIN_11S_R650 online 2 1.7GB 2001:718:2:8f | Oms | [ 285ms | [ 16 |
SIN_147_R550 Online 2 586.2MB 2001:718:2:8f | Oms | [ B6ms | | 3 |
SIN_045_R550 Online 2 360.7MB 2001:718:2:8f [ Oms | [ 478ms | | 5 |
SIN_12Z_R550 Online 1 3.4GB 2001:718:2:8f | Oms | [37ims | | 8 |
SIN_08V_R550 online 2 325.5MB 2001:718:2:8f | Oms | [ 284ms | | 4 |
SIN_12V_RS550 Online 2 588.7TMB 2001:718:2:8f [ Oms | [ 140ms | [ 3 |
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Wi-Fi Ruckus 1

Ruckus Virtual SmartZone 6.1.1; AP Ruckus R550, R650

* SmartZone lze nastavit na IPv4/IPv6 provoz, ale nikoliv
IPv6-only - pravdépodobné kvuli licenénimu serveru a
nekterym dalsim funkcim jako Streaming Telemetry, kterée

po IPv6 nefunguji.

* AP lze nastavit na dual IPv4/IPv6 nebo IPv6-only pri
vytvareni zony.

* Zména mozna pouze presunem do jiné zony.
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Wi-Fi Ruckus 2

* Obecneé - funkce AP v dualnim IPv4/IPv6, kdyz je treba si
vybrat, pouzivaji IPv4. :-(

* Funkce jako Traffic capture funguji po IPv6 pouze v IPv6-only
modul.

- Nicmene funguje to dobre, overeno pri realném support case.

* Starsi ZF7372 - problem s IPv6 pri Client Isolation.

- IPv6 po nejake dobé prestala klientovi fungovat.
- S R550 jiz bez problému.
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Ruckus - Ne vse jede po IPv6

Tunelovani provozu z AP na data plane pres L2oGRE+IPsec:

Create IPsec profile Create IPsec profile
SRRl Dptuans General Options
Name: . -
VS Mame:
Description:
Description:

Security Gateway:

I Tunnel Mode: (@) SoftGRE () RuckusGRE I

IP Mode: (@) IPv4 only

IP Mode: () IPv4 only (@) IPv6 only

Proprietarni technologie Ruckuse nedovoluje IPv6.
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Ruckus - SoftGRE pres IPvé6

- SoftGRE = L20GRE [RFC 1701/2784]

* Ve verzi vSZ 5.2.2 fungovala kombinace SoftGRE a IPsec
pro IPv4, ale ne IPvé.

* SoftGRE bez IPsec fungoval i pres IPvé.

* SoftGRE koncentrator lze vytvorit i na Linuxu:
- Napr.
- Nebo pouzitim modulu [ip6]gretap.
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https://github.com/jpereira/softgre/wiki

Proxmox VE cluster

* Hypervizory pro virtualni stroje (VM) a LXC kontejnery.
* Tri stroje v clusteru.

* Propojeni mame primarné pres IPv6 adresy, zalozni pres
IPv4.

* Podpora IPv6 solidni v podkladovem Debianu :-)
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Dopad testu IPv6 (X let zpét)

* Po zapnuti IPv6 (DHCPv6) na kabelu...

* Nikdo si nestezoval, zaroven se cca 30 % provozu
okamzite prelilo na IPv6 (Google, Facebook apod.).

* Obdobny efekt nastal pri zapnuti SLAAC na Wi-Fi.
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IPv6 u klientu - historicky 1

* MAC adresa — staticka IPv6 generovana dle EUI-64.

- Na firewallu povoleny pouze IPv6 adresy generovane z MAC.

* SLAAC [RFC4862].
* |IPvé6 RA Options for DNS [RFC6106].
* Vyhody:
- Jednodussi sprava pristupu pro administratory.
* Nevyhody:

- Privacy extensions — nutnost konfigurovat kazdou klientskou stanici.
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IPv6 u klientu - historicky 2

* Druha iterace:
Pridélovani IPv6 adres MAC adresam pres DHCPv6.

- Na firewallu povoleny pouze tyto IPv6 adresy.
* Vyhody:

- Stale jednoducha sprava pro administratory.

- S béznymi systémy (Win, Linux, Mac) funguje bez problému.
* Nevyhody:

- Na Wi-Fi spatné pouzitelne, protoze Android.

TN
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https://issuetracker.google.com/issues/36949085

DHCPv6 s MAC adresami

* DUID mel nahradit MAC adresy pro identifikaci, ale to je
nespolehlive.

* Mapovani MAC adres na IP adresy pro DHCPvV6 | ]

- Kea DHCPv6 server zatim neumi Cist raw MAC adresy.
- Ale umi DHCPvé6-relayed adresy [ ].
- Musime pouzivat dhcpyéd.

... ale to stale neresi Wi-Fi.
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https://www.rfc-editor.org/rfc/rfc8415
https://www.rfc-editor.org/rfc/rfc6939.html

Evidence klientu 1

- Redeni pro Wi-Fi?
- Podlehnout SLAACu? ANO!

- Ale potrebujeme néjak evidovat adresy a priradit k identité
uzivatele...

— Wi-Fi AP sleduji IP adresy a odesilaji je na RADIUS Accounting
server. Délaji to Cisco, Ruckus i Aruba (a urcité i dalsi). Lisi se v
implementaci.

 Jakmile jsme implementovali RADIUS pro prihlasovani,
pridani accountingu nebylo obtizne.

* Sledujeme uziv. jména, MAC adresy, sessions a IPv6 adresy. -, !

SN
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Evidence hadu klientu 2

o v . 1 di d
» V prubéhu dne klient o7 e e s ren <R -F 24-

X T I 4 . 4 95-XX-XX-XX-XX -B1l1l ./detail-20230601
VymerTI adresy 1 nekOl]krat grep Fr‘amed-Inter‘face?Iglkut -d= -

-a den f2 | sort | unig

o 22C0O:e80C : XXXX : XXXX

e 24ac:ba5b:xxxx:XXXxX
e 6550:5570: XXXX :XXXX
e 96fb:188C: XXXX: XXXX
e 9748:2355: XXXX: XXXX
e ablf:7303:XXXX:XXXX

e beab:e709 : xxxX:xxXxx
e Cl12a:29al : XXXX:XXXX
o d37:1364 : XXXX:XXXX

- ' e e645:fFco: XXXX:XXXX
BettyKuffel, pixabay, Content License

https://pixabay.com/photos/snake-serpent-snake-shedding-skin-2932454/
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Evidence hadu klientu 3

* FreeRADIUS /etc/raddb/sites-enabled/default

authorize {

- Logovani do

auth_log

/var/log/radius/radius.log.
’ V 4 }

— Logovan] do accounting {
/var/log/radius/radacct o
/<NAS IP>/detail-YYYYMMDD.

» Zaznam vsech IPv6 adres v Case. =
- Accounting do SQL databaze. ) tomuth ¢
;éély_log

<1 Sincoolka
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Thu Jun 1 00:02:07 2023 Ruckus
Acct-Session-Id = "6477XXXX-12345678" (Wi-Fi)
Framed-IP-Address = 10.50.123.45
Framed-Interface-Id = b501:XxXXXX:XXXX:XXXX
Framed-IPv6-Prefix = 2001:718:2:8a0::/64
Acct-Multi-Session-Id = "94b3....... .

Acct-Link-Count = 1

Acct-Status-Type = Interim-Update

Acct-Authentic = RADIUS

User-Name = "anonymous@sin.cvut.cz"
NAS-IPv6-Address = 2001:718:2:8fX: :ABCD:DEFA
NAS-Identifier = "94-B3-4F-XX-YY-ZZ"

NAS-Port = 17

Called-Station-Id = "94-B3-4F-XX-YY-ZZ:Sincoolka"
Calling-Station-Id = "7C-7A-XX-XX-XX-XX"
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Sun Jun 4 18:30:20 2023 Juniper
User-Name = "28d2xxxxxxxx" (Ethernet)
NAS-Identifier = "sin-switch-1lab-1"

NAS-Port = 572
Service-Type = Call-Check

NAS-Port-Id = "ge-0/0/16.0"

Acct-Authentic = RADIUS

Acct-Status-Type = Start

Acct-Session-Id = "802.1x8120000XXXXXXXX"
Called-Station-Id = "20-d8-XX-XX-XX-XX"
Calling-Station-Id = "28-D2-XX-XX-XX-XX"
Framed-IP-Address = 147.32.XXX.YYY

Framed-IPv6-Address = 2001:718:2:880:2ad2 : XXXX : XXXX : XXXX
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TL;DR Evidence klientu po IPv6

 Uzivatelske jméno + MAC adresa + cislo portu.
* RADIUS Accounting pres atributy:

- Framed-IPv6-Address pro Cisco, Juniper
- Framed-IPv6-Prefix + Framed-Interface-ld pro Ruckus

* Posledni IPv6 adresa v SQL databazi, zbytek v souborech.

Dalsi otazka. Jak zajistit, aby klient nepouzival jinou
nez pridelenou adresu?
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First-Hop Security

e

@ .

— : - .
— l 2001:718:2:880::2222
DHCPvE Server

2001:718:2:8a0::ABCD:EFGH

Co se stane, kdyz klienti prestanou respektovat
svoji pridélenou IP adresu?
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First-Hop Security

Co to provadite?!
Adresu 2001:718:2:880::5555 nemas pridélenou,

zahazuji! -
o . ,*, - | J:
-~

— 10000
— l 2001:718:2:880::5555
DHCPv6 Server

2001:718:2:8a0::ABCD:EFGH

V idealnim pripadé zasahne pristupovy prvek
a ramce s vadnou zdrojovou IPv6 zahodi.
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First-Hop Security

* Switche (Juniper - Junos OS):

- DHCPv6 Snooping
— Router Advertisement Guard

- IPv6 Source Guard
— Neighbor Discovery Inspection

* Implementovano, ale nepouzivame:
- SLAAC Snooping
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IPv6 Neighbor Discovery Inspection

e Jun 4 18:36:40 sin-switch-1lab-1
dc-pfe[13269]:

AS PKT _NDI_FAILED: NDI FAILED: ND receilved,
interface: ge-0/0/16.0 [index: 572], vlan-id:
20, sender ip/mac:
2001:718:2:880:2ad2 : XXX s XXXX e XXXX/28:d2 : XX : XX
:XX:XX, receiver 1ip/mac:
2001:718:2:880::1/54:52:00:XX:XX:XX
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First-Hop Security

* Wi-Fi (Cisco):
— Router Advertisement Guard
— DHCPvé Snooping
- 2 IPv6 Source Guard (netestovadno)
- IPv6 ACLs alvalr,
- Eftc.

CISCO MONITOR  WILANs CONTROLLER  WIRELESS  SECURITY  MANAGEMENT COMMANDS

Controller
IPv6 > RA Guard
General
Icons
IPvE RA Guard on WLC Enabled
Inventory . |
Interfaces IPvE& RA Guard on AP . Enahble .

SR RA Dropped per client:

Multicast
¢ Internal DHCP Server

MAC Address AP Name WLAN /GLAN /RLAN Number of RA Dropped
b Mobility Management
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First-Hop Security

* Wi-Fi (Ruckus):
— Router Advertisement Guard
- DHCPv6 / SLAAC Snooping
- Pvé6-Seurce-Guard
- IPv6 ACLs
* Nicméne, funguje evidence pouzitych IP adres.
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First-Hop Security: DHCPv6 - Ruckus

$ 1p -br a
wlan@ UP 2001:718:2:8al::1000/128
$ ping -Iwlan@ google.com

64 bytes from prgd3sl2-in-x0e.l1lel@0.net
(2200:1450:4014:80e::200e): icmp_seqg=1 ttl=120 time=1.96 ms

$ sudo ip a del dev wlan© 2001:718:2:8al::1000/128
$ sudo ip a add dev wlan© 2001:718:2:8al::2555/128

$ ping -Iwlan@ google.com

64 bytes from prg03sl2-in-x0e.1el0@.net
(2000:1450:4014:80e: :200e): icmp _seg=1 ttl=120 time=1.55 ms
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Client [TcT:
Client [TcT:
Client [Tc7:
Client [TC:TA

Client [TC:TA

6. Cervna 2023

@10.51. @TC:TA | IP address was updated/renewed on WLAN [SinLAB-5G] from AP [SIN_132

@10.51. @TC:TA | IP address was updated,/renewed on WLAN [SinLAB-5G] from AP [SIN_13:

‘@10.51. @TC:TA | IP address was updated,/renewed on WLAN [SinLAB-5G] from AP [SIN_13Z
] IP address was updated/renewed on WLAN [SinLAB-5G] from AP [SIN_13Z R550@94:B3 k

] joined WLAN [SinLAB-5G] from AP [SIN_13Z_R550@%94:B3 ] on [a/n/ac].

711 Sincoolka



Tiskarny

(American Chopper,
"NHL Bike B2 Bomber Bike,"
aired April 9th, 2009)

6. Cervna 2023
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Tiskarny umi IPvé, ale... 1

Test OKI C542dn (cca 2016)

* Funguje s IPv6, ale nelze nastavit IPv6 DNS.
IPv6 SNTP funguje, ale pouze nastavenim pevné IP, ne pres DNS.

* Tisk na portu 9100 funguje.
Nelze nastavit statickou IPv6, jen DHCPv6 / SLAAC.
Mod IPv6-only je nespolehlivy.

- Pokud je vychozi IPv4 brana nedosazitelna, webové rozhrani tiskarny zmrzne, vc. IPP.

- Alespon néjaka IPv4 musi byt nastavena. Gateway a DNS lze nastavit na 0.0.0.0, poté DNS
nefunguje, ale alespon webové rozhrani nema tendenci zamrzat.

- Pripojeni k tiskarné pomoci hostname funguje, nastavite-li korektné hostname a doménu. Pokud
ne, pak web bud’ zmrzne, nebo obdrzite "Bad Request." (400)

IPv6 funguje, i kdyz ne moc dobre.

Upgrade firmwaru pouziva pouze IPv4.
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Tiskarny umi IPvé, ale... 2

Test HP Color LaserJet Professional CP5225dn (cca 20097?)
* Backend . Backend socket:// funguje.
* Tisk na portu 9100 funguje.

* net-snmp (snmpwalk atd.) preferuje IPv4 pri hostname
resolve, ale pokud existuje pouze AAAA zaznam, pouzije ten.

- 7adna podpora IPv6 DNS, a velmi limitovana nastaveni.
* Nelze nastavit statickou IPv6, jen DHCPv6 / SLAAC.

N’

* Firmware upgrades? TODO TEST, ale neverim tomu
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https://bugs.launchpad.net/hplip/+bug/1399318

Tisk pro klienty pres IPv6

* Mame zpristupnénu tiskarnu pro nase cleny.
* Klient je identifikovan pres svoji IPv4 adresu a tisk je
mu nauctovan.

 Zatim neumoznujeme pres IPv6 kvuli Wi-Fi, ale
identifikace by byla mozna v kombinaci s pouzitim
RADIUS Accountingu.
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TL;DR Tiskarny

* Tiskarny pouzivame pres IPv6. Drzime funkcni IPv4, aby
se nerozbila zakladni funkcnost.

* Pro uzivatele je tisk pres IPv4 - kvuli identifikaci
klientu.
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Posilovna

* Embedded devices s ARM
* VoCore, OpenWRT

DROZD, Stanislav. ARM9 platforma ako low-cost riesenie pre plnohodnotné embedded aplil<écie.i
[online]. Praha, 2016. [vid. 2023-05-24]. Diplomova prace. CVUT v Praze, Fakulta
elektrotechnicka. Dostupné z:
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https://dspace.cvut.cz/handle/10467/64632

Posilovna a ctecky 1

- Ridici jednotka je nyni IPv4+IPvé.

# ip a
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue
link/loopback 00:00:00:00:00:80 brd 00:00:00:00:00:00
inet 127.0.8.1/8 scope host lo
valid 1ft forever preferred Lft forever
inet6 ::1/128 scope host
valid 1ft forever preferred Lft forever
2: ethe: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1580 qdisc pfifo fast qlen 1leee
link/ether 88:0c:c6 brd ff:ff:ff:ff:ff:ff
inet 10.10.118. /24 brd 10.18.1108.255 scope global eth®
valid 1ft forever preferred Lft forever
inet6 2001:718:2:8T /64 scope global
valid 1ft forever preferred Lft forever
inet6 fe80::20c:c6ff:1 /64 scope link
valid LTt forever preferred LTt forever
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Posilovna a ctecky 2

» Satelitni ctecky jsou IPv4, protoze se na tato zarizeni pripojuje
nas SINIS a pro tato zarizeni zatim nemame nastavené DHCPv6
na prideleni pevné adresy.

» Nektera zarizeni nemaji IPvé6 ping. Nijak nebranilo nastaveni a
provozu IPvé.

# ping 2001:718:2:880::1

ping: bad address '2001:718:2:888::1'
# ping6 2001:718:2:880::1

-sh: ping6: not found
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Posilovna a ctecky 3

¢ cat /etc/os-release * Historicka verze
NAME=Buildroot

ERSION=2014.08-00650-g1f8fb45-dirty OpenWRT.
ID=buildroot

ERSION_ID=2014.08 * Proto je v oddelené siti
PRETTY NAME="Buildroot 20814.08"

- bez pristupu k Internetu.
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Co jesté ma u nas IPv6 a nerekl jsem o tom

* DCN u spoje Ericsson.
 Nékolik Mikrotiku.
* Raspberry Pi.
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A" A" A 4

Co na IPv6 jeste nebezi

* Monitorovaci sondy Poseidon (staré)
- Bez podpory IPvé.
» Registracni (guest) sit
- Nutnost upravy informacniho systému.
* Tisk pro studenty
- Kvuli rozpoznavani klienta pres IP adresu.
* Satelitni ctecky cipovych karet

- Nutna zmeéna architektury softwaru.
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Dekuji Vam!
* Slidy ke stazeni na

* Diky patri mnoha a mnoha lidem, kteri se na siti
podileli v prubéhu let.
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https://xn--estka-udb.sin.cvut.cz/
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