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Volné pokracovani moji prezentace
S teroristy se (ne)vyjednava.
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ceshet (Ne)zalohujte

e Existuji pouze dva druhy dat:
e zalohovana data,
e ztracena data.

e Je ztrata dat predvidatelna?

e Garmin zaplatil vypalné 10 miliont dolaru.

e Zdlohy selhaly, data jsou nedostupnd. RSD se po utoku hackert vrdtilo
k papiru.
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ceshet (Ne)zalohujte

e Pozar v OVHcloud, 10.3. 2021

o Neékteri neméli zalohy geograficky oddélené, nebo zalohovali jen do vedlejSi budovy.
e OVH doporucilo zakaznik(im aktivovat plan pro obnovu pfri katastrofé.
e Podle autorli Rustu se potvrdilo, Ze se data nepovede nahradit ani obnovit.

Rust & y
@playrust - Follow

Update:

We've confirmed a total loss of the affected EU servers
during the OVH data centre fire. We're now exploring
replacing the affected servers.

Data will be unable to be restored. i G E o v = -
12:30 PM - Mar 10, 2021 ® ; TR “ “\\?\
@ 37K @ Reply (2 Copy link

Read 173 replies

Zdroj: https://twitter.com/momotchiii
7.2. 2023, Seminar o bezpecnosti siti a sluzeb, Praha



ceshet (Ne)zalohujte

e GitLab v roce 2017 omylem smazal data.

Obnova ukazala nefunkcéni zalohovani.

VSechny zalohovaci techniky selhaly.

Nefungovalo spravné:
e snimky LVM,
o béZné zalohy dat,
o zalohovani databaze PostgreSQL,
o zalohovani do cloudu Amazon S3.
GitLab nakonec obnovil data ze Sest hodin staré repliky.
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ceshet (Ne)zalohujte

How to Restore Your Files

Security Alert!!!

We hacked your company successfully /vmfs/volumes/5377c2eb-0e7328c3-eb77-0025904410ae/ispadmin # 1s -al

All files have been stolen and encrypted by us total 5480464

If you war'lt to rgstore files or avoid file leaks.3 P drwsr=xr=x 1 root root 2240 Feb 3 16:47 .

If money is received, encryption key will be availa i —— 1 Voot . 3360 Jan 12 2017 ..

___________________________________________________ -PW--—==-= 1 root root 1075045302 Feb 3 16:47 ispadmin-341690c9.vmss
-rW-r--r-- 1 root root 15 Feb 3 16:46 ispadmin-34169@c9.vmss.args

Attention!!! -PW-=-—==—~ 1 root root 17179869696 Feb 3 16:47 ispadmin-flat.vmdk

Send money within 3 days, otherwise we will expose -rw-r--r-- 1 root root 16 Feb 3 16:46 ispadmin-flat.vmdk.args

Don't try to decrypt important files, it may damage —pw------- 1 root root 9196 Feb 3 16:46 ispadmin.nvram

Don’t trust who can decrypt, they are liars, no one _py_p__p-- 1 root root 12 Feb 3 16:46 ispadmin.nvram.args

If you don't send bitcoins, we will notle'yc'Jur' CUS e i. yoot — 1007 Feb 3 16:46 ispadmin.vmdk

A sell. our data: £ YUl pFCHEntS B Eriminalss -rw-r--pr-- 1 root root 9 Feb 3 16:46 ispadmin.vmdk.args

___________________________________________________ -rW-r--pr-- 1 root root 512 Feb 3 16:46 ispadmin.vmsd
-PW-r--r-- 1 root root 9 Feb 3 16:46 ispadmin.vmsd.args
-PWXP=XP-X 1 root root 3387 Feb 3 16:46
-PW-Pr--p-- 1 root root 9 Feb 3 16:46 ispadmin.vmx.args
-PW-r=-pr-- 1 root root 775 Feb 3 16:46 ispadmin.vmxf
-PW-r--r-- 1 root root 9 Feb 3 16:46 ispadmin.vmxf.args
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cesnet Zalohovani - jaké otazky si klast?

e Jak casto a co (ne)zalohovat?
e Jak dlouho zalohy ,drzet"?

e Jsou zalohy ,zabezpecené®?
e Jak rychle data obnovime?

o Castecna nebo Uplna ztrata dat.
e Odolnost vuci selhani technologie?

e Monitoring zalohovani...
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cesnet Strategie zalohovani 3-2-1

e Fotograf Peter Krogh tento koncept puvodné sdilel ve své knize The
DAM Book: Digital Asset Management for Photographers z roku 2009.

e Nazev je odvozen od principu, na némz je zalohovani postaveno:

e Tri kopie produkénich dat (3),
e dvé kopie budou mistni, ale na rozdilnych/nezavislych zarizenich (2),
e jedna kopie v jiné lokalité (1).

e Od roku 2012 je strategie zalohovani 3-2-1 doporucovana a pouzivana
vlddou Spojenych stat(;-)
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@, O 8 nhttps://www.cisa.govjuscert/security-publications/d: E 7

B An official website of the United States government Here's how you know

CYBERSECURITY () Q

& INFRASTRUCTURE m

SECURITY AGENCY 1«

Alerts and Tips Resources

Publications > Data Backup Options

Data Backup Options

Original release date: October 24,2012 | Last revised: February 06,2013

&4 Print ¥ Tweet Send

All computer users, from home users to professional information security officers, should back up the critical data they have on their
desktops, laptops, servers, and even mobile devices to protect it from loss or corruption. Saving just one backup file may not be enough to
safeguard your information. This paper summarizes the pros, cons, and security considerations of backup options for critical personal and

business data.
View Publication

data_backup_options.pdf

1]



cesnet Strategie zalohovani 3-2-1

3 1

Data Offsite
Copies Co
p 2 nd Py
One production Media Can be car trunk,
copy with two Type storage unit,
hackup copies second site, cloud

First media is typically
disk; second media
can be rotational tape,
disk, NAS, SAN, etc.
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cesnet Strategie zalohovani 3-2-1

3 x 15t

Data Media Offsite
Copies Type Copy
One production Media typeis disk
copy with two
backup copies 2 nd

Offsite
Copy

Two geographically
separated copies in
the cloud
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cesnet Strategie zalohovani 3-2-2

3 1st

Data Offsite
Copies Copy
One production
copy with two
backup copies 2 nd
Offsite
Copy
First media is disk; Two geographically
second media can be separated copiesin
rotational or fixed tape, the cloud

disk, NAS, SAN, etc.

7.2. 2023, Seminar o bezpecnosti siti a sluzeb, Praha 12



e BorgBackup (zkracené ,Borg"):

podporovano velkou a aktivni open source komunitou,
GNU/Linux, macQS, BSD, Linux Subsystem of Windows 10 (experimental)
prostorové usporné ulozisté zaloh,

bezpecné, ovérené Sifrovani, Contributors 258

komprese (LZ4, zlib, LZMA, zstd), ‘;,g A 0 @ e @

zalohy pripojitelné pres FUSE. ~ ~
02 e

+ 247 contributors

7.2. 2023, Seminar o bezpecnosti siti a sluzeb, Praha 13



g_:egnet

Distribution Source

Alpine Linux Alpine repository

Arch Linux  [community]
Debian Debian packages
Gentoo ebuild
GNU Guix GNU Guix
Fedora/RHEL Fedora official
repository
FreeBSD FreeBSD ports
macOS Homebrew

Command

apk add borgbackup

pacman -S borg

apt install borgbackup
emerge borgbackup

guix package —--install borg

dnf install borgbackup

cd /usr/ports/archivers/py-borgbackup && make install

brew install borgbackup (official formula, no FUSE support)
or

brew install —-cask macfuse (private Tap, FUSE support)
brew install borgbackup/tap/borgbackup-fuse

7.2. 2023, Seminar o bezpecnosti siti a sluzeb, Praha

Debian 9

Debian 9 Backports
Debian 10

Debian 10 Backports
Debian 11

Debian 11 Backports
Debian 12

Debian Unstable
Deepin

Devuan 2.0

Devuan 3.0

Devuan 4.0

Devuan Unstable

Entware
EPEL 7
EPEL 8
EPEL 9




e Zakladni pouziti:

1) # borg init --encryption=repokey ~/Backup/Obsidian

2) # export HISTFILE=/dev/null ; export BORG_PASSPHRASE="'password'

3) # borg key export ~/Backup/Obsidian ~/obsidian_backupkey.txt

4) # borg create ~/Backup/Obsidian::Archiv1 ~/Obsidian

5) # borg create --stats ~/Backup/Obsidian::Obsidian-{now:%Y%m%d} ~/Obsidian
6) # borg list ~/Backup/Obsidian

7) # borg list ~/Backup/Obsidian::Archiv1

8) # borg extract ~/Backup/Obsidian::Archiv1

9) # borg mount ~/Backup/Obsidian::Archivl /mnt/Obsidian-Archiv1/

7.2. 2023, Seminar o bezpecnosti siti a sluzeb, Praha 15
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o Ukazka €. 1: Statistika vytvarené zalohy (parametr --stats).

Time (start): Thu, 2023-01-19 01:00:18

Time (end): Thu, 2023-01-19 03:43:02

Duration: 2 hours 42 minutes 43.39 seconds

Number of files: 20857190

Utilization of maximum supported archive size: 6%

Original size Compressed size Deduplicated size
This archive: 1.72 TB 1.42 TB 2.15 GB
All archives: 29.06 TB 24.04 TB 1.21 TB

Unique chunks Total chunks
Chunk index: 22773511 358934666

7.2. 2023, Seminar o bezpecnosti siti a sluzeb, Praha 16
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e Ukazka €. 2: Podrobnosti o repozitari a vypis souboru z archivu.

$ borg list ~/Backup/0bsidian

Archivl Sun, 2023-01-29 18:58:48

Archiv2 Sun, 2023-01-29 19:02:19

Obsidian-202301291902 Sun, 2023-01-29 19:02:46

$ borg list ~/Backup/0Obsidian::Archivl

-rw-r——r-- userl staff 6148 Sat, 2023-01-28 10:00:35 Obsidian/Skripty/.DS_Store
—-rwxrwxr-x userl staff 204 Sat, 2023-01-28 09:06:20 Obsidian/Skripty/screen.psl
—-rwxrwxr-x userl staff 75 Sat, 2023-01-28 ©09:24:50 Obsidian/Skripty/screen.bat
—-rwxrwxr-x userl staff 355 Sat, 2023-01-28 09:10:13 Obsidian/Skripty/rclone.bat
—-rwxrwxr-x userl staff 68 Sat, 2023-01-28 09:42:21 Obsidian/Skripty/screen.txt

7.2. 2023, Seminar o bezpecnosti siti a sluzeb, Praha 17



§e§net

e \zdaleny repozitar
e Preneseni souboru do jiné lokality.
e Vzdaleny souborovy systém pripojeny lokalné.
e Zalohovani proti serverové instanci Borgu.
e Cisténi (smazani) repozitare (archivu)
e #borg prune --keep-daily=7 --keep-weekly=4 --keep-monthly=6 ~/Backup/Obsidian
e #borg delete ~/Backup/Obsidian::Archiv1
e Uvolnéni dat (od verze 1.2)
e #borg compact ~/Backup/Obsidian

7.2. 2023, Seminar o bezpecnosti siti a sluzeb, Praha 18
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C

RCLONE

e Oznacovan za , Svycarsky armddni niiZ cloudového ulozisté" a

,lechnologii k nerozezndni od magie”.

e Robustni nastroj pro prikazovy radek k synchronizaci a prenosu

souboru z/do cloudového ulozisté.

e Pripojeni mistnich, cloudovych nebo virtualnich souborovych systému

jako disk.

R

7.2. 2023, Seminar o bezpecnosti siti a sluzeb, Praha

Contributors 550

@000 @
QO e

+ 539 contributors
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g_:g_gnet ¢.» RCLONE

e Konfigurace ulozisté:

e rclone.exe config

o ~/.config/rclone/rclone.conf
o C:\Users\..\AppData\Roaming\rclone\rclone.conf

e Kopirovani dat:
e rclone.exe copy -P v:\tiskarny drive:/tiskarny
e Jednosmérna synchronizace dat:

e rclone.exe sync -P --exclude="*.Ink v:\ drive:/v/

7.2. 2023, Seminar o bezpecnosti siti a sluzeb, Praha 20



§§§net ¢.» RCLONE

Pfikazovy radek - rclone.exe config

Microsoft Windows [Version 10.0.17763.3887]

(c) 2018 Microsoft Corporation. VSechna prava vyhrazena.

U:\>cd rclone-v1.60.1-windows-amd64

U:\rclone-v1.60.1-windows-amd64>rclone.exe config
Current remotes:

Type

drive

Edit existing remote
New remote
Delete remote
Rename remote
Copy remote
Set configuration password
Quit config
e/n/d/r/c/s/q> o

7.2. 2023, Seminar o bezpecnosti siti a sluzeb, Praha

Prikazovy radek - rclone.exe config

\ (azureblob)

OpenDrive
(opendrive)

Oracle Cloud Infrastructure Object Storage
(oracleobjectstorage)

Put.io

(putio)

SMB / CIFS

(smb)

Sia Decentralized Cloud
(sia)




cesnet ¢.» RCLONE

Choose a number from below, or type in your own value.

1 / Full access all files, excluding Application Data Folder.
"drive"
Read-only access to file metadata and file contents.
"drive.readonly"
Access to files created by rclone only.
These are visible in the drive website.

File authorization is revoked when the user deauthorizes the app.
"drive.file"
Allows read and write access to the Application Data folder.
This is not visible in the drive website.
"drive.appfolder"
Allows read-only access to file metadata but

does not allow any access to read or download file content.
"drive.metadata. readonly"

2

D W WS A

7.2. 2023, Seminar o bezpecnosti siti a sluzeb, Praha 22



§§§net ¢.» RCLONE

Transferring:
* Kx_8.1.1109 UPD Signed..up/EULA/License PT.rtf:100% /59.467Ki, 59.454Ki/s, Os

Kx 8.1.1109 UPD Signed..up/EULA/License RU.rtf:100% /79.482Ki, 0/s,
Kx 8.1.1109 UPD_Signed..p/EULA/License SCH.rtf:100% /77.827Ki, O/s,
Kx 8.1.1109 UPD Signed..p/EULA/License TCH.rtf: 0% /86.903Ki, 9O/s,

horizon tiskarny ah

Nazev 1 Naposledy upra... Velikost souboru
BB HP Universal Print Driver 22:36 —

BB Kx_8.1.1109_UPD_Signed_EU 22:35 -

B MF410MFDriverV4902WPEN.exe 28.4.2021 2451 MB

Bl MX_D25_PCL6_PS_1505a_Czech_64bit.exe 8.4. 2021 24,2 MB

7.2. 2023, Seminar o bezpecnosti siti a sluzeb, Praha 23



ceshet Data v cloudu

Pozastaveni nebo ukonceni vaseho pristupu ke sluzbam Google

Google si vyhrazuje pravo pozastavit nebo ukoncit vas pristup ke sluzbam nebo smazat

vas ucet Google, pokud nastane néktera z téchto okolnosti:

e zavazné nebo opakované porusite tyto podminky, dalsi podminky konkrétni sluzby

nebo zasady
e  jsme povinni tak uc¢init na zakladé pravnich pozadavki nebo soudniho pfikazu

e jsme dlvodné presvédceni, Ze vase chovani zpusobuje uzivateli, tfeti strané nebo
spolecnosti Google skodu Ci odpovédnost — napr. kdyz se dopoustite hackingu,

phishingu, obtéZovani, spamovani, podvodl nebo zcizovani obsahu, ktery vam
i R R R i
neEatfi

7.2. 2023, Seminar o bezpecnosti siti a sluzeb, Praha 24




ceshet Data v cloudu

Stazeni dat z deaktivovaného uctu

| kdyz se do Uctu nemiizete dostat, mozna si budete moci stahnout a ulozZit data z nékterych
sluzeb Google.

Pokud chcete zkusit sva data stahnout, prihlaste se k uc¢tu @ jako obvykle. Pak mozna budete
mit moznost sva data stahnout.

U&ty mohou byt zablokovany bez moznosti stahnout si data. Tyka se to mimo jiné nasleduijicich
pripadl poruseni zasad:

- platné pravni zadosti,

- odcizeni uctu,

- hrubé poruseni pravidel pro obsah, v€etné sexualniho zneuzivani déti, vyuzivani nebo
teroristickeho obsahu.

7.2. 2023, Seminar o bezpecnosti siti a sluzeb, Praha
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Dad took photos of haked toddler son to send to doctor, Google
flagged him as a criminal

A father said that Google locked him out of all his accounts as he took images of his sick son's genitals to send to a doctor amid the pandemic.

&E% TN ViralDesk | Updated Aug 23,2022 |12:39 PM IST

Share This Article

f M NinlC)

UP NEXT ADVERTISEMENT

1
Dad took photos of naked

toddler son to send to doctor,
Google flagged him as a..

Optical illusion: Tricky visual
challenges people to find
panda among pills in 15...

Dad took photos of naked son to send to doctor, Google flagged him as a criminal
Watch: Firefighters battle Photo : iStock



ceshet Data v cloudu

Bezpeénost Disku Google <drivesafety-noreply@google.com> 26. ledna 2023 v 22:47 | M M | nature - O X
Odpovédét-komu: drivesafety-noreply@google.com . - i
Komu: radomir@orkac.cz Domi Sdileni Zobrazeni Vv 0
«~ v 4 <« Dokumen... » naturel v O Prohledat: naturel R
GO gle ¥ Stazené soubory A Nazev
L X X A b TR [ [ % Dokumen b g |
Vas soubor mozna porusuje smluvni podminky = ¥ 7 nature
. = Obrazk b g ——
Disku Google ¥
Lnature1.zip" zahrnuje obsah, ktery mozna porusuje Zasady tykajici se malwaru ARCHIV
a podobného §k0d|jvého obsahu Disku Google.' Néktevré fur_lkce 'spojené s timto ~ Odborovy disk (V)
souborem mohly byt omezeny. Pokud se domnivate, Ze se jedna o chybu, a chcete, T————e,
aby tym pro divéryhodnost a zabezpeéeni tento soubor zkontroloval, pozadejte nize Verejné zakazky
o kontrolu.
> @ OneDrive

Omezeny soubor
> @ OneDrive - Magistrat |
¥ naturel.zip

v S Tento poditaé

L > 3D objekty

Pozadat o kontrolu <

Ll

» = Dokumenty
> J\ Hudba

> &= Obrazky walll <

Pocet polozek: 1

7.2. 2023, Seminar o bezpecnosti siti a sluzeb, Praha



ceshet Data v cloudu

E 794cfc76563b5f659¢1b623c5bd8065f88c67badbd3480b99dfdb8a27f6d4b1e

(1)
Q 2B O ¢ sen CED

8 @ 8 security vendors and no sandboxes flagged this file as malicious C\’ zig
/69
794cfc76563b5f659¢1b623¢5bd9065/88c67badbd 2.82MB 2019-02-13 00:22:15 UTC %L
3480b99dfdb8a27f6d4b1e Size 4 years ago EXE
?
peexe upx overlay
X Community Score
DETECTION DETAILS BEHAVIOR COMMUNITY
Security vendors' analysis O
Antiy-AVL @ Trojan/Win32.TSGeneric Cylance @ Unsafe
lkarus @ Trojan-Banker.Win32.Banker Microsoft @ Trojan:Win32/Dynamerlac
Rising @ Malware.Undefined!8.C (RDM+:cm... Sophos @ Mal/HckPk-A

7.2. 2023, Seminar o bezpecnosti siti a sluzeb, Praha

28



g_:egnet

e Restic je zalohovaci program pro GNU/Linux, macOS, Windows...
e Sifrovanou zalohu odesila na vzdalené Glozisté pomoci RCLONE.

e Ve Windows podpora vytvareni zaloh pomoci stinové kopie (VSS)
--use-fs-snapshot

# restic --repo /backup/debian.restic init Contributors 319
# restic -r rclone:gdrive:debian.restic init o .
Po@0

+ 308 contributors

29

7.2. 2023, Seminar o bezpecnosti siti a sluzeb, Praha



gegnet

export HISTFILE=/dev/null
export RESTIC_REPOSITORY="rclone:gdrive:debian.restic"
export RESTIC_PASSWORD=HESLO

restic init

restic backup

restic snapshots

restic restore latest —target /data-obnova/

restic forget ——keep-daily 7 —-keep—-weekly 5 ——keep—-monthly 12 —--keep-yearly 1 ——prune
restic prune

root@debian:~# restic snapshots
repository 67d3ae8d opened successfully, password is correct

ID Time Host Tags Paths
0d70ebde 2021-12-31 00:26:03 debian data /data

éééfanQ 2022-03-31 01:10:25 debian data /data
ééé?lclf 2023-02-05 01:52:12 debian data /data

111 snapshots
7.2. 2023, Seminar o bezpecnosti siti a sluzeb, Praha 30
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Monitoring - Healthchecks.io

bakalari rclone | restic m urad

I‘\

Name

ZS: Win SQLDATA d:
(restic)

restic

Z$: Bakalafi (restic)

restic  bakalari

Odborovy disk: Rclone

ufad  rclone

Odborovy disk: Restic

ufad  restic

ZS: Srvdata (diskspace)

z§ diskspace

Ping URL uuid slug

https://heal thchecks (D i ng/8cd2575d-cd86-4517-

https: //healthchecks_/ping/fecf47f6—

https://heal thchecks (D pino/9f911d6d-54b9-4cbd-aaed-

https://heal thchecks (D »ing/f80019c0-cc54-40a8-

https://heal thchecks (R D »ing/40fd7af6-344b-43al-

7.2. 2023, Seminar o bezpecnosti siti a sluzeb, Praha

Integrations

Filter by check name...

Period Last Ping
Grace Last Duration

1day pred 11 hodinami
2 days @ 24 min 56 sec

1 day pred 11 hodinami

1day @ 21 min 41 sec

1 day p_‘fed 29 minutami N e
1day @ 13 min 40 sec )

1 day pred

1day 4 sekundami

1day % g ;

1 hour pred 8 minutami

31



§e§net Notifikace - Pushover.net

Alert: Almost out of disk space. about a minute ago
All Messages 100 P ) L
Running out of space "/boot (49%)" on server ZS, Sun 05 Feb 2023 09:42:43
AM CET
7) ELAE Healtictisck ¢ 7) Alert: Almost out of disk space. about a minute ago
Running out of space "/ (35%)" on server ZS, Sun 05 Feb 2023 09:42:43 AM
7) Monitoring 52 CET
7) SSH: root@debian (192.168.46.1) 5 minutes ago
iify a1 Sun 05 Feb 2023 09:38:58 AM CET
7) SSH: root@debian (192.168.46.1) 5 minutes ago
e
7) SSH: root@debian (192.168.46.1) 6 minutes ago
7) Wehchonkor - Sun 05 Feb 2023 09:37:48 AM CET

7) Webchecker 19 minutes ago
Diskuse o "medialnim ¢lovéku"

7.2. 2023, Seminar o bezpecnosti siti a sluzeb, Praha 32
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Dekuji za pozornost.

7.2. 2023, Seminar o bezpecnosti siti a sluzeb, Praha
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$ rclone sync -P gdrive:bakalari/ pcloud:bakalari/

Transferred:
Transferred:
Elapsed time:
Transferring:
*

¥ ¥ ¥

¢.) RCLONE

11.141 MiB / 1.324 TiB, 0%, 550.263 KiB/s, ETA 4w1d21h36m

® / 59, 0%
22.55

20210829 rucni_bakalari_v.7z:
20210829 rucni_bakalari_c.7z:
bakalari 202108290921.box:
bakalari_202110231340.box:

7.2. 2023, Seminar o bezpecnosti siti a sluzeb, Praha

0% /2.853Gi, 140.135Ki/s, 5h55m30s
0% /2.664Gi, 132.987Ki/s, 5h49m46s
0% /24.678Gi, 200.030Ki/s, 35h55m42s
0% /27.610Gi, 92.734Ki/s, 86h42m48s
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