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Outline	  

•  (Mo/va/on)	  
•  Observa/on:	  Network	  traffic	  sta/s/cs	  
•  Design:	  SoRware	  Defined	  Monitoring	  
•  Experiment:	  Our	  100G	  card	  implementa/on	  



How	  to	  monitor	  100	  Gb/s?	  

•  CPU	  limita/on	  around	  20	  Mpacket/s/core	  (basic	  
NetFlow	  monitoring)	  
– Sta/s/cs	  only	  up	  to	  TCP/UDP	  layer	  
– L7	  is	  much	  more	  complex	  computa/onally	  

•  Complete	  FPGA-‐based	  implementa/on	  of	  
monitoring?	  
– Hard	  to	  debug	  complex	  func/onality	  
– Hardware	  processing	  of	  L7	  is	  s/ll	  research	  topic	  
– Low	  flexibility	  

•  Can	  we	  find	  a	  compromise	  between	  the	  two?	  



SDM	  –	  observa/on	  1	  
•  Network	  traffic	  shows	  heavy-‐tail	  distribu/on	  
– Large	  por/on	  of	  traffic	  conveyed	  by	  small	  number	  
of	  heavy	  flows	  
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SDM	  –	  observa/on	  2	  
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SDM	  –	  observa/on	  3	  
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SDM	  -‐	  design	  

•  Hardware	  processing	  of	  heavy	  and	  
“uninteres/ng”	  flows	  
– Which	  make	  up	  most	  of	  the	  traffic!	  

•  SoRware	  decides	  about	  type	  of	  processing	  of	  
each	  flow	  
– Changing	  the	  soRware	  may	  reconfigure	  the	  
monitoring	  process	  completely	  

– SoRware	  plugins	  (C	  code	  with	  simple	  API)	  
– No	  need	  to	  know	  FPGA	  architecture,	  VHDL	  
programming	  



SDM	  –	  scheme	  
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Monitoroing	  hardware	  

•  Card	  with	  Virtex-‐7	  FPGA	  
•  CFP2	  op/cal	  module	  
–  100GBASE	  SR10	  or	  LR4	  

•  PCI-‐Express	  gen3	  x16	  
–  Up	  to	  128	  Gb/s	  

•  3x	  QDR	  500	  MHz,	  72Mb	  
•  8x	  DDR3	  800	  MHz,	  4Gb	  
•  Time	  sync	  input	  



SDM	  -‐	  status	  

•  Firmware	  implemented	  for	  8x10Gb	  card	  
– Throughput	  over	  40	  Gb/s,	  target	  100	  Gb/s	  

•  SoRware	  integra/on,	  lab	  tes/ng	  
•  Con/nuous	  feedback	  from	  INVEA-‐TECH	  
•  Planned:	  
– 100G	  card	  por/ng	  
– Live	  network	  tes/ng	  
– L7	  analyzers	  integra/on	  to	  soRware	  
– Pushing	  L7	  analysis	  to	  hardware	  



Thank	  you	  for	  your	  ajen/on	  


