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DATA (flow files) 

nfdump	
  

nfcapd	
  

!
[root@coyote CESNET]# nfdump -R 2013-03-23 -a -A srcport -O packets -c 10 'ipv6 and port 80'       !
Date first seen          Duration  Src Pt   Packets    Bytes      bps    Bpp Flows!
2013-03-22 23:54:49.319 86702.935      80   659.3 M  944.6 G   87.2 M   1432 6196556!
2013-03-23 00:09:15.140 85727.613   64384    853375   51.6 M     4816     60   175!
2013-03-23 00:00:34.056 86320.343   49323    780256   47.7 M     4420     61   753!
2013-03-23 00:01:23.621 85385.119   51751    749199   45.4 M     4252     60   539!
2013-03-23 00:07:57.868 85408.341   50581    566910   35.1 M     3290     61   694!
2013-03-23 00:05:06.579 85813.046   57051    530306   32.3 M     3013     60   302!
2013-03-22 23:59:21.001 86053.598   52146    511199   31.0 M     2885     60   436!
2013-03-23 00:01:21.189 85598.439   57820    511006   31.1 M     2902     60   259!
2013-03-23 00:02:57.606 86113.799   51973    510078   31.2 M     2899     61   541!
2013-03-23 19:29:34.936 13287.794   15921    507180  741.0 M   446133   1461    10!
Summary: total flows: 12453141, total bytes: 970.7 G, total packets: 932.3 M, avg bps: 89.6 
M, avg pps: 10752, avg bpp: 1041!
Time window: 2013-03-22 23:54:30 - 2013-03-23 23:59:59!
Total flows processed: 357589720, Blocks skipped: 0, Bytes read: 29652481420!
Sys: 82.882s flows/second: 4314422.9  Wall: 92.944s flows/second: 3847335.2 !
!



nfdump tool   

•  Primary supports reading nfcapd files and 
displaying data in the human readable form 

•  processing  - with minimal optimization 
•  Filtration using bpf/tcpdump syntax  
•  Aggregation  
•  Sorting 
•  Various type of outputs for post processing  (text, 

csv, binary) 
 



nfdump tool 

•  Difficult data post-processing using binary output   
•  Developing own tools for direct processing binary 

data 
–  Difficult to cope with new versions  
–  Risk of bringing new bugs into code    

•  “weird” behavior of some command line switches 
(eg.: -A –a; -R –M –r) 



nfdump and applications 

Application 
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nfcapd 

•  Parsing text outputs 
(CSV, pipe) 

•  Incredibly slow 
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redesign, testing, … 
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Netflow API - libnf 

libnf - glue code (C) 

perl 

DATA (nfcapd files) 

nfdump sources (C) 

python php … 



Netflow API - libnf 

libnf - glue code (C) 

Net::NfDump API (perl) 

DATA (nfcapd files) 

nfdump sources (C) 



  

$flow = new Net::NfDump( 

        InputFiles => 'datafile.nfcap', 

        Filter => 'src net 10.0.0.0/8', 

        Fields => 'proto, bytes' ); 
 

$flow->query(); 

 

while (my ($proto, $bytes)=$flow->fetchrow_array()) 
{ 

 $h{$proto} += $bytes; 
} 

 

$flow->finish(); 
 



Netflow API - libnf 

libnf - C 

API 

Application 

Nfdump sources 
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new version 
of nfdump 
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Adjusting API – manpower  

•  nfdump-1.6.9 : 1 hour (03/2013) 
•  nfdump-1.6.10 : 2 hours (05/2013) 
•  nfdump-1.6.10p1 : 20 minutes (08/2013) 
•  nfdump-1.6.11 : 1 hour (11/2013) 
•  nfdump-1.6.12 : 5 hours (04/2014 new data 

format) 



Performance	
  and	
  op.miza.on	
  



Libnf guts 

libnf 

nfdump sources 

application

API (perl) 

memory space 
of the instance 

object related to 
the instance

handler connecting 
object with instance

memory space 
shared amongst all 
instances



Libnf guts 

libnf (C)

nfdump (C)

application

API (perl) 

data files

input output

fetchrow storerow
bottleneck bottleneck 
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Net::NfDump - performance 



Net::NfDump - performance 



Test performance on your own  



Use	
  cases	
  



Extending data with AS numbers 

Input nfdump 
files 

libnf 

output nfdump 
files 

AS database 

BGP table (RIPE, …) 



!
01:  my $flow_src = new Net::NfDump(!
02:             InputFiles => [ ‘input1.nfcap’, ‘input2.nfcap’ ], !
03:             Fields     => 'srcip,dstip' );!
04:  my $flow_dst = new Net::NfDump(!
05:             OutputFile => ‘output.nfcap’, !
06:             Fields     => 'srcas,dstas' );!
07:!
08:  # exec query !
09:  $flow_src->query();!
10: !
11:  while (my ($srcip, $dstip) = $flow_src->fetchrow_array()) {!
12: !
13:     my $srcas = $BGP->lookup_raw($srcip);!
14:     my $dstas = $BGP->lookup_raw($dstip);!
15:!
16:     $flow_dst->clonerow($flow_src);!
17:     $flow_dst->storerow_array($srcas, $dstas);!
18:!
19: }!
20:!
21: $flow_src->finish();!
22: $flow_dst->finish(); !
	
  



Extending data with country codes 

Input nfdump 
files 

libnf 

output nfdump 
files 

MAXMIND database 



Communication – countries 



Communication – AS 



Removing one side of communication 

Input nfdump files 

libnf – removing identification of 
the remote side  

output nfdump files 



Netflow API - libnf 

•  Current version (0.14) based on  
nfdump-1.6.12 
– Supports : reading, writing, filtration, NSEL  
– Doesn’t support: aggregation, sorting 

•  Available via CPAN  
–  http://search.cpan.org/~tpoder/Net-NfDump/lib/Net/NfDump.pm 

–  On http://search.cpan.org key word nfdump 

•  Extra module for Longest Prefix Match (Net::IP:LPM)   
–  http://search.cpan.org/~tpoder/Net-IP-LPM/ 



Future extension 
•  SQL-like language to process netflow data  

•  Aggregation, statistics, sorting (probably on summer) 
•  Parallelization – experimental    

 
SELECT * FROM data/nfdump1.nfcap, data2/nfdump2.nfcap 
WHERE src host 147.229.3.10 
TIME WINDOW BETWEEN '2012-06-03' AND '2012-06-04’   
ORDER BY bytes LIMIT 100  
 

 
 
INSERT INTO data/nout_nfdump.nfcap (srcip, dstip, srcport, 
dstport)  
 


