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Kyushu Univ.: 20,000 Students and 10,000 faculties and officials
ASN 2508, 133.5.0.0/16
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Kyushu University WiFi Service: kitenet

• 1,046

• 117

• 33

• 1,196

11g Model

11n Model

3 Stream MIMO  Model

2 Stream MIMO  Model

Isolation Type, 
No central 
Switch Control 
like Cisco and 
Aruba etc.

POE

POE
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1,046

117

33



kitenet: 802.1x and Dynamic VLAN

Radius (FreeRadius) KU LDAP Service

802.1x
(PEAP, MSChapv2)

Any Client is acceptable.

Radius

KU Campus Network

Commercial Networks

Guest
yyyy

KU member
xxx@kitenet

eduroam (not yet)
zzzz@xxx.net

Accounting  data
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Monthly: How Many APs (wifi Access Points) are used.
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Log data saved by freeradius

radacct IP of AP0

IP of AP1

IP of AP2

detail-20140101

detail-20140102

detail-20140103

detail-20140104

Thu Jan  2 21:31:08 2014
Acct-Session-Id = "386D438F-00000007"
Acct-Status-Type = Start
Acct-Authentic = RADIUS
User-Name = "3TExxxxxx@kitenet”
NAS-IP-Address = 10.0.0.1
NAS-Port = 1
Called-Station-Id = “00-09-41-00-00-00:kitenet”
Calling-Station-Id = “44-4C-0C-00-00-00"
NAS-Port-Type = Wireless-802.11
Connect-Info = "CONNECT 54Mbps 802.11g"
Client-IP-Address = 10.0.0.1
Acct-Unique-Session-Id = "57012df6d7fd3230"
Stripped-User-Name = "3TExxxxxx"
Realm = "kitenet"
Timestamp = 1388665868

Thu Jan  2 21:32:34 2014
Acct-Session-Id = "386D438F-00000007"
Acct-Status-Type = Stop
Acct-Authentic = RADIUS
User-Name = "3TExxxxxx@kitenet"
NAS-IP-Address = 10.0.0.1
NAS-Port = 1
Called-Station-Id = "00-09-41-00-00-00:kitenet"
Calling-Station-Id = "44-4C-0C-00-00-00"
NAS-Port-Type = Wireless-802.11
Connect-Info = "CONNECT 54Mbps 802.11g"
Acct-Session-Time = 85
Client-IP-Address = 10.0.0.1
Acct-Unique-Session-Id = "57012df6d7fd3230"
Stripped-User-Name = "3TExxxxxx"
Realm = "kitenet"
Timestamp = 1388665954



ＡＰ dose not keep working.
AP can be powered off by POE Control.  

ID of AP
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How many terminals (Mac Address)

• 2007 245

• 2008    1,581

• 2009    4,287

• 2010    9,123

• 2011  16,262

• 2012  28,131

• 2013  37,212

• 2014  24,671 

(until 22th Apr.) 20142013201220112010200920082007

Number of Unique MAC Address
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Monthly: How many terminals (Mac Address)
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23/01/2014
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(Examination Period)
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ID of AP



0

100

200

300

400

500

600

0 500 1000 1500 2000

24/03/2014 (Sprint Vacation)
Number of Unique MAC Address

ID of AP



0

100

200

300

400

500

600

0 500 1000 1500 2000

25/03/2014

Event HallRestaurant

(Graduation Ceremony)
Number of Unique MAC Address

ID of AP



Ceremony Hall of Kyushu University
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How to find MAL user

NAT: Paloalto
1: DST Global IP -> SRC Private IP

DHCP
2: Private IP -> Mac Address

GlobalPrivate

Radius
3: Mac Address -> USR  ID

USR ID
Private IP
Mac Address

10.10.0.0/16

10.0.0.0/16

Global IP

Kitenet
Global IP



Future Plan: More Attractive Analysis (Except 
Power Management)

NAT: Paloalto
DST Global IP -> SRC Private IP

GlobalPrivate

Radius
Mac Address -> USR  ID

USR ID
Private IP
Mac Address

10.10.0.0/16

10.0.0.0/16

Accounting  data
Terminal Trend

Timing based Analysis

Traffic  data (sFlow)

Mobility



01/03 – 05/03/2015


