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Introduction

Motivation
#» To avoid manual initial configuration and update
#» Network device discovery
# Populates database with all network infrastructure data
# Keeps it up to date with periodic data updates

# Maintains an accurate overview of the network elements to support
efficient network operation and planning

» Asset Inventory Management

» Accurate inventory of all the hardware and software assets in an
organization

# Core of network management system

“To Know What We Have, Where It Is and How It Is Used”
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Network device discovery

B

Discover network devices by IP addresses
# Brut scan IP address range (ping, snmp)

Discover network devices, topology and IP address space

» Start with the seed router and go through the network topology
hop-by-hop
» Use next-hop from routing table
» Scan sub-networks on each interface and find connected routers
# Use CDP or LLDP

# Discover L3 network topology
# Discover IP address space — subnets on each interface

Discover network devices by MAC addresses - per LAN/VLAN
» Inspect ARP table on each router interface
# Pair IP and MAC addresses
# Find switches on the LAN
# Analyze forwarding tables on the switches
#* Be aware of DHCP pools in the network
# Discover L2 network t29 ology (forwarding tables, STP)
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Discover devices and its components

# Detect device type
# router, switch, UPS, host (Linux, Windows...)

¥ Detect device vendor
¥ Detect device model

¥ Detect device resources (attributes)
- System name, model, serial number

¥ Detect device components and their resources
# Interfaces
» Physical entities - modules, cards, CPU, memory...

# Logical entities — storage partitions, virtual memory, routing
tables, connected users, BGP peers, QoS policies etc.

» Software components — installed software, running processes...
¥ Using SNMP

+ from CLI

» from MIB browsers

» from program code using snmp libraries
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Using SNMP - CLI

» snmpwalk command
» snmpwalk -v 2c -c public 10.10.10.1

snmpwalk -v 2c -c xxxxx 147.91.x.x | more

SNMPv2-MIB: :sysDescr.0 = STRING: amres-core-J

SNMPV2-MIB: :sysObjectID.0 = OID: SNMPv2-SMI::enterprises.2636.1.1.1.2.25
DISMAN-EVENT-MIB: :sysUpTimelnstance = Timeticks: (200792781) 23 days, 5:45:27.81
SNMPv2-MIB: :sysContact.0 = STRING: helpdesk@rcub.bg.ac.rs

SNMPv2-MIB: :sysName.0 = STRING: amres-core-J-reQ

SNMPv2-MIB: :sysLocation.0 = STRING: Racunarski centar Univerziteta u Beogradu
(AMRES)

SNMPv2-MIB: :sysServices.0 = INTEGER: 4
IF-MIB::1fNumber.0 = INTEGER: 144

IF-MIB::iflIndex.1 INTEGER:
IF-MIB::1fIndex.4 = INTEGER:
IF-MIB::1fIndex.5 = INTEGER:
IF-MIB::1fIndex.6 = INTEGER:
IF-MIB:-:1fIndex.7 = INTEGER:
IF-MIB::1fIndex.8 = INTEGER:

0 ~No 01 bh

¢ lot of typing, lot of texts, impractical ®

24-25.4.2014, Prague, Campus network monitoring and security workshop, Slavko Gajin



Using SNMP — MIB browsers

# Navigation through MIB tree
# Inspect OID
¥ Choose a device and community
¥ Show retrieved results as a list and table
¥  Example:
# ICmyNet.MIB, module in ICmyNet framework (www.icmynet.com)

&ICmyNet Mitiog | MIB Flow NVIS Alarm

x

MIB Device 4 ospfAreaAggregateTable private hrSystem hrDeviceTable hrStorageTable lifTable system
MIB Tree amres-core-L Refresh
siuRequest | | Search oid value
- Hdode) sysDesgr g | 1500 105 Snftiwars, 572033 p Softwars (s72033_rp-ADVIPSERWICESKS _WAN-M), Version 12.2(33)5415, RELEASE SOFTWARE (Fe2) Techinical Support: bt (fuwses.cisco.comjtechsupport

Copyright (£} 1986-2010 by Cisco Systems, Inc. Compiled Sat 23-Oct-10 01:30 by pr
sysObjectID.0 .1.3.6.1.4.1.9,1.233
= directorv(1) sysUpTime .0 23 days, 2:52:52.27

sysContact. 0 helpdesk@roub.bg.acrs

- [linternet{1)

- Emamt(z)
syshame 0 amres-core-L
- Clmibe2(1) syslacation.0 Racunarski centar Univerziteta u Beogradu (AMRES)
_ sysoervices. 0 T
sysORLastChangs. 0 0:00:00,00
= sysDescr(l
« ¥ )
= sysObjsctID(2)
= sysUpTime(3)
=| sysContact(4)
Favorites
Shmp reports
Details M
Type Identifier
Name system
olD 1.3.6.1.2.11
Status current
Description

rY
~
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Standard MIBs

#» System (.1.3.6.1.2.1.1)
#» Name, description, uptime

oid value

Cisco I0S Software, s72033_rp Software (s72033_rp-A0WIPSERYICESKS ‘WAN-M), Yersion 12, 2(33)5XI5, RELEASE SOFTWARE (fc2)
sysDiescr.0  Technical Support: htkp: )/ fusane, cisco, comftechsupport Copyright §c) 1986-2010 by Cisco Syskems, Inc. Compiled Sak 23-Cck-10 01:30

by pr
sys0bjectID0  .1.3.6.1.4.1.9.1.283
sysldpTime. 0 23 daws, 2:52:52.27
sya_ontact,0  helpdesk@roub.bg.ac.rs
syablame. 0 | amres-core-L
sysLocation. 0 Racunarski centar Univerziteta u Beogradu (AMRES)
swsServices. 0 73
sysORLastChange. 0 0:00:00,00
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Standard MIBs

# Interfaces (IF-MIB)
# IfTable (.1.3.6.1.2.1.2.2), IfXTable (.1.3.6.1.2.1.31.1)

index ifindex ifDescr ifType ifMtu  ifSpeed  ifPhysAddress ifAdminStatus ifOperStatus  ifLastChange  ifInOctets ifInUl:asthtsI

A 1 GigahitEthernetl |1 ethermet-csmacd(6] | 1500 1000000000 00:0e:&4:da: 13:d0 upi1l upi1]) 0:0z:17.64 ZREIMET1Z RZEESE4T
2 2 GigahitEthernetl/z ethernet-csmacd{6) | 1500 1000000000 00:0s:534:da: 13:d1 upily upi1) 0021765 A7A2AI43T TO4EE2926
] 3 GigabitEthernetl/3 ethermet-csmacd(6) 1500 1000000000  00:0e:84:da:13:d2 upily upil) 0021765 2959258570 473057745
.4 4 GigahitEthernet1 /4 ethernet-csmacd{6) |~ 1500 1000000000 00:0e:&4:da:13:d3 upi1) downi 2 0:0zZ:14.58 i i
5 5 GigahitEthernetl /s ethernet-csmacd{6) 1500 1000000000 00:0e:3%:ed:1c:00 upil) upil) 11 days, 15:52:23.96 33911862 185971507
B & GigabitEthernetl 6 ethermet-csmacd(6) | 1500 1000000000 00:0e:84:da:13:d5 upily upil) | 10days, 2:41:55.62 4273939957 3087463275
7 7 GigabitEthernetl7 ethermet-csmacd(6) | 1500 1000000000 00:0e:34:da:13:d6 upily upil) 0:0z:18.28 TITE6E231 1951533053
i g  GigahitEthernetl /& ethernet-csmacd{6) |~ 1500 1000000000 00:0e:3%:ed:1c:00 upi1) upi 1) 0:0z2:15.28 FATEOTIEHE 17EETIYG2A
A 9 GigahitEthernet1 /2 ethernet-csmacd{6) 1500 1000000000 00:0e:3%:ed:1c:00 upil) upil) | 2 days, 3&50.17 3303904794 4214720187

10 10 GigabitEthernetl /10 ethernet-csmacdid) - 1500 1000000000 00:0s:3Med:1c:00 upi1) upil) 2 days, m38:50,24 3038651397 ATATITEEZS

index ifName ifInMulticastPkts ifinBroadcastPkts ifOutMulticastPkts ifOutBroadcastPkts ifHCInOctets ifHCInUcastPkts ifalias I

1 Gl FE120707 F1355372 FETHZE53 1996410 1022670777446 16512086470  Etherchannel, weza prva (1 Gbps, Trunk)
2 Gz 1360607 293944 19723159 FH429025 96133179097 734839690 | Poljoprivredni Fakultet {1 Ghps, trunk)
3 Giy3 4665644 BESIZT3 19409364 34209167 217717706023 473057747 | Mis {1 Gbps po SOH, trunk)
4 Giljd 0 ] 0 ] 0 0
S5 Gils 11006412 1054404 37059 Q05456 64435537241 188974249 Bogoslowski Fakulket {1 Sbps, routed)
B GijE 4795257 85285 12990370 33716209 1155414229074 20268349668 | Optika ka Yelikoj Plani
TOGiIT 3122770 26 16158071 3205780 1052514214647 1951642757 FOM {1Gbps, Trunk)
& Gilja 294674 2 231409 4 1155114065664 1785865535 Marodna biblioteka Srbije
9 Gl S1807a 1671 37053 & 16097221758425 17100341733 Etherchannel 1 prema anmres-core-J

10 G0 0 1 574757 1 15680226210699 18052705334 Etherchannel 2 prema amres-core-1
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Standard MIBs

»  Entity (ENTITY-MIB)
# Physical entity - entPhysicalTable (.1.3.6.1.2.1.47.1.1.1)

»

index entPhysicallndex entPhysicalDescr entPhysicalVendorType entPhysicalContainedIn entPhysicalClass entPhysicalParentRelPos entPhysicalName '
.1 Cisco Syskems Catalyst 6500 9-slot Chassis Syskem 1.3.6.1.4.1,92.12.3.1.3. 144 a chassis(3) -1 W5-CE509
2 Cisco Swskems Catalyst 6500 3-slot Phyysical Slot dE61.41.912351.5.1 1 container(S) 1 Phwsical Slot 1
.3 Cisco Syskems Catalyst 6500 3-slot Phyysical Slot 1.36,1.4.1.9,12,3.1.5.1 1 container(S) 2 Physical Slot 2
K Cisco Syskems Catalyst 6500 9-slot Physical Slot .1.36.1.4.1.9,12.3.1.5.1 1 container(s) 3 Physical slot 3
.5 Cisco Swskems Catalyst 6500 9-slot Phyysical Slot 1.536.1.4.1.9.12,3.1.5.1 1 container(S) 4 Physical Slat 4
B Cisco Syskems Catalyst 6500 9-slot Phyyvsical Slot 1.3.6.1.4.1.9,12,3.1.5.1 1 container(5) 5 Physical Slot 5
7 Cisco Syskems Catalyst 6500 9-slot Physical Slot 1.36,1.4.1.9,12,3.1.5.1 1 container(s) & Physical Slot &
g Cisco Syskems Catalyst 5500 2-slot Phyysical Slot .1.3.6.1.4.1.9,12.3.1.5.1 1 container(s) 7 Physical slot 7
.9 Cisco Swskems Catalyst 6500 3-slot Phyysical Slot AE61.4.1.912351.5.1 1 container(S) & Phwsical Slot &
10 Cisco Syskems Catalyst 6500 9-slat Physical Slot 1,36,1.4.1.9,12,3.1.5.1 1 container(s) 9 Physical Slot 2
A1 Cisco Syskems Catalyst 6500 9-slot backplane 1.36.1.4.1.9.12.3.1.4.14 1 backplanei4) 1  Backplane
Az PS5 1 Absent High Power Usage Sensor A561.41.91251.68.40 i1 sensar(f) 5 P31 Absent High Power Usage Sensor
13 fan-tray 1 Fan-Fail Sensor 1.3.6,1.4.1,9,12,3.1.8.37 11 sensor(g) 4 fan-tray 1 fan-Fail Sensor
14 Cantainer of Fan FRU .1.3.6.1.4.1,92.12.3.1.5.139 1 container(s) 10 Caonkainer of Fan FRU 1
.15 Chassis fan-tray 1 .1.3.6.1.4.1,9,12.3.1.7.50 14 fan(7) 1 fan-tray 1
A6 Container of Container of Power Supply AG61.41.912.5.1.5.140 1 container(S) 11 Conkainer of Container of Power Supply
A7 Container of Power Supply 1 1.361.41,9,12,3,1.5.141 16 container(S) 1 Conkainer of Power Supply 1
15 110J220w AC power supply, 2500 watk 1 1.3.6.1.4.1,.9,12.3.1.6.24 17 power3upply(e) 1 P31 WS-CAC-Z500W
.19 power-supply 1 Fan-fail Sensor 1.536.1.4.1.9.12,3.1.6.535 18 sensar(E) 1 power-supply 1 Fan-fail Sensor
20 power-supply 1 power-output-Fail Sensor 1.3.61.4.1,9,12,3.1.8.39 18 sensar(g) 2 power-supply 1 power-output-Fail Sensor

» Logical entity - entLogicalTable (.1.3.6.1.2.1.47.1.2.1)

index entlLogicallndex entLogicalDescr entLogicalType entLogicalCommunity entLogicalTAddress entLogicalTlDomain  entLogicalContextEnginelDd  entLogic

A wlani 1.3.6.1.2.1.17 33:5b:00:70:00: a1 1.3.6,1.6.1.1 &0:00:00:0%:03:00:00:0e:54:da: 15:d0 wlan-1

2 wlan1800 1.3.6.1.2.1.17 93:5b:00: 7000 a1 1.3.6,1.6,1.1 &0:00:00:09:03:00:00:0e:84:da: 153:d0 - wlan-1300
3 vlan1801 1.3.6.1.2.1.17 93:5h:00:70:00: 41 1.3.6.1.6.1.1 80:00:00:09:03:00:00:0e:84:da:13:d0  wlan-1801
4 wlan1506 1.3.6.1.2.1.17 33:5b:00:70:00: a1 1.3.6,1.6,1.1 &0:00:00:09:03:00:00:0e:84:da:153:d0 - wlan-1306
5 vlan1807 1.3.6.1.2.1.17 93:5b:00: 7000 a1 1.3.6,1.6,1.1 &0:00:00:09:03:00:00:0e:84:da: 153:d0 - wlan-1307
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Standard MIBs

»  IP (IP-MIB)
» ipAddrTable (.1.3.6.1.2.1.4.20) — used IP addresses

o

index ipadEntaddr ipAdEntIfindexz ipAdEntNetMask ipAdEntBcastaddr ipAdEntReasmMaxSize

91.187.146,17 0 91,187, 146,17 123 205,255.255.248 1 1a024
MH1.187.146.65 0 91,187.146.65 401 255,255.255.240 1 1a024
91.187.1558.1 01.187.1558.1 354 2558.255.254.0 1 1a0z24
AO1.187.158.6 01.187.158.6 254 255.255.254.0 1 12024
27,0051 127.0,0.51 fatd 225.0.0.0 1 1a024
» IpRouteTable (.1.3.6.1.2.1.4.21) — Routing table
index ipRouteDest ipRoutelflndex ipRouteMetricl ipRouteMetric2 ipRouteMetric3 ipRouteMetric4 ipRouteMextHop ipRouteType ipRouteProto
.0,0.0.0 0.0.0.0 26 ] -1 -1 -1 147.91.6.90 indirecti4) ospfi13)
10.8.0.0 10,800 29 Z1 -1 -1 -1 147.91.6.81 indirecti4) ospf{13)
.10,15.0.0 10,15.0.0 ] ] -1 -1 -1 147.91.7.79 indirecti4) local(Z)
91,187.1258.0 91.187.128.0 an z -1 -1 -1 147.91.7.106 indirecti4) ospfi13)
91,187.126.126  91.187.125.128 an z -1 -1 -1 147.91.7.106 indirecti4) ospf(13)
91,187.129.0 91,187.129.0 an 2 -1 -1 -1 147.91.7.106 indirecti4) ospfi13)
91,1587.130.0 91,187.130.0 an z -1 -1 -1 147.91.7.107 indirecti4) ospfi13)
» IpNetToMediaTable (.1.3.6.1.2.1.4.21), atTable .1.3.6.1.2.1.3.1 (ARP)
index ipNetToMedialfIndex ipNetToMediaPhysaddress ipNetToMediaNetAddress ipNetToMediaType
5.147.91,22001 5 00039 ed: 10:00 147.91.220.1 skakic(4)
5. 147.91.220.2 5 00:15:77:6a:20:00 147.91.220.2 dynamici3)
2 147,91, 220,35 =] 0022685968 38 147.91.220,3 dynamici3)
2. 147.91,220.27 5 00:20: 15 a0:5f 40 147,91, 220,27 dynamici3)

— 4 ma e e P 4 am o e
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Standard MIBs

b

ICMP (IP-MIB)
» IcmpStatsTable (.1.3.6.1.2.1.5.29) — statistics of ICMP packets

UDP (UDP-MIB)

» udpTable (.1.3.6.1.2.1.7.5)

oid
icrmpInMsgs. 0
icrmpInErrors,0
icrmpInDestUnreachs. 0
icmpInTimeE:xcds,0
icrmpInParmProbs,0
icrpInsroQuenchs. 0
icmpInRedirects,0
icmpInEchos.0
icmpInEchoReps.0
icrpInTimestamps. 0
icmpInTimestampReps.0
icrmpIndddeMasks,0
icmpIndddriMaskReps.0
icrpCukMsgs. 0
icrmpukErrors, 0
icrmpoutDestUnreachs. 0
icmp Ok TimeExxcds, 0
icrmpCukParmProbs, 0
icrpCut Sroduenchs. 0
icmpCutRedirecks,0
icrmpCukEchos. 0
icrpCutEchoR eps. 0

value

15089277
IHEI
29449
gr4d

0

3
10153536
153977545
167

1

1

1]

1
37127346
0
20217369
2933256
0

0

140

214
153977549

oid value

udpInDatagrams.0 5495291
udphoPorks, 0 1144158
udpInErrors.0 5

udpQutDatagrams. 0 461594451

index udplLocaladdress udplLocalPort
JA147.91.0,112.123 147.91.0.112 123
147.91.0.112.161 147.91.0.112 161
147.91.0,112.162 147.91.0.112 162
147.91.0.112.1645 147.91.0.112 1645
A47.91.0.112,1646 147.91.0.112 1646
147.91.0,112.1695 147.91.0.112 1695
147.91.0,112,2225 147.91.0.112 2228
JA47.91.0,112,52996 147.91.0.112 52996
147.91.0,112,59527 147.91.0.112 Sa527
J147.91.0,112.64805 147.91.0.112 54805
147,91 .4, 161,67 147.91.4.161 67
147.91.7.65.58345 147.91.7.65 58343
147.91.7.65,.58464 147.91.7.65 S54ed
147.91.7.65.64700 147.91.7.65 4700
224.0,1.40.496 224.0.1.40 495
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Standard MIBs

# TCP (TCP-MIB)
# tcpConnTable (.1.3.6.1.2.1.6.13)

oid

index
A47.91.0.112,52387.147.91.0,127.639

JA47.91.00112.57067, 147,91, 201, 228,639
JA47.91.00112.62776.147.91.0.124.6359

value

kepREoAlgorithm. 0 wani(4)
tcpREoMin, 0 300
bcpREoMax. 0 a0000
tcpMaxZonn. 0 -1
LcpactiveOpens. 0 6438
LcpPassiveOpens. 0 53
kephtkempkFails.0 0
kcpEstabResets.0 35
kcpCurrEskab.0 3
tcpInSegs. 0 10984511
fcpoubsegs. 0 10236300
tcpRetranssegs. 0 620

tcpConnState tcpConnlLocaladdress tcpConnLocalPort  tcpConnBemaAddress  tcpConnRemPort

eskablishedis) 147.91.0.112 52387 147.91.0.127 (]
establishedis) 147.91.0.112 S70a7 147,291,201, 228 (]
established(s) 147.91.0.112 BTG 147.91.0.124 B39

24-25.4.2014, Prague, Campus network monitoring and security workshop, Slavko Gajin



Device type specific MIBs

% How to recogize device type?

# Discovery test — retrieve values unique to the specific device type

% Routers

# Discovery test - How to recognize a router?

» Routing table? Hosts also have a routing table...

# sysServices (.1.3.6.1.2.1.1.7)
» bit position indicates OSI/TCP layer

» Example: 6 (dec) = 0110 (bin) — Layer 3 and Layer 2 (L3 switch)

¥ ipForwarding (.1.3.6.1.2.1.4.1) in IP-MIB
» forwarding(1) — for routing capable devices
» not-forwarding(2) — for all other devices
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oid

—>

ipForwarding.o
ipLefaultTTL.O
ipInReceives.O
ipInHdrErrars.0

ipIndddrErrars.0

ipFol

rwDakagramns.

ipInUnknovenProkos. 0

ipInDiscards.0
ipInDelivers.0

ipOuUtR equests.0
ipCutDiscards. 0
ipoutMoRoukes, 0

ipR

easmTimeout, 0

value

Forwarding(1)
255
3429105075
3753432
10036063
1135136864
]

1]

45091139
521372392
19525055
Gl

30



Device type specific MIBs - Routers

» BGP protocol (BPG4-MIB)
» bgpPeerTable (.1.3.6.1.2.1.15.3)

index .0.0.0.0 B2.40,125.177  .82.117,193.109  .147.,91.6.190 .147.91.6.214  .160.99.1.12 .195.111.106.254
bagpPeerIdentifier 195.111.97.66 62.40,97.1 89.216.7.253 147.91.0,139 75.28.128.1 160,99.1.12 195.111.97.66
bgpPeerState established(g) = established(s) established(6)  establishedis) = established(g)  establishedis)  established(s)
bgpPeeradminStatus skart(2) skark(2) skart(2) skark(2) skark(2) skark(2) skark(2)
bgpPeerMegotiatedVersion 4 4 4 4 4 4 4
hgpPeerLocalAddr 0.0.0.0 62.40,125.173  82.117.193.110  147.91.6.189  147.91.6.213  147.91.0,127  195.,111.106.253
bgpPeerLocalPort 42591 Seo47 179 59540 56115 56544 179
bgpPeerRemoteAddr 0.0.0.0 £2.40.125.177  §2.117.193.109  147.91.6.,190 147,916,214  160.99.1.12  195.111,106,254
bgpPeerRemotePort 179 179 31912 179 179 179 52243
bgpPeerRemotefs 1955 20965 3104z 6701 43752 133503 1955
bgpPeerInUpdates 320552 1660325 387 206797 g 3 2451507
bgpPeerDutUpdates 4 25 15 25 4 Q 24
bopPeerInTotalMessages 375231 16943500 39704 271326 BE42E BEFE1 2453324
bgpPeerOutTotalMessages 73039 IR039 42833 A3644 TZ2EE 72615 73059
baopPeerLastError 00:00 0&:06 04:00 04:00 04:00 04:00 0&:07
hapPeerFsmEstablishedTransitions 1 age K] 3 ] 3 1
bgpPeerFsmEstablishedTime 2015365 6lizzl 1151526 1755202 394247 211749 2015370
bgpPeerConnectRetryInteryal 32 32 3z 32 32 32 32
bgpPeerHoldTime an an an an an an an
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Device type specific MIBs - Routers

»  OSPF protocol (OSPF-MIB)
# ospfAreaTable (.1.3.6.1.2.1.14.2), ospfLsdbTabl (.1.3.6.1.2.1.14.4)

index L.000 1479010, 147.91.3.0 index 21.187.158.6.0  ,147.91.0.57.0 .147.91.0.112.0
ospfareald 0000 1479110 147.91.3.0 ospfIfipAddress 91.1587.1538.6 147.91.0,57 147.91.0.112
ospfauthType a a a ospfAddressLessIf 0 0 0
ospfImportAsExtern 1 2 2 ospfifareald 0.0.0.0 0.0.0.0 0.0.0.0
ospfSpfRuns £40 51 52 ospfIfType 1 3 3
ospfareaBdrR trCount 28 1 1 ospfIfAdminStat 1 1 1
ospfasBdrRtrCount 1z 0 1] ospfIfR trPriority 1 a o
ospfaArealsaCount 91 2 z ospflfTransitDelay 1 1 1
ospfareal saCksumSum 9536954 16543 26147 ospfIfRetransInterval 5 5 g
ospfareaSummary 2 | 1 ospfIfHelloInterval 10 10 10
ospfareaStatus ackivell)  active(l1) ackivel1) ospfIfR trDeadInteryal 40 40 40
ospfIfPollinterval 120 120 120
ospfIfState 5 2 2
ospfIfDesignatedRouter a1,187.158.6 0.0.0.0 0.0.0.0
ospfIfBackupDesignatedRouter 0.0.0.0 0.0.0.0 0.0.0.0
ospfIfEvents z 1 1
ospfIfauthkey
ospfIfStatus activel(l) activel(l) activel(l)
ospfIfMulticastForwarding 1 1 1
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Device type specific MIBs - Routers

¥ MPLS (MPLS-LSR-MIB, MPLS-VPN-MIB)

b
b

TEST PE

index
mplsInSegmentIfindex
mplsInSegmentLabel
mplsInSegmentNPop
mplsInSegmentAddrFamily
mplsInSegmentXCIndex
mplsInSegmentOwner
mplsInSegmentTrafficParamPtr
mplsInSegmentRowStatus
mplsInSegmentStorageType
mplsInSegmentAdminStatus

mplsInSegmentOperStatus

mplsinSegmentTable (.1.3.6.1.3.96.1.3)
mplsOutSegmentTable (.1.3.6.1.3.96.1.6)

TEST PE

0.0 .01 0.2 0.3 0013 M7 index 0.0 .1 0.2 0.3 0,13

mplsInSegmentOctets ] ] 0 0 ]

mplsInSegmentPackets ] ] 0 i ]

1 1 1 1 1 1 mplsInSegmentErrors 0 0 0 0 0

ipWa(1Y ipvar1)  ipvadly  ipveil)  ipwel)  ipvel) mplsInSegmentDiscards o o 0 ] o

1 513 1025 1537 BE57 aros mplsInSegmentHCOctets i i 0 0 i
other(1}  other(1}  other(1)  other{l) = otherf1}  other{1} mplsInSegmentPerfDiscontinuityTime 0:00:00.00 0:00:00.00 0:00:00,00 3:00:00.00  0:00:00.00 €

0.0 .00 0.0 .00 0.0 0.0
ackivel(1l)  active{l) active(l) activeil) active(l) ackivell)
volatile(2) wolatile(2) volatile(2) wolatile(Z) volatile(2) wolatile(2)

e w e wowwwo - mplsVpnVrfTable (011.3.6.1.3.118.1.2.2)

upil) upi1} upl1y upil) upi1) upil)

BG-PE Pivot  Refresh

index mpls¥pn¥riName mpls¥pn¥riDescription  mpls¥pnYrfRouteDistinguisher mpls¥pn¥rfCreationTime mpls¥pnyriC
\5.83.65,51.54.51 SA3TS - probni YRF gt [i00:12,50
\7.83.65,51.84,51.95,65 SASTI_A 13082:17 o0012.51
\7.86.80,78,45,66,73,79 YPM-BIO 10,130.24, 240032 m0oi1z.51
J8.80,105,110,103,45,86,80,74 Ping-VPM 147.91.0. 11712321 012,50
\9.86.80,75,45.65.53.54.62.79 YPM-A5TRO 10,130,22,220:30 00001251
A0,102,111,114,119,97,114,100,105, 110,103 noo:1z.51

L/ i



Device type specific MIBs - Switches

¢ BRIDGE-MIB
# Discovery test

» dotldBaseBridgeAddress (.1.3.6.1.2.1.17.1.1)
¥ dotldBasePortTable (.1.3.6.1.2.1.17.1.4)
b pairing switching ports with interfaces (ifTable)

index 1 2 3 4 B G012 130 131 152 134 13e L1570 138 1400 142 143 267 L2Te 2800 282
dot1ldBasePort 1 2 3 4 & 7 12 130 131 132 134 138 1537 1538 140 142 143 267 276 280 282
dot 1dBasePortIfindex 1 2 3 4 & 7 12 15 19 20 22 24 25 26 28 30 31 43 52 56 bt
dot1dBasePortCircuit

L0 .00 00 00 00 00 00 00 00 00 00 00 .00 .00

0.0 0 .00 00 000 000 000 .00
dotldBasePortDelayExceededDiscards 0 ] ] 1]

0 a a a a a a a 0 0 0 0 0 0

dotldBasePortMtuEzceededDiscards 0 ] 1 ] ] ] ] ] ] ] ] ] ] ] ] ] ] ] ] ] ]

» dotldTpFdbTable (.1.3.6.1.2.1.17.4.3)
» MAC switching table (CAM)
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Device type specific MIBs - Switches

oid value
¥ dotldStp (.1.3.6.1.2.1.17.2)
dok1d3tpProtocolSpecification. 0 unknowni1)
3 ST P | nfo dot1dskpPriority. 0 24577
dok1d3tpTimesinceTopologyChange. 0 0:02:10.00
dot1dstpTopChanges. 0 16384
dot1dstpDesignatedroot, 0 60:01:00:08:39:ed: 1o:00
dot1dStpRockiCast, 0 0
dotldStpRootPort.0 0
dotld3tpMaxdge. 0 2000
dot1d3tpHeloTime. 0 200
dok1d3tpHoldTime. 0 100
% ( )
s dotldStpPortTable -1-3-6-1-2-1-17-2-15 thldSthDrWardDEla'ﬁ".D 1500
. dot1d3tpBridgeMaxge. 0 2000
&
STP port Status dok1dstpBridgeHelaTime. 0 200
dot1dskpEridgeForwardDelay. 0 1500
index A 2 ] 4
dot1dStpPort 1 2 3 4
dot1ldStpPortPriority 128 128 128 128
dot1dStpPortState Farwarding(s) Farwarding(s) Farwarding(s) dizabled(1])
dot1dStpPortEnable enabled{1) enabled(1) enabled(1) enabled{1)
dot1dStpPortPathCost 4 4 4 4

dot1dStpPortDesignatedRoot
dot1dStpPortDesignatedCost 1] 0 0 1]
dot1dS5tpPortDesignatedBridge
dot1dStpPortDesignatedPort g0:03

g0:01 ooinE

dotidStpPortForwardTransitions 1 1 32 ]

60:00L;000e: 3% edi 100 6001000239 ed; 1000 | 6050100 0e; 3% ed: Lo 00 00:00;00:00:00:00;00:00

0010008 3% edi 100 6001000839 ed: 1000 | 605010008 3% ed: Lo;00 - 00:00;00:00:00:00;00:00

Q000
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Device type specific MIBs - Hosts

» HOST-RESOURCES-MIB

# Discovery test
» hrSystem (.1.3.6.1.2.1.25.1)
# these (.1.3.6.1.2.1.25.1.1), hrSystemDate (.1.3.6.1.2.1.25.1.2)

# hrStorageTable (.1.3.6.1.2.1.25.2.3)

index hrStoragelndex

1

3
-]
7
10
3l
33

36
37

1
3
&
7
10
31
35

36
37

hrStorageType

1.3.61.21.25.21.2
1.3.61.21.25.2.1.3
1.3.6.1.21.2521.1
1.3.6.1.2.1.25.2.1.1
1.3.61.2.1.252.1.3
1.3.61.21.252.1.4
1.3.6.1.2.1.25.2.1.4
1.361.21.:2521.4
1.3.6.1.21.25.2.1.4

hrStorageDescr  hrStorageasllocationUnits  hrStorageSize hrStoragelUsed  hrStorageallocationFailures

Pheysical memory 1024 2073340 1880032
Wirkual mernory: 1024 4113552 1880156
Memory buffers 1024 2073340 el
Cached memary 1024 1134492 1134492
Swap space 1024 2040212 124
| 4096 35933254 17421994 0
flatulald 1024 101086 33859 0
fdewshm 4096 259167 a 1]
Jhome 4096 299714385 22323480 0
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Device type specific MIBs - Hosts

# hrDeviceTable (.1.3.6.1.2.1.25.3.2)

index hrDevicelndex

it

TEY
A0ES
A0Z6
A0Z7
JA0ZE
1536
a07E

il

bl
1025
1026
1027
1023
1556
3072

hrDeviceType

1.5.8.1.2.1.25.3.1.3
d.581.21.25.5.1.5
1.3.8.1.2.1.25.3.1.4
1.3.8.1.2.1.25.3.1.4
1.353.8.1.2.1.25.3.1.4
1.5.8.1.2.1.25.5.1.4
1.5.8.1.2.1.25.5.1.6
1.5.6.1.2.1.25.5.1.12

hrDeviceDescr

Genuinelntel: Intel{R) ¥eonR) CPIL 5130 @ 2,005Hz
Genuinelntel: Intel{R) ¥eondR) CPIJ 5130 @ 2,005Hz
niebwiork interface lo

network interface eth0

nietwork interface ethl

niebwork interface sitd

PHILIPS CAVD-ROM SDROSS

Guessing that there's a floating point co-processor

¥ hrProcessorTable (.1.3.6.1.2.1.25.3.3)

indez hrProcessorFrwID hrProcessorLoad

RS
Fag

0.0
0.0

9
4

hrDevicelD hrDeviceStatus hrDeviceErrors

0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0

running;2)
runningl 2
down(S)
down(S)

Lo I o B o B o
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Vendors specific MIBs

# private.enterprises (.1.3.6.1.4.1) subtree
# cisco (.1.3.6.1.4.1.9)
» apc (.1.3.6.1.4.1.318)
# microsoft (.1.3.6.1.4.1.311)
# juniperMIB (.1.3.6.1.4.1.2636)
# vmware (.1.3.6.1.4.1.6876)

¥ Device model discovery

» Standard OID sysObjectID (.1.3.6.1.2.1.1.2)

¥ returns vendor specific OID which defines device model
¢ Example:

» sysObjectlD =.1.3.6.1.4.1.9.1.283

# CISCO-PRODUCTS-MIB (.1.3.6.1.4.1.9.1)

» OID .1.3.6.1.4.1.9.1.283
¢ type: Identifier
» name: Cat6509
» returns no date
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SNMP Report — Standard table

Standard table — Storage on the host
Problems:

8

index hrStorageIlndex

1

3
£
7
10
3l
35

3
a7

1
3
&
7
10
3l
35

36
37

b

s

et
e

e

s
e

Size and

Used space is given in special allocation unit (last column)

Can be different — 1024, 4096
How many MB we have?
How many free space we have?

¥ In GB
¢ 1N %
hrStorageType

1.3.61.2.1.25.2.1.2
1.3.61.21.25.2.1.3
1.3.6.1.21.25.2.1.1
1.3.6.1.21.25.2.1.1
1.3.6.1.2.1.25.2.1.3
1.3.6.1.2.1.25.2.1.4
1.3.6.1.21.25.2.1.4
1.3.61.2.1.25.2.1.4
1.3.61.2.1.25.2.1.4

hrStorageDescr hrStorageallocationUnits hrStorageSize hrStorageUsed hrStoragesllocationFailures

Phyesical mernory: 1024 2073340 1880032
Wirkual mernory: 1024 4113552 1880156
Memaory buffers 1024 2073340 BHZGS
Cached mermary 1024 1134492 1134492
Swap space 1024 2040212 124
! 4096 38933554 17421994 0
Jbionk 1024 1010386 33859 0
fdew shm 4096 FEO167 0 0
Jhorne 4096 299714385 22323480 0
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SNMP Report - Composite column

# Choose only columns of interest
¥ Adding advanced composite column

hr StorageDescr

Marme: |hrStnrageFree

hr Staragefllocation Units
¥} |hr5tnrageSize | Choose IEI
hrstorage Size |:E|

hr Storane zed |h rStoragelszed || Choose HEl

oz ]

‘4 add column 4 Add advanced column

hrStorageDescr hrStorageAllocationUnits hrStorageSize hrStorageUsed hrStorageFree
Swap space 1024 2040212 132 2040080
Physical memory 1024 2073340 2019196 54144
Virtual memory 1024 4113552 2019328 2094224
Memory buffers 1024 2073340 29244 2044096
Cached memory 1024 1253172 1253172 0
/ 4096 38933554 17426377 21507177

/boot 1024 101086 33859 67227
/dev/shm 4096 259167 0 259167
/home 4096 29971485 22323567 7647918
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SNMP Report - Composite column

¥ Free size in MB = (Size-Used)*AllocationUnit/1000000
# Free size in Perc =100*(Size-Used)/Size

MName: |hr5tnrageFreeMEﬁ | Marme: |hrStnrageFreeF"erc |
i [100 | Choose | ==
|hr5torage5ize | Choose == . _
- 1Y (
|hr5tnrageUsed | Choose == |hr5tnrage5ize | Choose || ==
+ =0 +0 - >
:' |hr5t-:-rageUsed |EhuusE -
S + =0 +0 hrStorageDescr hrStorageFreeMB hrStorageFreePerc
hrStorageAllocationUnits | Choose | == ) I I I
I i - Swap space 2089 99.99
[1000000 ||Ehuuse — hiStorage Size | Physical memory 55 2.61
Virtual memory 2144 50.91
Memory buffers 2093 98.59
Cached memory 0 0.00
/ 88093 55.24
/boot 69 66.50
/dev/shm 1062 100.00

24-25.4.20: /home ‘ 31326 25.52



SNMP Report — Multiple tables

# To configure your own SNMP output

#» Chose only columns of interest

¥ Combine data from different tables (example: ifTable, ifXTable)

index| ifindex ifDescr ifType ifMtu  ifSpeed  ifPhysaddress ifAdminStatus if0OperStatus ifLastChange  ifinOctets iﬂnUcasthtsI
A 1| GigahitEthernetl |1 ethermet-csmacd(6) | 1500 1000000000 00:0e:&4:da:13:d0 upi1l upi1]) 0:0z:17.64 ZREIMET1Z RZEESE4T
2 2| GigabitEthernetl/z ethernet-csmacd(E) | 1500 1000000000 00:0e:34:da:13:dl upily upil) 0i02:17.65 Q7263437 TO4EZ292E
] 3| GigahitEthernetl |3 ethermet-csmacd(B) | 1500 1000000000 00:0e:&4:da:13:d2 upi1l upi1]) 0:0z2:17.65 FARAZSEET0 473057745
4 4| GigahitEthernet1 /4 ethernet-csmacd{6) | 1500 1000000000 00:0e:54:da: 1 3:d3 upily dawri 2} 0:0z2:14.55 ] ]
5 5| GigabitEthernetl /s ethermet-csmacd(6) | 1500 1000000000 00:0e:3%ed:1c:00 upily upil) | 11 days, 15:52:23.96 33911862 188971807
& 6 GigabitEthernetl fa ethernet-csmacd{6) | 1500 1000000000 00:0e:34:da:13:d5 upill upil) | 10days, 2:41:55.62 4273959957 3067463275
7 7! GigabitEthernetl/7 ethermet-csmacd(6) | 1500 1000000000 00:0e:84:da: 1 3da upily upil) 00z2:18.28 TITEE231 1951538053
.0 0 GigabitCthernetl /0 ethernek-csmacd(o) 1500 1000000000 | 00:0=:2%:ad:1c:00 upil) upi1) 0:02:15.20 J97007I040 17OSFIGE0
L] 9 GigabitEthernetl /9 ethermet-csmacd(6) | 1500 1000000000 00:0e:3%:ed:1c:00 upily upil) | Zdays, i3&50,17 3303904794 4214720187

10 10) | GigabitEthernetlf10 ethernet-csmacd() | 1500 1000000000 00:0s:3%:ed:1c:00 upil) upil) | 2 days, 0:38:50.24 3033651397 37717523

index| ifName ifInMulticastPkts ifInBroadcastPkts ifOutMulticastPkts ifOutBroadcastPkts ifHCInOctets ifHCInUcastPkts ifalias l
A Gt FE1z20707 71355372 42653 1996410 102267907 77446 16512086470 Etherchannel, veza prva (1 abps, Trunk)
2| Gz 1380607 293544 19723159 24429025 96133179097 734839690 Poljoprivredni Falkultet (1 Ghps, trunk)
)G 4665644 BESIZ7S 19409564 34209167 217717706023 473057747 Mis (1 cbps po SDH, trunk)
A Gl 0 0 0 ] 0 0
SfGiLs 11006412 1054404 37059 Q03456 644583837241 188974249 Bogoslovsk Fakulket (1 Ghps, routed)
B Gl 4795257 39265 12590370 FAVI6E09  11554164229074 202653349663 Optika ka Yelkoj Plani
T Gl 3122770 26 16138071 34208730 1082514214642 1951642757 FOM (1Gbps, Trunk)
.Bf Gilfa 254674 2 251409 4 1155114065664 1785869535 Marodna bibliokeka Srbije
G 518076 1671 37053 6 160972217554258 171003417873 Etherchannel 1 prema amres-core-]

JA0)Gitfin 0 1 574757 1 15680226210699 16652789384 Etherchannel 2 prema amres-core-]
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SNMP Report — Multiple tables

# Solution: joining SNMP table - similar to SQL join
# specify source tables

» specify join conditions - columns from the tables which are
equeal

# select columns to be shown in output table (oredered)
#» Example - Joining ifTable and ifXTable

Source tahles: fTable | Choose | ==

if¥Table | Choose || ==+

Join conditions:

Conditian
|7|iﬂndex Choose |+ = |ifTable Choose | 4

Add new condition

ifhlarme X Tahk & (=
if Alizs X Tak # -
ifDescr Flabie &) (-
ifPhy=address Fran # (m
i Speed FTabie # -

%+ Add column =4 Add advanced column

HCECHOHO)
4 4 4 4 4



SNMP Report — Multiple tables

ifName

WLAMN-29
WLAM-400
WIE0
WLAM-FFE
WIET
W00
WIED
WLAM-410
W72
WLAN-F0

ifalias

Decija Klinika Tirsowa (1 Ghps)
Institut =& onkolodiju i radiolagiju
eduroam-ciscosss-L

Miz - Gigabit owver SDH

Mo Sad - Gigatit

ifDescr

unrouted WLAMN 29
unrouted WLAR 400
Wlango
unrouted WLAK 7FE
Wlang1
Wiarn30o
Wlan1 &0
unrouted WLAR 410
Wan172
unrouted WLAM 70
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# Joining ifTable and ifXTable — Resulting table

| ifPhysAddress ifSpeed | ifMtu
00:0e39ed ol 0 1400
00:0e:39ed:1d80 0 1500
00:0e:39ed:1c.00 1000000000 1500
00:0e39:ed 1105 0 1400
00:0e:39ed:1c00 1000000000 1500
0003921 00 1000000000 1500
00:0e:39:ed:1 c:00 1000000000 15600
00:0e:39ed:1d:9s 0 1500
00:0e:39:ed:1c.00 1000000000 1600
00:0e 39 ed:1 o8 0 1800



SNMP Report — Multiple tables

# Joining ifTable, ifXTable and ipAddrTable

ifDescr

unrouted YLARN 29
unrouted WLAR 400
WlanGo
unrouted WLAN 776
Wlang1
Wlang1
Wlan300
Wlan3ao
Wan1g0
unrocted WLAR 410

Wanl 72

Source tables: |iﬂ'ah|e | Choose |[==
if¥Table | Choose || =
ipAddrTable | Choose == 4
Join conditions: o
— Candition
ifTable Choose | + = ifXTable Choose |
— Condition
lifTable | Choose | + = lipAdEntifindes | Choose | +
ifName ipAdEntAddr ipAdEntMetMask ifPhysaddress
WLAM-29 - - 00:0e:539ed1c1d
WLaR-400 - - 00:0e:539:ed1d:80
WIED 14791 1261 266,265 2550 00:0e:39ed:1 200
WLAN-F7E - - 00:0e:39:ed 1105
WIE 147 .91 1987 256 266 266 128 00083881 c:00
WG 14791 1951 266 266 265 128 00:0e:39 ed:1c:00
w300 91 187 1581 2552652540 00:0e:39 81 c:00
w300 91 187 185 6 266,265 264 0 00:0e:39 ed:1c:00
WHED 147 91 5253 256 D56 266 262 00:0e:39ed:1 200
WLak-410 - - 00:0e:539.ed1d:8a
W2 147 91 51567 2586 2685 265 252 00:0e:39:ed:1c:00



¢ Interface and SPT information

Source tables:

Join conditions:

iflName | | ifalias

Fasr20 cizconlc-L-zervice4ort

GiaM weza ke cisco8508-L kontraleru
G2 Farmacia (1 Ghas, Trunk)

Fasr24 Weza ka cizoo2950-ucionica part TO-143
Fazi2g cizco-wic-R-zervice-port

Gl Etherchannel, veza prva (1 Ghps, Trunk)
Gil /2 Paoljoprivredni fakultet (1 Ghps, trunk)

SNMP Report — Multiple tables

# Joining 4 tables with different indexes

ot dStpPorTable | Choose | ==
dot1dBasePortTable | Choose ==
|iﬂ'ah|e | Choose | ==
|ifKTa|:||E | Choose == ==
—izondition —
iflndesx Choose | 4= = |ifxTable Choose | 4=
—icondition -
dot1dBaseFPortifindex Choose | 4 = |iflndex Choose | 4
r—icondition —
dot1dStpPort | Choose |+ = dot1dBasePort | Choose | +
ifAdminStatus ifOperStatus dot1dStpPortState ifPhysaddress ifSpeed
1 2 1 0001 H3 4 0h ed 100000000
1 1 5 0008 531 fed:50 1000000000
1 1 5 000 S a1 3k 1000000000
1 2 1 0007 63 os 1 100000000
1 2 1 00:01 6340613 10ao00aooa
1 1 [ 00084 :da13:d0 10ao0aooao
1 1 [ 00084 da1 2 1000000000 )



SNMP Report — Multiple tables

# Joining standard Entity table and Cisco specific table with CPU
load information

Source tables: ‘cpmCPUTotalTable | Choose || ==
|EﬂtF"h'_-,-'SiCE|TE|:I|E | Choose == <
Join conditions: o
Condition -
|cmeF‘UTutaIF‘h§,-'sin::allnds| Choose | == = |entF'h3,rsin:aITahIe Choose | ==
cpmCPUTotalPhysicallndex entPhysicalDescr cpmCPUTotal5secRey cpmCPUTotallminRey cpmCPUTotal5minRey
2017 CPU of Rouwting Processor & 14 16 19
2001 CPUof Switching Processar 5 22 il 22
3001 CPU of Module 1 it it i)
4001 CPU of Module 2 i3] a7 a7
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Device discovery

#» Discovery SNMP enabled devices
# by IP address - ping, SNMP, APR...
¥ Discovery device type
# Router, Switch, Linux, Windows, UPS, Printer...
» Discovery device resources — attributes
» Name, Description, MAC, Location, Uptime...
¥ Discovery device vendor
» Cisco, Juniper, HP, IBM, Microsoft...
¥ Discovery device model
¥ Discovery device components — sub-devices
# Interfaces — general for all network devices

# per device type - Processors, Memory, Modules, Storage, BGP
peers, Batteries...

¥ How to discover all types of devices, sub-devices, attributes,
vendors?
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Device model

# Configure device data model:
# Device types
» Device Resources
# Device Vendors
# Sub-device types
# Sub-device Resources
# Hierarchy and Inherency
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Device model

# Root of the Device model hierarchy
# “Network Device” — Generic SNMP enabled network device

E all Types
= é [ — Device Type Name: |Network Device |
Lwl Mrterface Description: |A generic netwark device |

SNMP Test Expression: | OID{.1.36.1.2.1.1.1.0) exists ) | @

Parent (optional): | | -~ |

+ Save
Resources
+ Add
# Mame Category oID
1 Name Name 136121150 Z) (=) @& ¥

# Discovery expression
¥ System OID

% Resources
# Name
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Device model

# Root of the Device model hierarchy
¢ “Interface” — Generic sub-device

E all Types
= @ Network Device Subdevice Type Mame: |Interface |
[ﬂ] Interface Description: |Interface |
Subdevice OID: 1361212211 |
Subdevice Category: | Interface | - |
Resources
4 Add
# Name Category oI1D
1 Name Name A3ET2131. 1411
2 Descriplion Inferface descrplion P R P A U A O

# Resources
» Name
¥ Description
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Device model

# New Device Type
# “Router”

| @

E all Types
= @ MNetwork Device Device Type Name: |R0uter |
bl Iiterace Diescription: |R0uter - Layer 3 device |
S @ SNMP Test Expression: |( OID(.1.3.6.1.2.1.4.1.0) string equals 1" AND OID{.1.3.6.1.2.1.1.7.0) bitmask "4" )
[l BGF peers Parent (optional): | Metwork Device | —|
kmd Physical Entity (o Save)
Resources
# Mame Category
1 Name Name 136121150
2 Description Description 136121110 #F) (=) (&) (¥)

¢ Parent — Network Device
# Discovery expression

® | matcha |~|[+]+0

W NS

[ oo [=|[ stingequais [+|[136121410

| I

oo |v|[ ommesk [+][138121170

% Resources
¥ Name — Inherent from Network Device
# Description — Newly defined
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Device model

¥ New Sub-device Type
¢ “BGP peers”

E all Types
= é Network Device Subdevice Type Name: |BGP peers |
m Intedace Description: |BGP peers |
2 5 Router Subdevice OID: 1.3.6.1.2.1.15.3.1.1 |
i Subdevice Category: | BGP peers | o |
bl Physical Entity V' Save
Resources
+ Add
# Mame Category 01D
1 Peer name Peer name 13612115311 Z) (= (&) (v
2 State State 13612116312 FaRC IRV SIS
3 Admin status Admin status 13612116313 Pl RV NI
4 LocallP Local IP 13612116315 s=a®

# Sub-device OID - Table

# Resources
# Specific OID from the sub-device table
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Device model

¥ New Sub-device Type
¢ “Physical Entity”

E all Types
= @ Network Device Subdevice Type Name: |F’hysical Entity |
= Description: |Physical entity on the device |
B &2 Router Subdevice OID- (1361214711112 |
e BGP peers Subdevice Category: | Physical Entity =]
™ o Save
Resources
+ Add
# Mame Category OID
1| Name Name 1361214714147 =@
2 Descripticn Description 1361214711142 AR Y WA J
3 | Class Class 4361214711115 (- (AW
4 | Model Mode! A36121471111.13 VARV SIN
5 | Serial number Serial number 4361214741111 (- (AW
] Parent Parent A381214711114 FaRC IRV SEA 4
7 | Position Position 1361214711116 £ (= (&) (¥)

# Sub-device OID - Table

# Resources
# Specific OID from the sub-device table
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Device model

# New Device Type

2

2 Al Types

“MPLS Router”

B & Network Device
=

B &2 Router

i BGP peers
L Physical Entity

=F-1 pLs Router

i

%

Device Type Name: |I'u"IF’LS Router |
Description: |I'u"IPLS Router |
SNMP Test Expression: |[ 0OID{.1.3.6.1.3.96.1.2.1.1.0) exists ) | _f
Parent (opticnal): | Router | - |
Resources
+aae

# Mame Category 01D

1.36.1.21.1.5.0

1 Name Mame

Parent — Network Device
# Discovery expression

Resources

¥ Name — Inherent from Network Device
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Device model

¥ New Sub-device Type
b “VRF”

2 Al Types
= @ Network Device Subdevice Type Name: |\."'RF |
= Description: |VRF |
B &2 Router Subdevice OID: 13.613.1181.2212 |
ml BGP peers Subdevice Category: | VRF [-]
L Physical Entity G
B 52 MPLS Router Resources
G + Add
# Mame Category OID
1 | WRF description WRF description 1.361.3.1181.221.2 £ (- .@:. v
2 Route distinguisher Route distinguisher 1361311812213 AR IRV YA 4
3 | Route number Route number 1361311813113 H=@a®

# Sub-device OID - Table

# Resources
# Specific OID from the sub-device table
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Device model

# New Device Type
¢ “Computer”

2 Al Types
= @ Metwork Device Device Type Name: |Computer |
= Description: |Host Computer |
B &2 Router SNMP Test Expression: (( OID(.1.3.6.1.2.1.25.1.1.0) exists ) |
iml BGP peers Parent (optional): | Network Device [=]
i Physical Entity ( Save)
= é MPLS Router Resources
o )
=F -
== - cateaory
lwl Host Physical Entity
1 Name MName 136121150
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Device model

¥ New Sub-device Type
¢ “Host Physical Entity”

2 Al Types
= @ Metwork Device Subdevice Type Name: |Host Physical Entity |
i Interace Description: |F’hysical Entity on the Host |
B &2 Router Subdevice OID: 1361212532 |
i BGP peers Subdevice Category: | Hest Physical Entity | - |
L Physical Entity  Save)
B &2 MPLS Router Resources
L VRF (4 Add)
= @ CI:IFI'IDUtEF # MName Category OI1D
i _
1 Name Name 136121253213 L (= (a) (¥
2 Status Status 136121263213 s = a®
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Device model

»  Example
E all Types
B & Network Device
Ll Iiterdace
B 52 Router
[l BGF peers

Lml Physical Entity
@ 52 MPLS Router
[ VRF
B &8 Computer
L Host Physical Entity

Devices

SR All Devices

B 52 amres-core-R [147.91.0.124]
I Interface
& physical Entity

B 52 BG-PE [147.91.4.12]
& Interface
& BGP pears
@@ RF

B 52 cisco3550-mnt [147.91.0.107]
& physical Entity
I Interface

B 52 cisco-bap [147.91.7.77]
@ Interface
I physical Entity
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Example

A

Devices | Mame:
| .
B @ Al Devices | Address:
Y Types:
EE ] amves-core R [147.91.0.124] MM
& Interface | Description:
& physical Entity |
B 52 BG-PE [147.91.4.12] Interface
& Interface
“ BGP peers Name Address
@ VRF Gi1H -
B 52 cisco3550-mnt [147.91.0.107] Giti2 147.91.6.51/30
@@ physical Entity Git/3 -
Git/d :
& Interface '
Git/5 -
B 5 cisco-bap [147.91.7.77] e )
& Interface GiliT -
& physical Entity Gitig -
& Exporter_147.91.255.13 [147.9 | &8 -
L GitHo -
| Git/11 -
I Gi1/12 -
Giti13 i
Giti14 i
GitH5 -
G116 -
GitHT i
Giti18 i
GitHg i
Giti20 -
Git/21 -
Giti22 i
Giti23 i
Git/24 i
Git/25 -
Giti26 -
Giti27 _
Git/28 -

amres-core-R
147.91.0.124

MNetwork Device, Router, MPLS Router
Cisco 105 Software, s72033_rp Software (s72033_rp-ADVIPSERVICESKS_WAN-M), Version 12.2(33)5xX15, RELEASE SOFTWARE (fc2) Tec

Oct-10 01:30 by pr

Description

RCUB cisco2960-rek2
amres-core-L Routing

amres-core-l AMRES - deakinirano
amres-core-) Trunk

Etherchannel 1 prema amres-core-J
Etherchannel 2 prema amres-core-J
lancom WLC

ciscob508-R

MCU Cusco 4510

Cisco3b60-hprek

Veza ka cisco2950-rek’
Etherchannel 1 prema amres-core-L
Etherchannel 2 prema amres-core-L

ACS Kontroler pristupa RCUE server sala
Cizcoh508-L

Cat2960-skole
Proba NAT za skole
Cat2960-skole
ASR1002-skole
C7201-mgmt

Rekd

JISP

JISP
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Name

G
G2
Gi/3
Git/4
Gil/5
Gil/6
GiT
Gil/g
Gil/9
GilMo
Gi1M11
G2
GitM3
G114
G115
GiM6
Gy
GiMg
Gi1M19
Gil/20
Git/21
Gi/22
Gi/23
Gil/24
Gi1/25
Gi1/26
Gi/27
Gil/28

Interface description

RCUB cisco2960-rekz2
amres-core-L Routing

amres-core-) AMRES - deakinvirano
amres-core-J) Trunk

Etherchannel 1 prema amres-core-J
Etherchannel 2 prema amres-core-J
lancom WLC

ciscob508-R

MCU Cusco 4510

Cisco3b60-hprek

Veza ka cisco2950-rek’
Etherchannel 1 prema amres-core-L
Etherchannel 2 prema amres-core-L

ALCS Kontroler pristupa RCUE server sala
Ciscoh508-L

Cat2960-skole
Proba MAT za skole
Cat2960-skole
ASR1002-skole
C7201-mgmt

Rekd

JISP

JISP




Exampl

Devices

2 @& all Devices

=] Smres-core-R [147.91.0.124]

@ Interface
& physical Entity
B =2 BG-PE [147.91.4.12]
@ Interface
% BGP peers
@@ RF
B 5 cisco3550-mnt [147.91.0.107]
@ physical Entity
@ Interface
B 52 cisco-bgp [147.91.7.77]
@ Interface
& physical Entity
@ Exporter_147.91.255.13 [147.9

Name

WS-CBR00-E

Physical Siot 1

Physical Skot 2

Physical Skt 3

Physical Skot 4

Physical Skot 5

Physical Skot 6

Physical Skt 7

Physical Skt 8

Physical Skot 9

Backplane

fan-tray 1 fan-fail Sensor

Container of Fan FRU 1

WS-CBE0S8-E-FAN 1

Container of Centainer of Power Supply
Container of Power Supphy 1

PS 1 WS-CAC-30000WW

power-supply 1 fan-fail Sensor
power-supply 1 power-output-fail Sensor
power-supply 1 power-output-mede Sensor
power-supply 1 incompatible with fan Sensor
power-supply 1 power-input Sensor
Container of Power Supply 2

PS 2 WS-CAC-3000W

power-supply 2 fan-fail Sensor
power-supply 2 power-cutput-fail Sensor
power-supply 2 power-cutput-mode Sensor
power-supply 2 incompatible with fan Sensor
power-supply 2 power-input Sensor
Sensor for counting number of OK VT Ts
Sensor for counting number of OK Clocks
Sensor for counting number of OK. Fans
Container of VTT 1

WE-CEK-VTT-E 1

WTT 1 OK Sensor

Description Class Model Serial number PositionPare

| Cisco Systems Catalyst 6500 9-slot Chassis System 3 WS-CEB09-E SMG1114NBCE |- o)

| Cisco Systems Catalyst 6500 S-siot Physical Siot | 5 | 1 | 1

| Cisco Systems Catalyst 6500 S-siot Physical Sot 5 |2 |1
Cisco Systems Catalyst 6500 9-slot Physical Skot 5 3 1
Cisco Systems Catalyst 6500 9-siot Physical Slot 5 4 1
Cisco Systems Catalyst 6500 S-slot Physical Skt &5 5 1
Cisco Systems Catalyst 6500 9-siot Physical Slot 5 6 1
Cisco Systems Catalyst 6500 9-skot Physical Slot 5 T 1
Cisco Systems Catalyst 6500 9-slot Physical Slot & 8 1
Cisco Systems Catalyst 6500 S-slot Physical Skt &5 5 1
Cisco Systems Catalyst 6500 9-siot backplane 4 1 1
fan-tray 1 fan-fail Sensor 8 4 11
Container of Fan FRU & 10 1
Enhanced 9-sket Fan Tray 1 7 WS-CEB08-E-FAN | DCH11070288 1 13
Container of Centainer of Power Supply &5 11 1
Container of Power Supphy 1 5 1 15
AC power supply, 3000 watt 1 [ WS-CAC-3000W | AZS10490KEW 1 16
power-supply 1 fan-fail Sensor 8 1 17
power-supply 1 power-output-fail Sensor & 2 17
power-supply 1 power-output-mede Sensor & 3 17
power-supply 1 incompatible with fan Sensor 3 4 17
power-supply 1 power-input Sensor 8 5 17
Container of Power Supply 2 5 2 15
AC power supply, 3000 watt 2 & WE-CAC-3000W AZS10480KFT 1 27
power-supply 2 fan-fail Sensor & 1 28
power-supply 2 power-cutput-fail Sensor 8 2 28
power-supply 2 power-cutput-mode Sensor 8 3 28
power-supply 2 incompatible with fan Sensor 8 4 28
power-supply 2 power-input Sensor & 5 28
Sensor for counting number of OK VT Ts & 1 11
Sensor for counting number of OK Clocks 8 2 11
Sensor for counting number of OK. Fans ] 1 11
Container of VTT & 1 11
WTT-E FRU 1 9 WE-CEKNVTT-E SMT1103P326 1 41
WTT-E FRU 1 OK Sensar 8 1 42
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Example

L i ' Name: BG-PE
2 @& Al Devices . Address: 14791412
Types: MNetwork Device, Router, MPLS Router

B =2 amres-core-R [147.91.0.124]
@ Interface || Description:
& physical Entity |

BE | 6G-PE [147.91.4.12] ' Physical Entity

@2 physical Entity

Cisco 105 Software, 7200 Software (CT200P-ADVENTERFPRISEKS-M), Version 15.2(4)M5, RELEASE SOFTWARE (fc2) Technical Support
http:/fwww cisco.com/techsupport Copyright (c) 1986-2013 by Cisco Systems, Inc. Compiled Fri 13-Sep-13 19212 by prod_rel_team

@ Interface Name Description Name Description Class Model Serial numberPo
> BGP peers Chassis Cisco 7201, 1-slot chassis Chassis Cisco 7201, 1-slot chassis 3 | CIscovzo 78011094 -1
@ WRF P& Skot 1 P4 Slot Container PA Skot 1 PA Slot Container 5 1
=] é cisco3550-mnt [147.91.0.107] ci201 Cisco 7201 Nebaork Processing Engine | c7.201 Cisco 7201 Network Processing Engine | 9 CISCOT201 JAE140415UE 1
@ physical Entity Sl_zP‘ Port Container V0 SFP Port Container Sl_zP Port Container O/0 SFP Port Container 5 1
Gil/o MVE44ED Internal MAC RJ45 Givo MYE4460 Internal MAC RJ45 10 1
® Interface SFP Port Container 0/1 SFP Port Container SFP Port Container 0/1 SFP Port Container 5 2
2 ‘;T_Q cisco-bgp [147.91.7.77] Gil/1 MVE4460 Internal MAC RJ45 Gil1 MYE4460 Internal MAC RJ45 10 2
@ Interface SFP Port Container V2 SFP Port Container SFP Port Container V2 SFP Port Container 5 3
> Physical Entity module 02 1000BaseT module /2 1000BaseT 5 1
GigabitEthernetl/2 MVE4LED Internal MALC GigabitEthernetli2 MYE4460 Internal MAC 10 1
< 2 Bxporter 147.91.255.13 11479 | | e 82546 FastEthemetDio 62546 10 4
3FF Port Container /3 SFP Port Container SFP Port Container V3 SFF Port Container b 4
Flash Card Slot Container CPU | Flash Card Slot Container CPU Flash Card Slot Container CPU | Flash Card Slot Container CPU 5 4
disk0 256MEB Compact Flash Disk for c7201 diskd 256ME Compact Flash Disk for c7201 9 MEM-7201-FLD256 1
ush 0 USE Port usb 0 USBE Port 10 5
PEM O Power Supply Container PEM D Power Supply Container 5 2
PEM 1 Power Supply Container PEM 1 Power Supply Container 5 3
Power Supply 1 Cisco 7201 AC Power Supply Power Supply 1 Cisco 7201 AC Power Supply 6 PWR-T201-AC 1
Power Supphy 2 Cisco 7201 AC Power Supply Power Supply 2 Cisco 7201 AC Power Supphy [ PWR-7201-AC 1
MNPE Inlet Temperature 0 MPE Inlet Temperature Sensor MPE Inlet Temperature 0 NPE Inlet Temperature Sensor ] 1
NPE Outlet Temperature 0 NPE Qutlet Temperature Sensor MNPE QOutlet Temperature 0 NPE Outlet Temperature Sensor 8 2
CPU Die Temperature 0 CPU Die Temperature Senscr CPU Die Temperature 0 CPU Die Temperature Senscr 3 3
+3.30 V Voltage O +3.30 V Voltage Sensor +3.30 V Voltage 0 +3.30 V Voltage Senscr 3 4
+1.50' Voltage O +1.50 \ Voltage Sensor +1.50 V Voltage 0 +1.50V Veoltage Sensor 3 5
+2.60V Voltage 0 +2.50 V Voltage Sensor +2.50 V Voltage 0 +2 60V Voltage Sensor 8 <]
+5.15\/ Voltage 0 +5.15 V Voltage Sensor +5.15 WV \oltage 0 +5.15 V Voltage Sensor ] 7
+1.20 V Voltage O +1.20 V Veltage Sensor +1.20 V \Voltage 0 +1.20 V' Voltage Sensor 3 a3
WDD_CPU Voltage O WDD_CPU Voltage Sensor VDD_CPU Veitage O WDD_CPU Veltage Sensor 3 5

-11.96 Voltage 0 -11.956 Voltage Sensor -11.956 Voltage 0 -11.95 Voltage Sensor 8 10

WTT Voltage 0 VTT Voltage Sensor VTT Voltage 0 WTT Woltage Sensor 3 11
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Example

Devices Interface
B @& Al Devices Name Address  Description Name Interface description
3 == ]
&= ammres-core-R [147.91.0.124] - i -
@ Interface G0 - G0
@ physical Entity Gil/ 10.10.0.2/30 | Link ka CSC-CE | Gi0/1 Link ka CSC-CE
SH) 56 pE [147.91.4.12] 02 10.81.36.220 Gz
Gi/3 i Gi/3
& Pphysical Entity
ol - Vol
@ Interface NuD ~ NuD
& BGP peers LoD 192.168.13.92 Lo0
@ VRE Lot 192.168.17.1 Lo
© &8 cisco3550-mnt [147.91.0.107] || o0 1521681750 Lo3t
© phveical En Lo32 192.163.17.32 Lo32
Physical Entity Lot17 147.91.0.117 Lo117
@ Interface Gion.2 10.10.0.5/30 Gioin2
B &2 cisco-bap [147.91.7.77] Gi/D.10 147.91.4.12/25 Gil/0.10
@ Intarface Gil/0.450 10.43.0.1/24 Gil/0.450
@ physical Entity GigabitEthernetl/1 | - GigabitEthernetl/1
: NV : NYO
@ Exporter_147.91.255.13 [147.9 LoB1 10.51.36.1 Lo61
Lo33 192.168.17.34 Lo33
LeiT i Lo17

BGP peers

Name Description Local IP  Peer name Admin statusState

0.0.0.0 = 0.0.0.0 0.0.0.0 1 1
0.0.0.0 - 0.0.0.0 0.0.0.0 1 1
0.0.0.0 = 0.0.0.0 0.0.0.0 2 1
150,254 160.47 | - 147.91.0117 | 150254 160,47 | 2 5
192 163.13.93 - 192 168.13.92 1921681393 2 [
VRF
Name Description VRF description Route distinguisherRoute number
= 147 .91.0.117:1 2
SA3T3 - prebni WRF - SA3T3 - prebni WVRF | 1:1 o
SA3T3_A = SA3T3_A 13002:17 1
YPN-BIO - YPN-BIO 10.130.24.240:32 1
Ping-VPN = Ping-VPN 147.91.0.117:12324 52
YPN-ASTRO - YPN-ASTRO 10.130.22.220:30 1




Example

‘Devica

i 8 & Al Devices
MR afrodita.rcub.bg.ac.rs [147.91.1)
! & Interface

@ Host Physical Entity
= amres-core-R [147.01.0.124]
=2 BG-PE [147.91.4.12]
52 cisco3550-mnt [147.91.0.107]
= cisco-bgp [147.91.7.77]

52 Device_147.91.1.120 [147.91.1
=2 Exporter_147.91.255.13 [147.2

W

Name: afroditarcub.bg.ac.ors
Address: 147.91.1.120

Types: Metwork Device, Computer
Description:

Interface

Name Address DescriptionNamelInterface description

b - o

ethd | 147.91.1.121/25 eth0
eth1 | - eth1
sith - sith

Host Physical Entity

Name Description

Genuinelntel: Intel(R) Xeon(R) CPU 5130 @ 2.00GHz | -
Genuinelntel: Intel{R) Xeon(R) CPU 5130 @ 2.00GHz | -
network interface ko -
network interface ethd -
netaork interface eth1 -
network interface sith -
PHILIPS DVD-ROM SDROBS -
Guessing that there's a floating point co-processor -
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Name

Genuinelntel: Intel{R) Xeon(R) CPU 5130 @ 2.00GHz
Genuinelntel: Intel(R) Xeon(R) CPU 5130 @ 2.00GHz
network interface ko

network interface eth

netaork interface eth

network interface sitd

PHILIPS DVD-ROM SDROSS

Guessing that there's a floating point co-processor

Status




Further challenges

# Hierarchy of entries in SNMP table

Devices *7
Name Description Class Model Serial numberPositionParent
B & Al Devices

© & sfrodita.cub.bg.acrs [147.91.1 Chassis Cisco 7201, 1-slot chassis 3 CISCOT201 78011094 -1 (]
TR T P Slot 1 P Slot Container g 1 1
% Interface cT2M Cisce 7201 Network Processing Engine | 9 CISCOT201 JAE14M41SUE | 1 1
& Host Physical Entity SFP Port Container 0/0 SFP Port Container 5 1 3
== amres-coreR [147.91.0.124] Goe MVESED Internal MAC RJ2E 10 ! ?
= é BG-PE [147.51.4.12] SI_:P Port Container 0/ SFP Port Container 5 2 3
Gil/1 MVEL460 Internal MAC RJ45 10 2 3
S Physical Entity SFP Port Container 0/2 SFP Port Container 5 3 3
&2 Chassis [Cisco 7201, 1... module 012 1000BaseT 9 1 8
@ PA Slot 1 [PA Slot Con... GigabitEthernstli2 MVE2480 Internal MAC 10 1 9
. & 7201 [Cisco 7201 Netw.. | FastEtnemetl/o 192546 o 4 3
X | ) SFF Port Container 043 SFF Port Container b 4 3
T 52 SFP Port Container 0/0... Fiash Card Siot Container CPL | Flash Card Skt Container CPU 5 4 3

== Gi0/0 [MV64460 Intema.. diskD 256ME Compact Flash Disk for <7201 | 9 MEM-7201-FLO256 1 13
=3 SFP Port Container 0/1... || usbo USB Port 10 5 3
S Gi0/1 [MV64460 Interna..| | PEMO Power Supply Container £ 2 !

& SFP Port Container 0/2... || o0 Poer Supply Container : :

Power Supphy 1 Cizco 7201 AC Power Supply [ PWR-7T201-AC 1 16

&2 module 0/2 [1000BaseT] Power Supply 2 Cisco 7201 AC Power Supply 6 | PWR7201-AC 1 17
= GigabitEthemet0/2 [MV...||  NPE Iniet Temperature 0 MPE Inlet Temperature Sensor 8 1 3
@ FastEthernetl/0 [i82546] MPE Outlet Temperature 0 MPE Outlet Temperature Sensor 8 2 3
@ SFP Port Container 0/3... CPU Die Temperature O CPU Die Temperature Sensor 3 3 3
+3.30 V Voltage 0 +3.30 V \oltage Sensor i 4 3
&2 Fiash Card Slot Contai... +1.50 V \oltage 0 +1.50 / \oitage Sensor 8 5 3
5= dick0 [256MB Compact F..|  .25gy Voltage 0 +2 50V Voltage Sensor 8 [ 3
@ ush 0 [USB Port] +5.16 % Voltage 0 <515V Voitage Sensor 8 7 3
& PEM 0 [Power Supply Co.| | +1:20 ¥ Voltage 0 +1.20 V Voltage Sensor 3 3 3
i ; - o VDD_CPU Voltage 0 VDD_CPU Voltage Senser 3 ] 3

Ad O el n Ad O el Fad . A '1 ..
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Further challenges

# Hierarchy of entries from one SNMP table

# Solution
» “Where” clause
» Inherent Index from the parent object

# Populate all entries that match where clause criteria

»  Example:
# root entity:
select from entPhysicalTable
where entPhysicalContainedin = 0
» sub-entity:
select from entPhysicalTable
where entPhysicalContainedIn = <parentindex>
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Further challenges

# Hierarchy of entries from multiple SNMP tables

# Solution
» “Where” clause
» Inherent Index from the parent object
» Support joining tables

#» Example: Cisco QoS policy

cisco#show policy-map
Policy Map QOS-STUDY

Class EMAIL
bandwidth 128

Class MUSIC
bandwidth 32000
shape average 100000 400 400
queue-limit 100
fair-queue
fair-queue individual-lTimit 10000

Class VOICE
priority 256
set dscp csl
police 500000 15625 15625 conform-action transmit exceed-action drop
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Cisco QoS policy

# Discover Policy on the Interface

. ] ifTable
chQosServicePolicyTable
ifindex ifDescr
index chQosPolicyIndex cbQosIfType chQosPolicyDirection chQosIfindex
16 | GigabitEthernetl 16
256 mainInkerface(l) inpuki 1) 16 —

i i 17  GigabitEthernetz)1
mainInterface]1) input(1) 19 bt
mainInterfacell) input(1) 20 18  GigabitEthernet2(2

12  GigabitEthernetzf3
20 GigabitEthernetz)4
chbQos0bjectsTable
i cbQosObjectsIndex chbQosConfigindex cbQosObjectsType chQosParentObjectsIndex i Where"
25E)Z56 439856 policymapl 1) 0 ‘: |
256,1515683 7725550 policel 7 11021041
206.4224289 6935753 classmap(2) 256
\256.4694566 a7o921a8 matchakatemnent(3) 11021041
\256,9440051 9124931 policel 71 4224269
\Z56,9502753 1593 classmap(z) 756

cbQosPolicyMapCigTable
Interface GigabitEthernet1/16
Policy dos |(256)

index cbQosPo apMName cbQosPolicyMapDesc

439856 | |dos
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Cisco QoS policy

# Discover Class-map on the Policy

Interface GigabitEthe

Policy dos

cbQos0bjectsTable

index cbQos0ObjectsIndex chQosConfiglndex cbQosObjects

206,256
296, 1515633
2ol 4224259
250, 4654560
296, 9440051
20, 9502733

cbQosCHICfgTable

rnetl/16

(256)

index chQosCMName cbQosCMDesc chQosCMInfo

1593 ‘ class-defaulk
3479313 dos-icmp .
BAEETES ‘ dos-kcpsyn

rakchdmy 3]
makchallZ)
makchalliz)

sParentObjectsIndex
439856 policymapl 1) 0
7725555 police 7 11021041
GBO3ETES classmap(2) 256
arE9218 maktchStaterment3) 11021041 '
9174931 policed 7 4774289
1593 classmap(2) 256
Interface GigabitEthernetl/16
Policy dos (256)
Class mad dos-tcpsyn
Class magd class-detault

[4224289)
[9502753]
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Cisco QoS policy

# Discover Match statement on the Class-map

Interface GigabitEthernet1/16
Policy dos (256)

Class map dos-tcpsyn|(4224289)

Class map class-default (9502753)

cbQos0bjectsTable

index cbQosObjectsIndex chQosConfiglndex cbQosObjects cbosParentObjectsIndex

256, 256 439856 policymapl 0
256,1515653 7725555 policel 7) 11021041
.256.4224259 BR3E753 Classmmap(2) 256
2564694866 37592148 rnakchStatenmenti3) 11021041
206, 9440051 2124951 policed 7 4224259

25 ) 1593 classmap( ) pala]
2549510434 4031314 rnatchSkatement(3) 4224289

cbosMatchStmtCigTable

index b Interface GigabitEthernetl/16
1594 Policy dos (256)
40131314 | Makch access-group name dos-kopsyn I

ATS9218  Makch access-group name dos-icmp CIaSS map dOS'thsyn (4224289)
Match dos-tcpsyn (0510434
Class map class-default (9502753)
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Cisco QoS policy

# Take statistics for the Class map

Interface GigabitEthernetl/16
Policy dos (256)

(4224289)
(9510434)

chQosCMStatsTable
sCMPrePolicyByte chQosCMPrePolicyByte6d chQosCMPrePolicyBitRate
2564224289 235200 235200 i
+£08, 9502753 963752 963752 40
L256,11021041 o 0 0
(304, 19495459 1 i v s e 136
L2304, 10002465 o 0 0
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Cisco QoS policy

B 52 C7201-mamt
= SEE

B 52 Policy Map tol CPE-20M-PAREN,

=
=

=

B 52 Class class-default

B 52 Palicy Map tol CPE-20M-(
B 52 class vaice
;-.;;‘ Match access-grou
=2 Queusing 512 64 |
B 52 Class class-default
2 Queusing 16925 £
5'_;' Match any
B 52 rlass CriticalData
='.;J Match dscp af31 (2
5'_;‘ Match mpls experin
=2 Queusing 1536 64
B 52 Class Routing
;-.'-;‘ Match dscp cs6 (<
= Queusing 1024 64
;-.;;‘ Match rmpls expetin
=2 Traffic Shaping 2000000
5'_;' Match any
GI0JO [Out]
Gi0f1 [Mgrnt]
Ging2
Gi0y3
Wad
[0
Gi0{0.497 [Out-mMarnt]
0

Name: Fansm
Description:

ifSpeed: 100000000
ifdacAddr: A543 e1: 78918
(J08 Settings

Mame Description

Policy Map toLCPE-20M-PAREMNT output -

Name: Class Routing
Description:
chQosCMInfo: matchdny

JoS Statements

MName Description

Match d=cp csb (48] -
Cueueing 1024 64 kbps falze falze 64 000 packets -

Name: Class class-default
Description:
chQosCMInfo: matchany
(05 Settings
Name Description

Palicy Map tal CPE-20M-CHILD -

)OS Statements

Mame Description

Traffic Shaping 20000000 O 50000 80000 falze 0 average bps 00 -
Match any -

Match mpls experimertal toprost & -

MName:

Description:
cbQosTSCigRate:
cbQosTSCIgExtBurstTime:
cbQosTSCigBurstSize:
cbQosTSCigExtBursiSize:
cbhQosTSCigAdaptiveEnabled:
chQosTSCigAdaptiveRate:
cbQosTSCigLimitType:
cbQosTSCigRateType:
cbhQosTSCigPercentRateValue:
cbQosTSCigBurstTime:

Traffic Shaping 20000000 0 80000 80000 false O average bps 00

20000000
1]

go0a0
go0aa
false

]

average
hps

]

1]
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Further development

# Provide hierarchy of entities

# Provide joining with “where” clause

¥ Extract individual index from composite index

# Improve user interface (full object management)

» Extend data model with performance monitoring elements
»  Configure monitoring roles on devices and sub-devices
»  Automatic populate monitoring system

»  The core of the new integrated NMS platform — ICmyNet.NMS

¥ Integrated with the existing modules:
# ICmyNet.MIB, ICmyNet.Multilog, ICmyNet.Flow
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Integrated monitoring solution

» 1ICmyNet.Multilog

» Syslog and SNMP trap collector and analyzer

# Logs distribution per syslog severities and devices
» Text filter message body

# Show and analyze data from years to miliseconds

| 2
24, Apr 2014, 09:53 + 24, Apr 2014, 09:53 [ (W
Syslog SNMP Trap System ! { It f

[RE2] AN

(& Refresh (Clear) |Show names

bar =5 minutes Severity Logs Distribution Exporter Logs Distribution
0 00% I 14791 463 £53,300)
4k 2,008 02% 47914226 44,940
708 01% W 14791426 44,662
wagze B 114wn | RS 26,169
3k 4315 | 37w I 14731475 25,762
5 a4 || 33n [ 147915200 2343
e ag7,363 [0 E39% I 14791 5202 23,096
sa0112 [NER.4% W 7ol 918,543
Tk 919543
0k
1000 1zio0 1400 18:00 1800 0 20000 2200 00:00 0200 O04i00 06100 08:00
. Exporter Severity Facility Message
’ = wapi: [201 40424 T07:63:1 0. 5862 jauctjyituos |1 763733 INET 0.0.0.0:80 handler hitpird_updstes DreSEb5245eebfjsudt]
242014,0953:10605 | 147.914 53 6 — Informational NI CE]
it - LI oosl Hse (irackidel S5553005531 dB28Re2024 30230250 LOCAL_SUPERUSER " \ALLOWED' ‘0K 'HTTP Hitpird_updstes' 0)
o 242014, 1930606 | 14791463 b 21 Lol Lss & »api: [debuglvituos |1 763733 INET 0.0.0. 0.80|Get RRD updates. D77cabBdc540s xapi] hand_over_connection GET ire_updates to iuarfapibep-
i Z rrelel foriarcied
oy EATT, (RERIGED | VD BER BRI ;- 5vooo-rtemel Ciscos508-R: *dot! xMsn Task: Spr 24 08:02.38. 533 %DOT1X-3-MAX_EAP_RETRIES: 1x_auth_pae.c:3136 Max EAP derlity request retries (31
i U=EY excegdsd for client 7o:ed:d3:01:2006:
api: [debuglvituos |1 76371 9scan one Diaskifazea0lhelpers] lonoring exception: SR_BACKEND_FAILURE_47: [ ; The SRis nat available [opterr=no
Apr 242014, 095309406 14791 483 iz Debug 21 - Locel Use § such directory frariunisr-mourt DBE75607-D669-21 ba-dBec-2390441 5icas)]; | while scarning SF OpayueRef sbi0B611-29241 023-co 1 d3E387:1 66
Apr 24 2014, 09:53:09.406 147.91 4 83 7 - Debug 2 - Local Use 5 xapi: [debuglvirtuos[1 76371 9|zcan one Dfaskbfd2c80|mecoen] <api==x=api (khel="(xXML"]);
L[> | Page

»|
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Integrated monitoring solution

» ICmyNet.Flow
» NetFlow/IPFIX collector and analyzer
¥ Data aggregation per exporters, interfaces, traffic pattern, subnets
Hosts, Conversations, Services, Protocols, QOS, AS
Row data analysis
Alarms

s o e

@ I c myN et How MIB MultiLog Alarm

01, Apr 2014, 03:20 + 01, Apr 2014, 18:30. | @ 4 ()
Top N Raw Data Dverview Host Conversation service Protocol oS AS
Evporters ] oo @l o @l v @Bl 7o | o ORefresh’ - Report
lul FEI[HL[RIS] - 20k
(G Fazja2 [UPS APC Mreza .., amres-core-L :: ¥I7 (Router UH Ylan), +Out/~In (Src) Q
[ Fa343 [UPS APC Mreza .., 400 M ok
(@ Fa3/44 [RTMOM privemena] A0k nacketss
300 M
Lwl Fa3/43 [Metlls 2 int] 2k
[l Fa3/46 [Cisco-EDE] ‘a 200 M ok
Lw Fa3j47 [amres-core-TR... =
100 M 2k
Ll Fa3/4a [amres-care-JR.., flows/s

« i GISi1 [weza ka ciscoss... om Al out(sec) -
—_—
[l GiS{2 [Telekorn (100 Mb...
i1 [Cisca Management: ... -om
Gl 5 . 04:00 06:00 08:00 10:00 1z:00 14:00 16:00 18:00 [} L | L
[l EOOJO
Ll BUO Qut (Src) In {Src) Total (Src)

outer UH 4lan]

Hosts Avg Max Avg Max Avg Max
[ LoO [Router ID]

ii Lol [Mis 155Mhﬁs = . 14781143 '1 Mbps (148 %) 71.8 Mbps 181.7 bps (<0.1 %) SBkbps .5_1 Mbps (123 %) 71.8 Mhbps

Traffic Patterns W a7z ' 8 Mops (144 %) BE S Mops 127 hps (<01 %) 387 Dbps la.s Mips (1.9 %) BE.5 Wops
Subnet Sets 147 91141 '& 2 Mbps (137 %) 56.3 Mops 1490bps (0.1 %) 46 khps l;a 2 Mbps (113 %) 50.3 Mops
Favorites | RERETRR l 8 Mbps (132 %) B1.1 Mbps 1620 bps (<01 %) 4.6 kbps l;1 S Mbps (108 %) B1.1 Mops
System 147 81.1.44 .0 1 Mops (124 %) 95.2 Mbps 191 bps (<01 %) 584.0bps 50.1 Mhps (103 %) 56.2 Maps
Details x W 147 0120428 00kps @O %) O00bps |08 s (138 %) 361 Mips | 95Mps33%) 361 Mops

»
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# 1CmyNet.

Flow

» NetFlow/IPFIX collector and analyzer
¥ Data aggregation per exporters, interfaces, traffic pattern, subnets

s o e

Integrated monitoring solution

Hosts, Conversations, Services, Protocols, QOS, AS
Row data analysis
Alarms

& ICmyNet

Top N Raw Data
Exporters
Traffic Patterns

© <@ all patterns
B 47 akadernska Mreza Srbije

3 GRF - Gradeninski fakultet
P MAS - Maginski fakultet
@ 3 &F - rhitektonski Fakultet
223 2l Blacked Traffic

B {3 147.91.16.0/20
Z WINCA 1 - Institut za rukle
2 GRF - Gradevinski fakultet
2F MAS - Matineki fakulter
* BF - Arhitektonski Fakultet
B £ AMRES IPve
F 200141701432
L] |
Subnet Sets

Favorites
System

Details a

Flow

MIB

MultiLog

Alarm

31, Mar 2014, 23:23 + Oz, Apr 2014, 0146

. Cthers

| R

447 bps (03 %)

(A7 RERRaa e.1 cers
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| arasips eaw

[EERERRaER 251 1o

Overview Subnet Host Conversation Service Protocol 0oS AS
i Akademska Mreza Srbije :: 147.91.16.0/20, +Out/-In Q} .
100
50k
or Ll
50k
B
)
£ 100 k
150 k
200 k
250 k
00:00  02:00  04:00 0600  08:00  10:00  12:00  14:00  16:00  18:00  Z0:00  2Z:00  00:00
Out In Total
Subnets Avg Max Avg Max Avg ~ Max
W oF - artitektonski Fakutet [@BKbps 20 %) saskeps  [NRDMBEs 651 %) 2520kbos  [i20Mkes (77 %) 259.3 ks
W NG T - Instiut 25 nukle ks sos s v2swms [(0keps w0z 12aaioos [HBKeps (84 %) 1276 kbps
M GRF - Gradevinski fakulte: -khps (27.0 %) 45.8 khps I BO08 bps (4.7 %) 10.6 khps . B kbps (149 %) 46.5 khps
W Mo - Madinsk fakutet (8 l Skbps (132 %) 18.1 khps I 12kbps B7 %) 130kkps I 3ikbps @7 %) 265 khps

| stesips 06 %

(TS REEEREETN | 204 4 s

B vl (4

) Refresh - |Report

=

-Z0
packets/s
0.6
a
-0.6
flovs/s

Out (S}

»



Integrated monitoring solution

» ICmyNet.Flow
» NetFlow/IPFIX collector and analyzer
»  Data aggregation per exporters, interfaces, traffic pattern, subnets

v

» Hosts, Conversations, Services, Protocols, QOS, AS
* Row data analysis

» Alarms

31, Mar 2014, 00:00 + 02, Apr 2014, 2359 0] v 4 b
Top N Raw Data Files Flows
&) Request - Details (X Clear
[ Mar - 2014
6 31 Mar Start Time End Time Duration ‘ srclIP O I Src Port O I DstIP O i Dst Port O 0 Protocol O I TOS

[ 13n 31032014 1349:65 969 31032014 13:49:6687 0128 sec 69171 24816 HTTPS 160.98.71.178 48671 TCR i
= 1h F1-03-201413:49:56 609 31-03-2014 13:49:56 609 0.0 =ec 87237 206,99 HTTP 1479117331 33085 TCP o
:j i:: 31032014 134965 969 31032014 13496633 054 sec 3113647 HTTPS 147.912948 38951 TCR i
1 17h F1-03-201413:49:55.969  31-03-2014 13:49:55959 0.0 zec 14791 244 8 39951 313647 HTTRS TCR o
) 18h 31-03-2014 13:49:55 969 31032014 134956545 0578 sec 14791144 HTTP-Proxy 14791362 51480 TCP [i]
14 [ 19h F1-03-201413:49:56.863  31-03-2014 13:49:56.161 | 0192 sec 147.91.1.44 HTTP-Froxy 14781362 &1462 TCR o
[ 20h 31032014 13:49:55.969 31032014 13:49.55.969 0.0 sec 160.99.71.178 49571 £9.171.248.16 HTTPS TCP [
= 21h 31032014 13:49:55 869 31032014 13:49:66161 | 0192 sec 147 8117331 52663 80.165.249.44 HTTP TCR i
) 22h 31-03-201413:49:55.969  31-03-2014 13:49:56 546 0576 sec 147.91.1.44 HTTP-Proxy 14791362 51465 TCP o
= 23h 31032014 134965 969 31032014 134966545 | 0678 sec 14781144 HTTP-Froxy 147 91362 51483 TCR i
5 Apr - 2014 31-03-201413:49:55.968  31-03-2014 13:49:55956 0.0 sec 147912222 38362 91.2226.74 HTTP TCP o
31-03-2014 134965 968 31032014 134955968 | 0.0 3ec 91722674 HTTP 147912222 35382 TCR i
F1-03-201413:49:56.868  31-03-2014 13:49:66.160 0192 sec 7712217131 1221 1608341 208 11964 TCP o
31032014 134956 608 31032014 134956608 | 0.0 sec 14791144 HTTP-Proxy 91.187.144.127 3676 TCR [
31032014 134966 608 31032014 134966736 | 0128 sec 14781 244 8 0351 9120818100 HTTP TCR o
F1-03-201413:49:55963 31032014 13:49:56 255 | 0.320 sec 46130108 229 53857 1609941 203 3751 TCP o

31-03-2014 153:49:65 968 31032014 13:49:66.224 0268 sec 14789117331 2195 173.182.202.130 HTTR TCR [ .

Page 1 > ~

24-25.4.2014, Prague, Campus network monitoring and security workshop, Slavko Gajin



Integrated monitoring solution

» ICmyNet.Flow
» NetFlow/IPFIX collector and analyzer
» Data aggregation per exporters, interfaces, traffic pattern, subnets
Hosts, Conversations, Services, Protocols, QOS, AS
Row data analysis
Alarms

o oy

s

03, Apr 2014, O0:00 + 04, Apr 2014, 2359 00 v 4
Active - - Auka refresh period: 5 min |l & Refresh
Time
# Severity Occurences Start End Duration Module Alarm Source Exporter Message
\ | L 1 I | \

) 2or 04, 235500 Apr 08, 00.00:00 000500 Flow High packet rate INTERFACE(147 91 4 1610)-HOST(E2122.214 18] 147.91.4151 o je visok nivo paketa |
SN 2or 04, 180600 Apr 05, 00:05:00 ~ Flow High packet rate INTERFACE(147 91 4161 0)-HOST(E4.16.11312) 147 31 4151 Owa o visok mivo pakets |

Apr 04, 23 6500 Apr 06, 00.06:00 00:40:00 | Flow High packet rate INTERFACE(147 31 4.161-0)-HOS T [54.15.113.12] 14731 4161 Do je visok nivo paketa |

Apr 04, 22:00:00 Apr 04, 22:10:00 00:A0:00 | Flow High packet rate INTERFACE (147 31 4451-0)-HOST [54.15.113.12) 14781 4491 Do e visoks nivo pakets |

Apr 04, 20 40:00 Apr 14, 20:46:00 00:05:00 | Flow High packet rate INTERFACE(147 31 4.161-0)-HOS T [54.15.113.12] 14731 4161 Do je visok nivo paketa |

Apr 4, 20:10:00 Apr 04, 20:15:00 000500 | Flow High packet rate INTERFACE (147 31 4451-0)-HOST [54.15.113.12) 14781 4491 Do e visoks nivo pakets |

Apr 04, 20.00:00 Apr 04, 20.06:00 00:05:00 | Flow High packet rate INTERFACE(47 31 4.151-0)-HOSTE4.14.113.12) 147314441 Do e visok nivo paketa !

Apr 4, 19:50:00 Apr 04, 15:55:00 000500 | Flow High packet rate INTERFACE (147 31 4451-0)-HOST [54.15.113.12) 14781 4491 Do e visoks nivo pakets |

Apr 04, 13.05:00 Apr 4, 13:16:00 00:10:00 | Flow High packet rate INTERFACE47 31 4.151-0)-HOSTE4.14.113.12) 147314441 Ovo e visok nivo paketa !

B ) 2or04,194600  Apr 08, 00.00:00 ~ Flow High packet rate INTERFACE(47 91 4 161-0)-HOST(193 22613 232)  147.91 4151 Owa je visok nivo pakets |
) 2or 04, 236600 Apr 08, 00:00:00 000500 Flow High packet rate INTERFACE(147 81 4161 0)-HOST(2 20.162.589) 147814181 i je visok nivo pakets |
) Bpr 04, 236600 Apr 05, 000000 000500 Flow High packet rate INTERFAGE( 47 81 4 161-0)-HOST(2 20162 112) 147 31 4151 O e visok mivo paketa |

B3 Bor 04, 230500 Apr 05, 00:00:00 - Flow High packet rate INTERFACE( 47 21 4 1610)-HOST(B7.237 206 83)  147.91 4151 o je visok nivo pakets |

[ Bor0d, 211500 Apr 05, 00.00:00 - Flow High packet rate INTERFACE( 47 91,4 151-0)-HOST(H 13.84.49) 14791 4151 o je visok nive pakets |
) 2or 04, 235000 Apr 04, 235500 000500 Flow High packet rate INTERFACE(147 91 4 161 0)-HOST(EH 187158 1081 147.91 4151 i je visok nivo paketa |
) 2or 04, 236000 Apr 04, 236500 000500 Flow High packet rate INTERFACE(147 81 4161 0)-HOST(34.212.141 2081 147.91 4151 o je visok nivo pakets |
] Bpr 04, 236000 Apr 04, 236500 000500 Flow High packet rate INTERFACE( 47 81 4 161-0)-HOST(33 137 171 182)  147.91 4151 O o visok mivo paketa |

B2 Bor 04, 1B0000  Apr 04, 235500 - Flow High packet rate INTERFACE( 47 21 4 1510)-HOST(54.15.113.77) 147.91 4151 o je visok nive pakets |
] Bor 04, 235000 Apr 04, 235500 00:05:00  Flow High packet rate INTERFACE( 47 91 4 151-0)-HOST(B2125 49151)  147.91 4151 Ova je visok nivo paketa |
) 2or 04, 235000 Apr 04, 235500 000500 Flow High packet rate INTERFACE(147 91 4 161 0)-HOST(24 21 123150)  147.91.4151 o je visok nivo paketa |
) 2or 04, 236000 Apr 04, 238500 000500 Flow High packet rate INTERFACE(147 81 4 161 0)-HOST(92 £3.6.38) 147814181 i je visok nivo pakets |

()] paetafs [ =](> ][ 1-25 /182
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Questions

slavko.gajin@rcub.bg.ac.rs
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