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Introduction
Motivation

To avoid manual initial configuration and update

N t k d i  diNetwork device discovery
Populates database with all network infrastructure data 
Keeps it up to date with periodic data updates
Maintains an accurate overview of the network elements to support 
efficient network operation and planning

Asset Inventory Management
f ll h h d d fAccurate inventory of all the hardware and software assets in an 

organization

Core of network management system

“To Know What We Have, Where It Is and How It Is Used”
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Network device discovery
Discover network devices by IP addresses

Brut scan IP address range (ping, snmp)
Di t k d i t l d IP ddDiscover network devices, topology and IP address space

Start with the seed router and go through the network topology 
hop-by-hop 

Use next hop from routing tableUse next-hop from routing table
Scan sub-networks on each interface and find connected routers
Use CDP or LLDP

Discover L3 network topologyDiscover L3 network topology
Discover IP address space – subnets on each interface

Discover network devices by MAC addresses - per LAN/VLAN
Inspect ARP table on each router interfaceInspect ARP table on each router interface
Pair IP and MAC addresses
Find switches on the LAN
Analyze forwarding tables on the switches
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Analyze forwarding tables on the switches
Be aware of DHCP pools in the network
Discover L2 network topology (forwarding tables, STP)



Discover devices and its components
Detect device type

router, switch, UPS, host (Linux, Windows...)
D t t d i dDetect device vendor
Detect device model
Detect device resources (attributes)

System name, model, serial number
Detect device components and their resources

Interfaces
Physical entities - modules, cards, CPU, memory...
Logical entities – storage partitions, virtual memory, routing 
tables, connected users, BGP peers, QoS policies etc.
Software components – installed software, running processes... 

Using SNMP
from CLI
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from MIB browsers
from program code using snmp libraries



Using SNMP - CLI
snmpwalk command

snmpwalk -v 2c -c public 10.10.10.1

snmpwalk -v 2c -c xxxxx 147.91.x.x | more

SNMPv2-MIB::sysDescr.0 = STRING: amres-core-J
SNMPv2-MIB::sysObjectID.0 = OID: SNMPv2-SMI::enterprises.2636.1.1.1.2.25y j p
DISMAN-EVENT-MIB::sysUpTimeInstance = Timeticks: (200792781) 23 days, 5:45:27.81
SNMPv2-MIB::sysContact.0 = STRING: helpdesk@rcub.bg.ac.rs
SNMPv2-MIB::sysName.0 = STRING: amres-core-J-re0
SNMPv2-MIB::sysLocation.0 = STRING: Racunarski centar Univerziteta u Beogradu 

(AMRES)
SNMPv2-MIB::sysServices.0 = INTEGER: 4
IF-MIB::ifNumber.0 = INTEGER: 144
IF-MIB::ifIndex.1 = INTEGER: 1
IF-MIB::ifIndex.4 = INTEGER: 4
IF-MIB::ifIndex.5 = INTEGER: 5
IF-MIB::ifIndex.6 = INTEGER: 6
IF-MIB::ifIndex.7 = INTEGER: 7
IF-MIB::ifIndex.8 = INTEGER: 8
.....
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lot of typing, lot of texts, impractical 



Using SNMP – MIB browsers
Navigation through MIB tree
Inspect OID
Choose a device and community
Show retrieved results as a list and table
Example: p

ICmyNet.MIB, module in ICmyNet framework (www.icmynet.com)
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Standard MIBs
System (.1.3.6.1.2.1.1) 

Name, description, uptime
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Standard MIBs
Interfaces (IF-MIB)

IfTable (.1.3.6.1.2.1.2.2), IfXTable (.1.3.6.1.2.1.31.1)
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Standard MIBs
Entity (ENTITY-MIB)

Physical entity - entPhysicalTable (.1.3.6.1.2.1.47.1.1.1)

Logical entity - entLogicalTable (.1.3.6.1.2.1.47.1.2.1)
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Standard MIBs
IP (IP-MIB)

ipAddrTable (.1.3.6.1.2.1.4.20) – used IP addresses

ipRouteTable (.1.3.6.1.2.1.4.21) – Routing table

ipNetToMediaTable (.1.3.6.1.2.1.4.21), atTable .1.3.6.1.2.1.3.1 (ARP)
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Standard MIBs
ICMP (IP-MIB)

icmpStatsTable (.1.3.6.1.2.1.5.29) – statistics of ICMP packets
UDP (UDP MIB)UDP (UDP-MIB)

udpTable (.1.3.6.1.2.1.7.5)
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Standard MIBs
TCP (TCP-MIB)

tcpConnTable (.1.3.6.1.2.1.6.13) 
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Device type specific MIBs
How to recogize device type?

Discovery test – retrieve values unique to the specific device type
R tRouters

Discovery test - How to recognize a router?
Routing table? Hosts also have a routing table...

S i ( 1 3 6 1 2 1 1 7)sysServices (.1.3.6.1.2.1.1.7)
bit position indicates OSI/TCP layer 
Example: 6 (dec) = 0110 (bin) – Layer 3 and Layer 2 (L3 switch)

ipForwarding (.1.3.6.1.2.1.4.1) in IP-MIB
forwarding(1) – for routing capable devices 
not-forwarding(2) – for all other devices
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Device type specific MIBs - Routers
BGP protocol (BPG4-MIB)

bgpPeerTable (.1.3.6.1.2.1.15.3)
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Device type specific MIBs - Routers
OSPF protocol (OSPF-MIB)

ospfAreaTable (.1.3.6.1.2.1.14.2), ospfLsdbTabl (.1.3.6.1.2.1.14.4)
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Device type specific MIBs - Routers
MPLS (MPLS-LSR-MIB, MPLS-VPN-MIB)

mplsInSegmentTable (.1.3.6.1.3.96.1.3)
l O tS tT bl ( 1 3 6 1 3 96 1 6)mplsOutSegmentTable (.1.3.6.1.3.96.1.6)

mplsVpnVrfTable (.1.3.6.1.3.118.1.2.2)
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Device type specific MIBs - Switches 
BRIDGE-MIB
Discovery test 

dot1dBaseBridgeAddress (.1.3.6.1.2.1.17.1.1)
dot1dBasePortTable (.1.3.6.1.2.1.17.1.4)

pairing switching ports with interfaces (ifTable)

dot1dTpFdbTable (.1.3.6.1.2.1.17.4.3)
MAC switching table (CAM)
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Device type specific MIBs - Switches 
dot1dStp (.1.3.6.1.2.1.17.2) 

STP info

dot1dStpPortTable (.1.3.6.1.2.1.17.2.15)
STP port status
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Device type specific MIBs - Hosts
HOST-RESOURCES-MIB
Discovery test 

hrSystem  (.1.3.6.1.2.1.25.1)
these (.1.3.6.1.2.1.25.1.1), hrSystemDate (.1.3.6.1.2.1.25.1.2)

hrStorageTable (.1.3.6.1.2.1.25.2.3)
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Device type specific MIBs - Hosts
hrDeviceTable (.1.3.6.1.2.1.25.3.2)

hrProcessorTable (.1.3.6.1.2.1.25.3.3)
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Vendors specific MIBs
private.enterprises (.1.3.6.1.4.1) subtree

cisco (.1.3.6.1.4.1.9)
( 1 3 6 1 4 1 318)apc (.1.3.6.1.4.1.318)

microsoft (.1.3.6.1.4.1.311)
juniperMIB (.1.3.6.1.4.1.2636) 

( 1 3 6 1 4 1 6876)vmware (.1.3.6.1.4.1.6876)
...

Device model discovery
Standard OID sysObjectID (.1.3.6.1.2.1.1.2)

returns vendor specific OID which defines device model
Example:

Obj tID 1 3 6 1 4 1 9 1 283sysObjectID = .1.3.6.1.4.1.9.1.283 
CISCO-PRODUCTS-MIB (.1.3.6.1.4.1.9.1)
OID .1.3.6.1.4.1.9.1.283

type: Identifier
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type: Identifier
name: Cat6509
returns no date



SNMP Report – Standard table
Standard table – Storage on the host
Problems:

Size and Used space is given in special allocation unit (last column)
Can be different – 1024, 4096
How many MB we have?
How many free space we have? 

in GB
in %
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SNMP Report - Composite column
Choose only columns of interest
Adding advanced composite column

hrStorageDescr hrStorageAllocationUnits hrStorageSize hrStorageUsed hrStorageFree

Swap space 1024 2040212 132 2040080p p

Physical memory 1024 2073340 2019196 54144

Virtual memory 1024 4113552 2019328 2094224

Memory buffers 1024 2073340 29244 2044096

Cached memory 1024 1253172 1253172 0

/ 4096 38933554 17426377 21507177
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/ 4096 38933554 17426377 21507177

/boot 1024 101086 33859 67227

/dev/shm 4096 259167 0 259167

/home 4096 29971485 22323567 7647918



SNMP Report - Composite column
Free size in MB = (Size-Used)*AllocationUnit/1000000
Free size in Perc =100*(Size-Used)/Size

hrStorageDescr 

 

hrStorageFreeMB 

 

hrStorageFreePerc 

 

Swap space 2089 99.99 

Physical memory 55 2.61 

Virtual memory 2144 50.91 

Memory buffers 2093 98.59 

Cached memory 0 0.00 

/ 88093 55 24
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/ 88093 55.24 

/boot 69 66.50 

/dev/shm 1062 100.00 

/home 31326 25.52 



SNMP Report – Multiple tables
To configure your own SNMP output
Chose only columns of interest
Combine data from different tables (example: ifTable, ifXTable)
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SNMP Report – Multiple tables
Solution: joining SNMP table - similar to SQL join

specify source tables
if j i diti l f th t bl hi hspecify join conditions - columns from the tables which are 

equeal
select columns to be shown in output table (oredered)

Example Joining ifTable and ifXTableExample - Joining ifTable and ifXTable 

24-25.4.2014, Prague, Campus network monitoring and security workshop, Slavko Gajin



SNMP Report – Multiple tables
Joining ifTable and ifXTable – Resulting table
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SNMP Report – Multiple tables
Joining ifTable, ifXTable and ipAddrTable 
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SNMP Report – Multiple tables
Joining 4 tables with different indexes

Interface and SPT information
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SNMP Report – Multiple tables
Joining standard Entity table and Cisco specific table with CPU 
load information
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Device discovery
Discovery SNMP enabled devices 

by IP address - ping, SNMP, APR...
Di d i tDiscovery device type

Router, Switch, Linux, Windows, UPS, Printer...
Discovery device resources – attributes

Name, Description, MAC, Location, Uptime...
Discovery device vendor

Cisco, Juniper, HP, IBM, Microsoft...
Discovery device model
Discovery device components – sub-devices

Interfaces – general for all network devicesInterfaces general for all network devices 
per device type - Processors, Memory, Modules, Storage, BGP 
peers, Batteries... 

How to discover all types of devices, sub-devices, attributes,
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How to discover all types of devices, sub devices, attributes, 
vendors? 



Device model
Configure device data model:

Device types
D i RDevice Resources
Device Vendors
Sub-device types
S b d i RSub-device Resources
Hierarchy and Inherency
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Device model
Root of the Device model hierarchy

“Network Device” – Generic SNMP enabled network device

Discovery expression
S t OIDSystem OID

Resources
Name
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Device model
Root of the Device model hierarchy

“Interface” – Generic sub-device

Resources
NName
Description
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Device model 
New Device Type

“Router”

Parent – Network Device
Discovery expression

Resources
N I h f N k D i
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Name – Inherent from Network Device
Description – Newly defined



Device model 
New Sub-device Type

“BGP peers”

Sub-device OID - Table
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Resources
Specific OID from the sub-device table



Device model 
New Sub-device Type

“Physical Entity”

Sub-device OID - Table
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Resources
Specific OID from the sub-device table



Device model 
New Device Type

“MPLS Router”

Parent – Network Device
Discovery expression
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Resources
Name – Inherent from Network Device



Device model 
New Sub-device Type

“VRF”

Sub-device OID - Table
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Resources
Specific OID from the sub-device table



Device model 
New Device Type

“Computer”
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Device model 
New Sub-device Type

“Host Physical Entity”
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Device model 
Example
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Example
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Example
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Example
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Example
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Example
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Further challenges
Hierarchy of entries in SNMP table
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Further challenges
Hierarchy of entries from one SNMP table 
Solution

“Where” clause 
Inherent Index from the parent object

Populate all entries that match where clause criteria

Example:
root entity:y

select from entPhysicalTable 
where entPhysicalContainedIn = 0

sub-entity:
select from entPhysicalTable 

where entPhysicalContainedIn = <parentIndex>
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Further challenges
Hierarchy of entries from multiple SNMP tables
Solution

“Where” clause 
Inherent Index from the parent object
Support joining tables 

Example: Cisco QoS policy

cisco#show policy-map
Policy Map QOS-STUDY

Class EMAIL
bandwidth 128

Class MUSIC
bandwidth 32000
shape average 100000 400 400shape average 100000 400 400
queue-limit 100
fair-queue
fair-queue individual-limit 10000

Class VOICE
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priority 256
set dscp cs1
police 500000 15625 15625 conform-action transmit exceed-action drop



Cisco QoS policy 
Discover Policy on the Interface

“where”

Interface GigabitEthernet1/16
Policy dos (256)

24-25.4.2014, Prague, Campus network monitoring and security workshop, Slavko Gajin



Cisco QoS policy 
Discover Class-map on the Policy

Interface GigabitEthernet1/16

“where”

Interface GigabitEthernet1/16
Policy dos (256)

Interface GigabitEthernet1/16
Policy dos (256)

Class map dos-tcpsyn    (4224289)
Class map class default (9502753)
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Class map class-default (9502753)



Cisco QoS policy 
Discover Match statement on the Class-map

Interface GigabitEthernet1/16Interface GigabitEthernet1/16
Policy dos (256)

Class map dos-tcpsyn (4224289)
Class map class-default (9502753)

“ h ”“where”

Interface GigabitEthernet1/16
Policy dos (256)

Class map dos-tcpsyn    (4224289)
Match dos tcpsyn (9510434)

24-25.4.2014, Prague, Campus network monitoring and security workshop, Slavko Gajin

Match dos-tcpsyn      (9510434)
Class map class-default (9502753)



Cisco QoS policy 
Take statistics for the Class map

Interface GigabitEthernet1/16Interface GigabitEthernet1/16
Policy dos (256)

Class map dos-tcpsyn (4224289)
Match dos-tcpsyn      (9510434)

Class map class-default (9502753)Class map class default (9502753)
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Cisco QoS policy 
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Further development
Provide hierarchy of entities
Provide joining with “where” clause 
Extract individual index from composite index
Improve user interface (full object management)
Extend data model with performance monitoring elementsp g

Configure monitoring roles on devices and sub-devices
Automatic populate monitoring system

The core of the new integrated NMS platform – ICmyNet.NMS
Integrated with the existing modules:

ICmyNet.MIB, ICmyNet.Multilog, ICmyNet.Flow
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Integrated monitoring solution
ICmyNet.Multilog

Syslog and SNMP trap collector and analyzer
Logs distribution per syslog severities and devicesLogs distribution per  syslog severities and devices
Text filter message body
Show and analyze data from years to miliseconds 

24-25.4.2014, Prague, Campus network monitoring and security workshop, Slavko Gajin



Integrated monitoring solution
ICmyNet.Flow

NetFlow/IPFIX collector and analyzer
Data aggregation per exporters interfaces traffic pattern subnetsData aggregation per exporters, interfaces, traffic pattern, subnets
Hosts, Conversations, Services, Protocols, QOS, AS
Row data analysis
Alarms
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Questions
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