Problém AAAA zaznamu

Viz prispevek o IPv6 a Google

Pokud ma klient Spatnou IPv6 konektivitu a dostane
AAAA, bud ma smulu nebo si po¢ka 21 — 186 s.
Neni realné, aby si kazdy délal svuj whitelist

Navrh Yahoo:

o Klient dostane IPv4 i IPv6 adresu rekurzivniho DNS
serveru

o Rekurzivni DNS server poskytne klientovi AAAA zaznam
kdyz:

je vyzadovana validace DNSSEC (option DO),

dotaz pfijde pres IPv6 (ne ale ve stejné siti) nebo
neexistuje A zaznam
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Implementace v bindu-9.7.0

Nutno prelozit s dalSim parametrem:

./configure --enable-threads --enable-fTi1lter-aaaa
Pribude option (view/global):

filter-aaaa-on-v4 yes/no; /* default no */

If yes, the DNS client is at an IPv4 address, and if the response
does not include DNSSEC signatures,then all AAAA records are

deleted from the response. This filtering applies to all responses
and not only authoritative responses.

Doporuceno zapinat jen u rekurzivni DNS serveru (ne u
autoritativnich!)

o Kdo ma striktné oddéleny autoritativni a rekurzivni?
o Kdo ma DNSSEC podepsané zony?
o Kdo je pfipraven na podepsanou root zénu od 1.7.20107?
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REFC 5006 IPv6 Router Advertisement
Option for DNS Contiguration

Konfigurace rekurzivnino DNS serveru pro
klienty z RA

o Zatim status experimental

o Navrh presunout do stavu navrh standardu

0 Diskuse:
Jasne (praktici)
Nesmysl (teoretici, pouzijte bezstavové DHCPVG)
ProcC (jeSté to v praxi nepotkali)
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Novinky REC TPv6

= 6rd (Francie) — 6to4 s vlastnim prefixem /32
o RFC 5569 IPv6 Rapid Deployment on IPv4 Infrastructures
o Muze fungovat i pro NAT sit’ (pouZiji se privatni adresy)

= SA46T IPv4 pres IPv6 (Japonsko)

= ND cache utoky (RFC draft)

o Neighbor Cache Protection in Neighbor Discover Protocol

= ISATAP / 6to4 smycCky (RFC draft)

o Routing Loops using ISATAP and 6to4: Problem Statement
and Proposed Solutions

= NAT64 IPv6/V4 (WG Behave, nahrada NAT-PT)
o Open implementace (Viagenie, bind+bsd pf nat64)
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http://tools.ietf.org/html/rfc5569
http://tools.ietf.org/html/draft-matsuhira-sa46t-spec-00
http://tools.ietf.org/html/draft-jiang-v6ops-nc-protection-01
http://tools.ietf.org/html/draft-nakibly-v6ops-tunnel-loops-01
http://tools.ietf.org/html/draft-nakibly-v6ops-tunnel-loops-01
https://www.tools.ietf.org/wg/behave/draft-ietf-behave-v6v4-framework/

‘ Horsi zpravy

r Rogue IPv6 Router Advertisement Problem
Statement (drive Rogue router RA implications)

0 expired (informational)

» |IPv6 RA-Guard (draft, expirace Cerven)

o subset predchoziho (ala DHCP snooping na L2
prvcich) — Informational

= Emerqing Service Provider Scenarios for
IPv6 Deployment (vysledek pruzkumu u ISP)

0 stoji za precteni
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https://www.tools.ietf.org/wg/v6ops/draft-ietf-v6ops-rogue-ra/
https://www.tools.ietf.org/wg/v6ops/draft-ietf-v6ops-rogue-ra/
https://www.tools.ietf.org/wg/v6ops/draft-ietf-v6ops-ra-guard/
https://www.tools.ietf.org/wg/v6ops/draft-ietf-v6ops-isp-scenarios/
https://www.tools.ietf.org/wg/v6ops/draft-ietf-v6ops-isp-scenarios/
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