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Abstract

This paper describes recent changes and innovations of the CESNET2 IP/MPLS network
layer in 2008. The article is divided into the following logical parts: Current Network
Design, Planned Network Design and CRS-1/16 Implementation, Prague PoP Splitting,
CESNET2 Network Resilience and Availability. The Current Network Design part deals
with the actual IP/MPLS layer and the underlying DWDM layer topologies based on the
Cisco 7600 and newly introduced Cisco CRS-1 core routers as well as the Cisco ONS 15454
MSTP DWDM platform. The Planned Network Design and CRS-1/16 Implementation
part covers the deployment of the new advanced “carrier-class” Cisco CRS-1 core router
using the Secure Domain Router (SDR) technology in the Praha PoP. The Praha PoP
Splitting part describes the first phase of the planned physical splitting of the yet single
Praha PoP into two geographically distributed PoPs Praha I. and Praha II. to ensure
even higher network core resilience through further redundancy. The CESNET?2 Network
Resilience and Availability part covers several techniques for achieving high availability of
network services such as introduction of new backup circuits as well as advanced protocol
and configuration features including BFD (Bidirectional Forwarding Detection), NSF (Non-
Stop Forwarding) with the SSO (Stateful SwitchOver) to achieve very rapid (subsecond)
convergence in case of link or module failures.
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1 Current CESNET?2 network design

CESNET Association operates a national DWDM and IP/MPLS network (CES-
NET2) covering multiple regions in the Czech Republic. The current CESNET2
network is built around a DWDM core providing 10 Gbps channels. It is based on
Cisco ONS15454 MSTP system with the ROADM technology. The main DWDM
ring interconnects PoPs Praha — Brno — Olomouc — Hradec Kralové — Praha with
a transmission capacity of up to 32 optical channels in C-band at the speed up to 10
Gbps. The ONS 15454 MSTP based DWDM system is complemented by another
system based on family of open photonic devices called CzechLight (CL) that were
developed by CESNET [3]. The key motivation for CL DWDM systems is a pro-
vision of cost efficient solution for the delivery/provision of gigabit (1-10 Gbps)
connectivity to small PoPs and creation of backup connectivity for any PoPs based
on pure optical circuits. A NIL (Nothing-in-line) approach, i.e. optical line design
without the inline components (e.g. amplifiers and chromatic dispersion compen-
sators) was used.

© CESNET, 2009
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Figure 1. Current CESNET2 optical topology

The current CESNET?2 optical topology is shown in Figure 1.

The IP/MPLS CESNET2 network layer follows the optical transmission topol-
ogy. In the DWDM nodes of the main optical ring (Praha, Brno, Olomouc and
Hradec Kralové). CESNET operates backbone IP/MPLS routers as the P node el-
ements within the MPLS network topology. In major PoPs, there reside the access
routers functioning as PE routers which provide all the functionality and services of
the backbone network (MPLS, EoOMPLS, QoS, IPv4/IPv6 unicast, IPv4 multicast
routing and NetFlow statistics). Both the P and PE routers are Cisco OSR 7609’s
with the SUP720-3BXL processors and 1 GE and 10 GE line cards.

The small PoPs without the MPLS functionality run L2/L3 switches (Catalyst
3750G) functioning as/representing CE devices from the MPLS perspective. The
parent PE routers achieve the full network services capability. There are trunks
between PE and CE devices and VLANs configured. For the EOMPLS (Ethernet
over MPLS) L2 services extension to the CE PoPs, CESNET2 uses EOMPLS tunnels
mapping into local VLANSs.

The detailed IP/MPLS topology is shown in Figure 2. There are MPLS P
routers in the core (marked as red) and PE routers (marked as blue). CESNET
runs OSPFv2/OSPFv3 as an IGP routing protocol in the MPLS core and iBGP be-
tween the PE routers with the route reflectors on the Internet peering routers R84,
R85 and R98. The same route reflectors are used for iIMBGP (interior Multiproto-
col BGP) to exchange routing information for IPv4 multicast as well as for IPv6
unicast.
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CESNET?2 supports hybrid unicast IPv4/IPv6 using PE/6PE technology (dual-
stack mode). The IPv4 multicast topologies are non congruent (unicast IPv4/IPv6
packets are MPLS-switched whereas multicast packets are transported at IPv4/IPv6
layer).

CESNET o Core Router [F], DSR7E08

' PIONIER '

e {PoP Hradet-—w:=3 3 —
. N L= . 4 a e = v r
H PoP N o Kralove mﬂ a Acoess Router [PE], DSRTE0S opava
> Liberec ¢ i Re4 5%
1 [TE == : ~ &S ﬂ L2/L3 Acess Switch [CE] = Cats?
R w,.-' 108 o == . PoP 4
P + Ostrava . !
y £ Karvina
SNIX2-6TS: ¢ @hzo, . T T res EEMS‘,
ST, (1B450100x ¢ o backup - A
LTelial © et i Asa0065 ! ice! ] b
| Astz 1 hl
Dégin
EI Catss "‘AM X
(194501005 )
R " hea B R107
BoP Ustin) |  NIX4-Sitel I
/ Labem 4= 42450.100% | N B PoP Praha : o
RA11 As2I52 A R R
- STeliaz © W r-
v AS1208 ' ] N
\ R105 co
£ i K SANET
TNz g . AS2607
 AS20065 RR2 88 P i
Most AST539 )
e X ==
R112
PoP Jihlava
(R : [
9 S L . ‘ACONET !
. ‘.: Riog . | Ra1 SN psts R
- PoPPlzen : | PoP Ceske™ e
- LT éDEGE LAM PHY “-..Budejovice, - X 3
— oo S
Cheb {UoBaterk Fe

J.Hradec

Figure 2. CESNET2 IP/MPLS topology at the beginning of 2008

The deployment of the core P and PE routers, Cisco 7609, as the main routing
platform started in 2002. For current hardware and software features virtually all
components have been gradually replaced by more recent and efficient ones (chas-
sis, CPU, interface cards). In current configuration, routers are typically equipped
with 10 GE interface cards with the throughput up to 40 Gbps/slot. With the de-
mands on the properties and functions of the network and the increasing volume
of traffic a number of problems arose, especially with the main Internet peering
routers, such as high CPU load and thus longer BGP convergence, TCAM table
overflow in the case of NetFlow v9 data export, the lack of TCP flags in NetFlow
v9 records (which is a hardware limitation of the SUP720-3BXL or RSP720-3CXL
CPUs). All these problems can negatively influence the backbone network perfor-
mance and stability in the future. We have the following network research plans: to
test and deploy new technologies, such as 40 and 100 Gbps, IPoDWDM principles,
integration with the DWDM network, and other new advanced features. There-
fore, we started the selection process of new and more powerful advanced routers
for the main core of the network, which will enable further smooth development of
CESNET?2. The basic requirements were as follows:
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— Modular “carrier class” router with the life span 5-7 years at least

— Fully redundant system HW components (PS, fans, CPUs, switching fabric)

— In-service upgrade to higher backplane/switching and interface capacities (100
Gbps) without the traffic forwarding losses and outages

— Non-blocking switching matrix architecture; IPv4/IPv6 unicast and multicast
switching in HW

— Switching performance at least 700 millions pps for IPv4 and IPv6 protocols

— HW and SW upgrades not affecting service, hot-swap for all components

— Modular operating system, per process upgrade or restart without forwarded
packet losses or other negative impacts on service

— Quality of Service features support based on L2/L3/L4 attributes (DiffServ ac-
cording to RFC2474, RFC2475, RFC2597, RFC2598, RFC2697, RFC3270)

— MPLS capabilities and derived services (EoMPLS, VPLS)

— Traffic recording and reporting capability

— Management and maintenance capability

— CLI/SSH2/Telnet/SNMPv3, NetFlow v9 management

— IPv4/IPv6 unicast and multicast features including protocols OSPFv2/v3, ISIS,
BGP, MPLS VPN, EoMPLS, MPLS TE, PIM, IGMP, MSDP, BFD, ...

— 1and 10 Gbps interfaces, 40 Gbps interfaces available (OC-768), 10GE Tunable
WDMPHY

— Separated data and control planes, control plane security features

— Non-stop forwarding for OSPF, BGP, LDP and RSVP

— Logical or virtual routers support

— Multishelf system support

— Manage configurations with the possibility of a return to previous versions
(configuration rollback) including the option of editing, verification of the
functionality of configuration and its confirmation

— Full availability and stability of all CESNET?2 services (IPv4 unicast / multi-
cast, EOMPLS) and full compatibility with the CESNET2 network, including
DWDM optical transmission system based on ONS 15454-MSTP technology

In the first phase of the migration process we planed new router (s) installation
in the Praha PoP. Current Internet peering and core routers R84 and R107 will be
replaced (see Figure 2). The final solution could be based on two physical routers
or one router with logical router support to configure the required PE and P func-
tionality. The next phases will include the new router deployment in Brno PoP and
40 Gbps DWDM line Praha-Brno installation (over the current DWDM system).
The expected final result with the planned physical Praha PoP splitting is depicted
in Figure 3.

Both new PE and P routers must be connected by at least 20 Gbps capacity.
Considering the solution based on the logical routers (i.e. within one physical
router), we require that control plane and dedicated HW and SW resources for
each PE an P router must be separated.

The public tender winner was the solution based on Cisco CRS-1/16 router and
logical PE and P routers configuration. Summary of the key features and charac-
teristics of quoted CRS-1/16 configuration are:
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Figure 3. New core routers planned implementation

Secure Domain Routers (SDRs)dividing single physical system into multiple
logically separated routers. SDRs are isolated from each other in terms of
their performance, availability and resources (e.g. memory + processors are
not shared and CPU resources are not in contention). Some resources, such as
chassis control, cooling, power, switch fabric, and partitioning, are shared with
the rest of the system. The target CRS-1 setup is based on two SDRs replacing
the Cisco 7609 devices in Praha: R84 (PE/node) and R107 (P-node)

PE and P interconnected by 40 Gbps (OC-768 POS)

Tunable DWDM 10GE interfaces with E-FEC/FEC/No-FEC (50 GHz spacing,
C-band, 80 channels)

IPv4/IPv6 unicast and multicast features (IPv4/IPv6 dual-stack) including pro-
tocols OSPFv2/v3, ISIS, BGP, MPLS VPN, EoMPLS, MPLS TE, PIM, IGMP,
MSDP, BFD, ...

Full QoS support

Modular IOS-XR operating system, ISSU (In Service Software Upgrade)
Full redundancy (PS, fans, RPs, DRPs, control and alarm modules 1:1; switch-
ing fabric 1:8)

Proposed HW configuration for PE an P nodes with no oversubscription
Switching fabric performance of 40 Gbps full-duplex/Slot, ready for in-service
upgrade to 100 Gbps

4 free slots for future extension, multichassis support
CLI/SSH2/Telnet/SNMPv3, NetFlow v9 management

Full interoperability with current IP/MPLS and DWDM ONS15454 optical
transport infrastructure
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— 40 Gbps WDMPOS interface module available

More information about this hardware and its features is available on the man-
ufacturer’s web pages'.

In 2008 we also focused to CESNET2 IP/MPLS network features and services
improvement. The main areas of our interest were the network resilience and avail-
ability, IPv6 multicast and new QoS design and deployment.

The initial phase of QoS implementation in the CESNET2 IP/MPLS network
was completed in 2005. The second network QoS deployment phase in the CES-
NET2 MPLS backbone was accomplished in 2008. It covered mainly service class
restructuring, adding IPv6 support and unification of QoS configuration for new
hardware platforms or modules (e.g. CRS-1 and Cisco 7600 ES20 modules). The
basic goal of Quality of Service (QoS) is to provide service differentiation among
packets in the network. Such a service differentiation is noticeable during peri-
ods of network congestion (i.e. in case of contention for resources) and results
in different levels of network performance. The technical approach was to im-
plement DiffServ within the MPLS-based CESNET2 backbone using the E-LSP
point-to-cloud (destination unaware) QoS model for 6 classes of traffic aggregates
with different QoS characteristics. To ensure the DSCP transparency for trans-
ported IPv4/IPv6 user traffic the so called “Short-Pipe” MPLS DiffServ tunneling
mode was deployed. The QoS implementation for IPv4/IPv6 traffic currently uses 6
classes of service: Real-Time (EF-PHB), Network Control (AF-PHB), Video (AF-PHB),
Critical Traffic (AF-PHB), Best Effort (default PHB), and Less than Best Effort (AF-
PHB). The QoS admission control has been applied by means of policing at all
ingress of the CESNET2 MPLS DiffServ and is available for academic user traffic.
The detailed QoS design/redesign is described in detail in the technical report [4].

2 Planned Network Design and CRS-1/16 Implementation

In order to increase the capacity and stability in the current CESNET2 network we
implemented the CRS-1/16 routing platform in the core Praha PoP. Performance
upgrade was the main driver for implementing CRS-1 providing 40 Gbps/slot ca-
pacity allowing CESNET?2 to deploy 40Gbps interfaces (OC768/STM256). The sec-
ond objective was to simplify the architecture of Praha I PoP and reduce operational
costs (with fewer devices to manage). This could be achieved by consolidating the
edge and peering functionality on a single CRS-1/16-Slot node and implementing
Secure Domain Routers.
The migration process was divided into the following phases:

— Physical CRS-1/16 installation (Cisco partner ICS)

— Physical network topology design (Cisco Consulting Engineers and CESNET
team)

— IOS-XR Software recommendation (Cisco Consulting Engineers)

— IOS to IOS-XR Configuration Conversion (Cisco Consulting Engineers)

— Step by step migration (Cisco, ICS and CESNET )

1 http://www.cisco.com/en/US/products/ps5763/products_data_sheets_list.html
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Figure 4. CRS-1/16 in Praha PoP topology

— NFRU (Network for Ready to Use) tests (Cisco, ICS and CESNET)

The CRS-1/16 “carrier-class” routing platform has specific requirements for the
installation and environment compared to traditional routers. The chassis size is
DxWxH 60x100x213cm, weight approx. 700 kg (with card included), max. power
11 kW, cooling about 32000 BTU /hr. Installed HW configuration included newest
MSC card with lower power requirements, so the real CRS-1/16 power consump-
tion is just about 5.5 kW. After powering up, the system boots for about 30 min
(diagnostic tests, IOS-XR loading into all installed cards), so the very stable UPS
is necessary. This is the basic design concept of CRS-1/16, because all the mainte-
nance works (HW and SW upgrades) could?can be done in service.

The physical installation included OOB? equipment for all main and backup
RPs (Route Processor) and DRPs (Distributed Route Processor).

The CRS-1 power system is fully redundant and consists of two AC power
shelves, each with three AC rectifiers, and alarm module in shelf. The chassis power
distribution system divides the chassis into physical ‘load-zones’. Whilst the power
system is designed to provide resilience in the event of a failure, a double failure may
result in critical linecards loosing power and hence in the node being cut off from
the rest of the network. With respect to the physical network design and topology,
it is very important to plan slot allocation for high reliability. Three factors have
been considered:

— Even distribution between power zones.
— Mixture of core- and edge-facing links within a power zone



8 VAcrAav NOVAK ET AL.

— Distributing redundant DRPs between power zones

The final allocation of PE-SDR, P-SDR and LC (Line Card) and power zone
selection is in Figure 5.
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Figure 5. CRS-1/16 Chassis: Power Load Zones and LC/SDR/Slot allocation

The chassis is populated from the outside to the center starting with slot 0, 1,
6, 7 in upper PLIM Card Cage assigned to PE-SDR and 8, 9, 10, 13, 14 and 15
in lower PLIM Card Cage assigned to P-SDR. Slot 3 and 4 in upper PLIM Card
Cage is reserved for PE-SDR DRPs and will not be used for linecards. As noted
above, if one of the shelves or one of the rectifiers were to fail, there is sufficient
capacity to ensure that components within each of the load-zones will continue to
operate. However, to provide redundancy for a double failure of respective A and B
rectifiers, the linecards will be spread across the different power zones, taking into
account physical link redundancy and consistent slot placement policies across all
chassis. The slot placement will ensure that at least one DRP and at least one STP800
providing 10GE connections to redundant core sites will be operational under a
“double rectifier failure” condition.
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The IOS to IOS-XR Configuration Conversion process covered migration of
R84 and R107 IOS configurations, adjusting the configurations according to IOS-
XR specifics (Flexible NetFlow CLI, BGP RPL) and some new features in IOS-XR
(LDP NSR, MPP) implementation. In the migration process specific CRS-1/16
features have been tested and verified before the implementation (i.e. IPv4/IPv6
unicast/multicast, BGP/OSPFv2/OSPFv3 protocols, NetFlow v9, MPLS and over-
all network compatibility and stability, and many others) No recent problems has
been founded, so the migration process successfully finished without any impact
on the CESNET2 network stability and operations. We experienced the following
issues:

— CRS-1/16 HW does not support low speed 100BASE-TX interface. An external
switch with the 1 Gbps uplink was installed to migrate the required connections
from R84 router.

— MTU size of 9216 bytes on CRS-1 includes the Ethernet header (14 bytes), so
the real maximum IP MTU is 9202 bytes. The CESNET2 network has been
adapted to smoothly deploy CRS-1: we adjusted the IP MTU of 9202 bytes on
all backbone router ports to unify it across the whole backbone.

— Poor SNMP performance with the CESNET2 SNMP measurement G3 sys-
tems. By SNMP polling to get the data from the routers has high requirements
for CPU performance (OSR7609 are O.K.). Poor SNMP performance of CRS-
1 was caused by internal IPC procedure for environmental sensors (our chassis
configuration has about 421 temperature, voltage, current and fan speed sen-
sors). It was considered as a bug, already fixed.

The CRS-1/16 installation and migration process successfully passed the NFRU
tests, which verified compatibility with the IP/MPLS and DWDM ONS15454 net-
work layers, routing system management and monitoring, and hardware and net-
work resiliency features. All NFRU tests passed on the routing system connected
to the live network under normal traffic load.

The resiliency tests covered following topics:

— hardware availability — power supply failure

— hardware availability — OIR of Field-Replaceable Units (MSC and PLIM)
— hardware availability — fabric card failure

— hardware availability — RP failover (with/without NSF)

— network availability — core link failure

— software availability — process restart/crash (mpls ldp and ospf)

The status of CRS-1/16 and the entire CESNET2 network was monitored and
checked. Packet losses were tested by iperf SW on the two Linux PCs connected by
10 GE to the both CRS-1/16 logical routers (PE-node and P-node). The test results
demonstrated and confirmed the high availability features of the router.

3 Praha PoP Splitting

From the perspective of the CESNET2 network topology, the network core is re-
silient and fully redundant (see Figure 6). There are two PE Internet peering routers
(R118 and R115) where main and backup connections to upstream ISP, to the



10 VAcrLAv NOVAK ET AL.

NIX.CZ and GN2 network are connected. Peering routers are double connected
to core P routers (R119 and R105), where the circuits from the CESNET2 PoPs ter-
minate. Various optimization techniques are implemented for network protocols
such as MPLS LDP, OSPF and BGP to accomplish very quick convergence.
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Figure 6. Current CESNET2 IP/MPLS topology

The main core routers are now located in the Praha PoP in the same computer
room. The node is not resilient against rare outages like to power problems, cooling
unit problems, etc. The same risk we experience with the key network servers (DNS,
mail servers) which are resilient but again in the same computer room. Current
Praha PoP encounters many limitations with the available space, power and cooling
capacity.

Last year we started the preparation works to find the available housing in the
Praha area to split this main CESNETZ2 PoP into two geographically separated ones.
The repeated tender in 2008 was successful, so we started the PoP splitting planning
and preparation. We expect to move PE Internet peering router R115 and P router
of network core R105 to new housing location (Praha II. PoP). Key network servers
and some backbone optical circuits termination from current PoP (Praha I.) will be
also moved there. The PoP migration must be performed smoothly and is divided
into several following phases:

1. PE Internet peering router and P router installation in Praha II.
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— Other routers will be used in parallel with the current R115 and R105. As
the PE new R114 (OSR7609-S) will be used with the more efficient RSP-
720 processor. The P router R107 will be moved from Praha I. PoP (now
is available after the migration to CRS-1/16).

— Planned to finish by mid-December 2008.

2. DWDM circuit Praha I. - Praha II.

— DWDM technology will be used on the optical circuit between the PoPs.
The main goal is to operate several data circuits on one optic fiber for var-
ious PoP interconnects (see Figure 7) to maintain the logical network re-
siliency and to separate core MPLS and temporary 802.1Q data circuits.
32 channels DWDM Mux/Demux and DWDM pluggable optics in the
routers will be used.

— Planned to finish by mid-December 2008.

3. ONS 15454 ROADM node installation in Praha II. and its integration into
main core DWDM ring

— The most data circuits between the CESNET2 PoPs are provided by main
DWDM optical transmission system based on ONS15454 platform. For a
flexible move pf these circuits from Praha I. to Praha II. there is a need to
install ROADM node in Praha II. PoP and to integrate it with the main
DWDM ring.

— Optical circuit Praha I. - Praha II. For DWDM integration it will be geo-
graphically different from the first one.

— ONS15454 ROADM network simulation has been performed. New DCU-
100 units and Praha-Hradec Kralové link redesign will be needed for the
correct DWDM operations.

— Planned to finish in February 2009.

4. Selected optical circuit and services migration from Praha I. to Praha II.

— The circuits and services are provided by third party (Internet connectivity,
optical lines lease).

— It must be provided step by step with the provider, CESNET and housing
center cooperation.

— Planned to finish in April 2009.

5. Smooth server migration

— The key network segments will be extended to Praha II. PoP by dedicated
data circuits and 802.1Q),
— Beginning planned for January 2009.

4 CESNETZ2 Network Resilience and Availability

CESNET?2 network services availability and resiliency is the key motivation for the
backbone network deployment. In order to accomplish high availability CESNET2
network as a whole, we have to consider all the network layers and technologies.
It begins with the dark fiber topology (especially geographically diverse last miles
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Figure 7. Praha PoP splitting - Phase 1

to the PoPs), continues with the DWDM optical transmission technology and net-
work, and ends with the IP/MPLS network. Redundancy and high availability are
important features of the active network elements (DWDM nodes, routers, switches
and others) and device service coverage with the short disturbance clearance time.

Deployment of new CL DWDM system on the optical lines Plzenn — Cheb -
Most — Usti nad Labem — Dééin, Ceské Budéjovice — Jindtichfiv Hradec — Jihlava
— Brno and Letohrad — Opava (see Figure 1) allowed the backup circuits for these
CESNET?2 PoPs. All the PoPs above are now dual-home connected with the new PE
routers C7606-S in Jihlava and Most PoPs. There are also express 10 Gbps backup
optical circuits Ceské Budéjovice — Brno and Plzeti — Usti n. Labem Labem in-
cluded in the main network core.

The replacement of the main PE Internet peering and P core routers by new
high availability and high performance routing system CRS-1/16 recently increased
the availability of network services and overall network stability. There are many ad-
vanced features implemented in the modular IOS-XR which guarantee high avail-
ability:

— ISSU (In Service SW Upgrade) — non-service affected IOS-XR or particular
processes upgrades

— NSF (Non-Stop Forwarding) — allows the forwarding of data packets to con-
tinue along known routes while the routing protocol information is being re-
stored following RP failover. With NSF, peer networking devices do not expe-
rience routing flaps. During failover, the data traffic is forwarded through line
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cards while the standby RP assumes control from the failed one.

— Process restart/crash — automatic restart of crashed processes, with no impact
the system operation

— Security protocol LPTS (Local Packet Transport Protocol) manages packets
delivery to distributed processes across the system HW (LC CPU, RPs, DRPs).
It secures the distributed control plane against the DDoS attacks

The rapid convergence of the running protocols used in the backbone network
is a key for network availability and resilience guarantee . In CESNET2 IP/MPLS
network there are MPLS LDP, OSPF and BGP protocols, which have to rapidly
converge in case of line or router failure, to reroute the forwarded traffic.

In 2008 we tested and implemented rapid/subsecond convergence of MPLS
core backbone network CESNET?2 (typically below one second) for the eventual
failure of the line/router through rapid detection of disorders by using BFD (Bidi-
rectional Forwarding Detection) protocol.

The BFD is a detection protocol that is designed to provide fast forwarding path
failure detection times for all media types, encapsulations, topologies, and routing
protocols. In addition to fast forwarding path failure detection, BFD provides a
consistent failure detection method. Using BFD to detect forwarding path failures
at a uniform rate, rather than the variable rates for different routing protocol hello
mechanisms, network profiling and planning is easier, and reconvergence time, is
consistent and predictable.

We configured BFD with the parameters of 3 x 0.1 sec using OSPF configura-
tion / LDP Session Protection and optimization of the internal parameters of OSPF
time increment, while the use of synchronization protocols OSPF, and LDP to avoid
the transition phenomenon route to the ”black hole” (blackholing avoidance) dur-
ing the period of convergence of the two protocols.

It also increased the availability of the network (and its resilience to failures)
with the implementation of NSF (Non-Stop Forwarding) with the SSO (Stateful
switchover) for the Cisco OSR 7609 routers with redundant supervisors for the LDP,
OSPF and BGP protocols. Using NSF with SSO we get the ability to route packets
when primary RP crashed and a router is being switched to the secondary one (RP
failover) while keeping routing state information (graceful restart).

This feature minimize (or completely eliminates) the forwarded packet loss
(routing is typically interrupted for a period of about 0 - 3 sec on the affected Cisco
7600 router) to strongly enhance the stability of the network, since the original rout-
ing state information is replaced after the successful resynchronization with the NSF
neighbors.

5 Future plans

In the next period we plan to finish the Praha I1. PoP migration to improve the CES-
NET2 network availability even further. This includes a new ONS15454 ROADM
node installation and integration into the main core DWDM ring and moving se-
lected data circuits to this new PoP. The CESNET2 network topology must be
adapted to the new PoP to ensure better network services availability.
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The CRS-1/16 routing platform implementation in the PoP Brno will be our
main goal in the near future. This is a fundamental prerequisite for the future test-
ing and implementation of 40 Gbps DWDM link between Praha and Brno PoP.
Finally, the new CRS-1/16 will replace the currently overloaded peering router
R98 (OSR7609). We also plan to start the Brno PoP splitting process (both at the
IP/MPLS and ONS15454 DWDM network layers).

The CL DWDM system is going to be delivered on the fiber optic lines Pardu-
bice — Hradec Kralové (as the extension of the current line Praha — Pardubice) and
Brno — Zlin — Olomouc. The planned optical channels capacity is 10 Gbps and the
IP/MPLS Zlin PoP will migrate to 10 Gbps. We further plan to upgrade the single-
fiber lines Ostrava — Opava and Ostrava — Karvina to CL DWDM technology (1
Gbps channels only).
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