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Uvod

Tato zprava navazuje na dvé predchozi technické zpravy (viz. [1] a [2]), kde se nachazi
i struény Gvod problematiky iISCSI a pojmy potfebné k blizSimu pochopeni nasledujiciho
textu.

Zprava popisuje zkuSenosti s praci se zafizenim Cisco SN 5428 Storage Router
s pfipojenym diskovym polem Fortra v roli targetu spolu s initiatorem, ktery tvori
standardni PC s operacnim systémem Linux.

Konfigurace systému

Veskera zde popsana méreni byla provedena na nasledujicich zafizenich.

Konfigurace hardware

target:

« 2 x Cisco SN 5428 Storage Router

- Diskové pole Fortra 10 Bay Fibre JBOD Rackmount
« 4 x SCSI disk Seagate ST 318452FC

initiator:

« Cisco MS 7800, procesor Intel Pentium Il 1133MHz s 512 kB cache, 1 GB paméti
RAM, NetGear GA620 Gigabit Ethernet, IDE fadi¢ CMD649 rev. 2, pevny disk
MAXTOR 6L040J2 (IDE, Ultra DMA 100, cache 1819 kB), 2 x Intel EtherExpress 100

PFipojeni iISCSI routeru k diskovému poli bylo realizovano pfes rozhrani Fibre Channel.
iISCSI router ma osm Fibre Channel, dva gigabitové, jedno high avaliability (HA) a jedno
managment rozhrani. Testy jednoho klienta byly provadény pomoci pfimeho propojeni
gigabitovymi ethernet rozhranimi bez pouziti dalSich sitovych prvk( (routery switche),
které by mohly ovlivnit celkovy vykon.



Konfigurace software
target:
firmware verze 2.3.1.3-K9

initiator:

OS Linux Redhat 7.3 (Valhala), jadra:

« ac kernel: 2.4.19-ac4 (Alan Cox)

« redhat kernel: 2.4.18-10 (Redhat)

« vanilla kernel: 2.4.19 (Marcello Tossati)
linux-iscsi verze 2.1.2

Firmware SN 5428 byl povySen na verzi 2.3.1.3-K9, protoZe puvodné dodavany firmware
verze 2.3.1 vykazoval neshodné vysledky pfi opakovanych testech ¢teni.

Jadro dale oznaCovano jako ,ac kernel“ bylo standarni linuxové jadro s aplikovanymi
zaplatami od Alana Coxe. Tyto je moZno ziskat na [3].

Jadro dale oznaCovano jako ,redhat kernel®, je standardni linuxové jadro se specialnimi
Gpravami firmy RedHat. Je mozZno jej ziskat na [4].

Jadro dale oznacovano jako ,vanilla kernel”, je standardni linuxové jadro bez jakychkoliv
Uprav, tak jak jej spravuje Marcello Tossati. Ziskat jej Ize na [5]. Jak je vidét z oznacCeni
vSechna jadra jsou z vétve 2.4.

V roli initiatora byl pouzity balik linux-iscsi firmy Cisco [6]. Firma Cisco vyZaduje aby se
s momentalnimi verzemi firmware iSCSI routeru pozival balik linux-iscsi fady 2 (tedy
vyhovuijici iSCSI draftu verze 8).

Popis vlastnosti

iISCSI router SN 5428 se da spravovat jak pres sériovou konzoli, tak i pfes WWW
rozhrani implementované Java appletem. WWW rozhrani nabizi dva moédy pfistupu.
Prvni (monitor) je ur¢en pouze pro sledovani, zatimco druhy (admin) i administraci
routeru.

DalSimi zajimavymi vlastnostmi routeru jsou funkce failover a moznost bootovani po siti,
tzv. network boot.

Funkce failover funguje tak, Ze dva routery jsou vzajemné propojeny pres HA porty

a v pfipadé vypadku jednoho z routeru, pfevezme automaticky ten druhy veSkeré
poZadavky. Pfevezme samozfejmeé i nastaveni sitovych rozhrani a pro initiatory se tedy
nic nemeéni. Takto je mozno zabezpecdit pouze dva routery. Propojeni routeru je
realizovano kfizenym UTP kabelem.

Funkce network boot by méla umoznit bootovani po siti pro karty vyhovujici standardu
PEX 2.1. Soucasné je firmou Cisco podporovano pouze bootovani platformy
MS Windows 2000.



Vykon

Méfeni probihala pomoci benchmarkovaciho programu IOzone [7] s nasledujicimi
parametry:

i ozone -Rb iscsi.wks -n 3g -g 3g -z -c -a -i 0 -i 1
Tedy s vystupem do binarniho souboru ve formatu MS Excel, s minimalni a maximalni

velikosti souboru 3 GB, s pouzitim funkce close() a automatickym mérenim, s velikostmi
prfenasenych blokd od 4 kB do 16 MB.

iSCSI| readiwrite test (redhat kernel), I0zone - cisco
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iSCSI| readiwrite test (ac kernel), I0zone - cisco
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iSCSI| readiwrite test (vanilla kernel), I0zone - cisco
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redhat kernel

record size 4 8 16 32 64 128 256 512 1024 2048 4096 8192 16384

write 56557 57249 56914 58873 57495 58063 57568 56687 56804 57485 57150 56273 56829
read 64588 68430 66605 69162 68907 65422 66816 65937 62976 64572 64066 64209 60491

ac kernel

record size 4 8 16 32 64 128 256 512 1024 2048 4096 8192 16384

write 58140 59488 58930 58870 59735 58038 59342 57349 58756 57318 53892 49842 47296
read 43431 43231 42967 45832 43139 45260 40843 39641 42555 42391 42376 42161 42069

vanilla kernel

record size 4 8 16 32 64 128 256 512 1024 2048 4096 8192 16384

write 55350 55619 56026 55496 54887 54967 55174 55397 55346 55867 54701 53262 52692
read 34565 34595 34188 34583 34104 32904 33714 33160 33338 33324 33372 33252 33233

Zaver

Z grafll jasné vyplyva, Ze nejvyssi vykon byl docilen se specialnim jadrem firmy Redhat.
Bohuzel poCet vSech zaplat na standardni jadro je 215 (velikost 35 MB) a zatim neni
zcela jasné, co je pricinou tohoto narustu. Soucasti je i soubor zaplat Alana Coxe, proto
bylo méfeni provedeno i s jeho verzi jadra. Vysledky byly lepSi nez u standardniho jadra,

avSak ne tak dobré jako u jadra firmy Redhat.

V porovnani s dfive testovanym zafizenim Nishan IPS3300 [2] je SN 5428 rozhodné
rychlejsi volba. Taktéz funkce failover se jevi jako pozitivni. BohuZel funkci network boot,
ac by byla dozajista také pfinosem, se nepodafilo uvést do fungujiciho stavu.

Literatura a odkazy

[1] Cesnet ,Storage over IP“, <http://www.cesnet.cz/doc/techzpravy/2002/iscsi/iscsi.pdf>,
June 18, 2002

[2] Cesnet ,Storage over IP implementace iSCSI v komercnich zafizenich®,
<http://www.cesnet.cz/doc/techzpravy/2002/ipstorage/ipstorage.pdf>, October 28, 2002
[3] Alan Cox, linux 2.4 kernel patches
<ftp://ftp.kernel.org/pub/linux/kernel/people/alan/linux-2.4>

[4] Redhat, linux kernel 2.4 sources
<ftp://ftp.redhat.com/pub/redhat/linux/updates/7.3/en/os/i386>

[5] Marcello Tossati, linux kernel 2.4

<ftp://ftp.kernel.org/pub/linux/kernel/v2.4>

[6] Cisco, linux-iscsi <http://sourceforge.net/project/showfiles.php?group id=26396>

[7] 10zone, 10zone Filesystem Benchmark

<http://www.iozone.org>




Prilohy
vypis konfigurace Cisco SN 5428

*[ prgl ab-sn5428a] $ sh runni ngconfig
|
CLUSTER

!
!
I cluster Custer28
!
I ACCESSLI ST

!

accesslist termt_access

accesslist termt_access 158.196. 32. 0/ 255. 255. 255. 0
|

| VTP DOVAI N
|

th domai n none
|

| VTP MODE
|

th node transparent

VLAN

|
|
]
I (no vlan(s) found)
|
I SCSI ROUTER

|

scsirouter
scsirouter
scsirouter
scsirouter
scsirouter
scsirouter
scsirouter

n_router
n_router authenticate
n_router primry "none"

n_router reserve proxy disable

n_router failover primary none

n_router failover secondary none

n_router lun reset yes

scsirouter n_router serverlf gel 158.196. 32. 25/255. 255. 255.0
scsirouter n_router target w nbootdi sk lun O | unwnn

"20: 00: 00: 04: cf:92: 7b: 3c"

scsirouter win_router target w nbootdi sk enabl ed

scsirouter win_router target w nbootdi sk accesslist "all"”

|

scsirouter unix_router

scsirouter unix_router authenticate "none"

scsirouter uni x_router primary "none"

scsirouter uni x_router reserve proxy disable

scsirouter uni x_router failover primary none

scsirouter unix_router failover secondary none

scsirouter unix _router lun reset no

scsirouter uni x_router serverlf ge2 10.1.116. 1/255. 255. 255.0
scsirouter uni x_router target unixdi sk wwpn "21:00: 00: 04: cf: 92: 7e: e9"
scsirouter uni x_router target unixdi sk enabl ed

scsirouter unix_router target unixdisk accesslist "all™

|

I SYSTEM

|

host nane pr gl ab- sn5428a

no

£ ssss2ss:s

Myt Por t
nterface ngnt i p-address 10.62. 8. 185/ 255. 255. 255. 0

nterface ha ip-address 10.1.115. 17/ 255. 255. 255. 248

!

!

!

i

!

I HA Port
!

i

!

I GE
!



i nterface ge2 ntusize 1500
i nterface ge2 autonegoti ati on autodet ect
no interface ge2 vlan enable

CE

p default-gateway 158.196.32. 254

I

!

!

!

I ROUTES
!

i

I

I ADM N

!

adm n contactinfo nane "Jarry Pilar"

adm n contactinfo email "jpilar@isco.cont
adm n contactinfo phone "+420602339424"

|

| ADM N LOG N
|

adm n password <password>
|

I MONI TOR LOG N
|

nmoni t or password <passwor d>
|

I SNTP
|
cl ock tinezone Europe/ Prague
|
I SNWP
|
snnp-server comunity public ro
snnp-server comunity private rw
no snnp-server host all traps
no snnp-server sendauthtraps
snnp-server |i nkupdown ngmnt
snnp-server |inkupdown ha
snnp-server | i nkupdown ge2
snnp-server |inkupdown fcil
snnp-server | i nkupdown fc2
snnp-server | i nkupdown fc3
snnp-server |inkupdown fc4

I'i nkupdown fc5

I i nkupdown fc6

I i nkupdown fc7

I'i nkupdown fc8

snnp-server
snnp-server
snnp-server
snnp-server
|

nane-server 144.254.71.184 144.254.10.123
domai n- name ci sco. com

software http url "http://144.254.88. 201/ ~jpilar"
software tftp hostname "10.62. 8. 165"
software tftp directory "/tftpboot"
software http username none

sof tware proxy usernane none

|

I CDP

|

cdp enabl e

cdp tinmer 60

cdp holdtine 180

cdp interface ngnt enabl e

cdp interface ha enable

cdp interface ge2 enable

|

I HA



oggi ng | evel

ha confi gurati on standal one

REMOTE LOG

LOGGE NG ROUTE FACI LI TY

I
!
!
!
!
| oggi ng 158.196.32.1
!
I
!
I
I
]

RESTRI CT

debug from al

restrict ngnt ftp
restrict nmgnt tel net
restrict mgnt http
restrict nmgnt snnp
restrict mgnt rlogin
restrict mgnt ss

no
no
no
no
no

restrict
restrict
no restri
restrict
no restri
no restri
|

restrict
restrict
restrict
restrict

no restrict ge2 rlogin

no restri

!
!
I FC
I

nterface
nterface
nterface
ointerf
nterface

FC Port

nterface fcl enable

ha ftp

ha tel net
ct ha http
ha snnmp

ct ha rlogin

ct ha ssl

ge2 ftp
ge2 tel net
ge2 http
ge2 snnp

ct ge2 ssl

to rslog

fc zoning default all
fc zoni ng aut osave enabl e

fc domainid 1

ace fc domainid | ock enabl e
fc interop-credit 12

(s)

ointerface fcl al-fairness enable
fcl fan-enabl e enabl e

nterface
nterface
nterface
nterface

nterface

nterface
nterface
nterface
nterface

nterface

fcl nfs-bundl e enabl e tinmeout
fcl linkspeed auto
fcl type gl-port

fc2 enabl e

fc2 fan-enabl e enabl e

fc2 nfs-bundl e enabl e tinmeout
fc2 linkspeed auto
fc2 type fl-port

fc3 enabl e

ointerface fc3 al-fairness enable

nterface
nterface
nterface
nterface

nterface

fc3 fan-enabl e enabl e

fc3 nfs-bundl e enabl e tinmeout
fc3 linkspeed auto
fc3 type fl-port

fc4 enabl e

ointerface fc4 al-fairness enable
nterface fc4 fan-enabl e enabl e

nterface fc4 nfs-bundl e enabl e tineout

i
i
i
n
i
|

|

|

i
n
i
i
i
i
|

i - .
no interface fc2 al-fairness enable
i
i
i
i
|

i
n
i
i
i
i
|

i
n
i
i

10

10

10

10



interface fc4 |linkspeed auto
interface fc4 type fl-port

|

interface fc5 enabl e

no interface fcb5 al -fairness enabl e
interface fc5 fan-enabl e enabl e

interface fc5 nfs-bundl e enable tineout 10
interface fc5 |inkspeed auto

interface fc5 type fl-port

|

interface fc6 enabl e

no interface fc6 al -fairness enabl e
interface fc6 fan-enabl e enabl e

interface fc6 nfs-bundl e enable tineout 10
interface fc6 |inkspeed auto

interface fc6 type fl-port

|

i

nterface fc7 enable

no interface fc7 al -fairness enabl e
interface fc7 fan-enabl e enabl e

interface fc7 nfs-bundl e enable tineout 10
interface fc7 |inkspeed auto

interface fc7 type fl-port

|

i

nterface fc8 enable

no interface fc8 al -fairness enabl e
interface fc8 fan-enabl e enabl e

interface fc8 nfs-bundl e enable tineout 10
interface fc8 |inkspeed auto

interface fc8 type fl-port
|

|

|

AAA

aaa new- nodel

aaa aut hentication iscsi default |ocal group tacacs+ group radius
usernane "gry73" password "9 da28171b333baacabf ebf 7d5a519676c42"
tacacs-server key "9 08711eb2d0cdOf 9266ed5a164e30d897e0"
tacacs-server host 158.196.149.9 auth-port 49

*[ pr gl ab-sn5428a] $



