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7.1 NIST Net Testbed

We first used NIST Net to emulate two links between the sender and receiver. The
emulated bandwidth of the first link varied from 0.1 to 0.9 in 0.1 steps of the emulated
bandwidth of the second link. The sum of bandwidth of both links was 100 Mb/s.
Ideally, the parallel transfer should be able to utilise bandwidth of both links even
when one link is slower than the other. The measured throughput is shown in Figure 7.

Figure 7. Throughput over two paths emulated by NIST Net

When the round-robin driver was used, throughput of each individual transfer was
equal to the slowest individual transfer. In our case, the total throughput was twice
the throughput of the slower individual transfer. On the other hand, when the poll-all
driver was used, the total throughput was independent of the ratio of bandwidth in
each individual transfer and was constantly near the sum of the installed bandwidth
at about 95 Mb/s.
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7.2 Real Network

We then tested psock over two distinct physical paths between the sender and receiver,
which were located about 260 km apart in two cities. The setup is illustrated in
Figure 8.

- 155 Mb/s channel -
j:@ 0c192 %
e T
o , 620 Mb/s channel _ o
Cisco 15454 Cisco 15454

Figure 8. Testbed with two real network paths

In the first test, one path had a bandwidth of 155 Mb/s and the other path had
a bandwidth of 620 Mb/s. The bandwidth was configured by using different channels
in a SONET circuit. RTT on an empty network was 3.1 ms.

We measured TCP throughput using iperf with socket buffer sizes set to slightly
above the bandwidth * RTT product. The measured results can be summarised as
follows:

e TCP throughput over each of the links was 142 Mb/s and 567 Mb/s, respectively,
which was close to the installed bandwidth of 155 Mb/s and 620 Mb/s.

e TCP throughput of a parallel transfer with the round-robin driver was 282.6 Mb/s.
As expected, this was very close to double of throughput of the slower link, which
was 2%142 Mb/s=284 Mb/s.

e TCP throughput of a parallel transfer using the poll-all driver was 707.7 Mb/s.
As expected, this was very close to the sum of throughput of both links, which
was 142 Mb/s+567 Mb/s=709 Mb/s.

In the second test, we used the same testbed as in the previous example, but
we configured both links for the same bandwidth of 310 Mb/s. We measured TCP
throughput of a parallel transfer with each of the drivers for 15 seconds in three
scenarios, when we added another TCP stream to the network as cross-traffic as
follows:

1. Cross-traffic stream added to link 1 from 5 to 10 seconds

2. Cross-traffic stream added to link 1 from 5 to 8 seconds and to link 2 from 8 to
11 seconds (the two cross-traffic streams did not overlap)

3. Cross-traffic stream added to link 1 from 5 to 8 seconds and to link 2 from 7 to
10 seconds (the two cross-traffic streams overlapped)

Measured throughput for both drivers and each of the above cases is shown in Fig-
ure 9 through Figure 11. The figures also include throughput of cross-traffic streams
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at the bottom. You can see that the poll-all driver was able to keep significantly higher
throughput of the parallel transfer than the round-robin driver, by utilising available
bandwidth of a less loaded link, with only little effect on cross-traffic streams. The
throughput was also more stable with the poll-all driver.

Figure 9. Throughput over two real links, cross-traffic on one link

8 Code Example

Below, we present a code example illustrating the use of psock library and its similarity
to the standard BSD socket library interface. Note that most calls are the same except
that the letter “p” is prepended. For clarity, we do not check returned values of called
functions for errors, which should normally be done.

#define SERVADDR "127.0.0.1" /* server address */
#define SERVPORT 2323 /* server port */
/* Usage:
* run server: psock_sample (without arguments)
* run client: psock_sample c */
int main(int argc, char *argv[])
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Figure 10. Throughput over two real links, cross-traffic on both

links
{
struct sockaddr_in servaddr; /* server address */
int ps; /* parallel socket descriptor*/
int streams; /* for setting stream counts */

/* Create a parallel socket. */

ps = psocket (AF_INET, SOCK_STREAM, IPPROTO_PSOCK);

/* Set server address. x/

memset (&servaddr, 0, sizeof servaddr);

inet_aton(SERVADDR, &addr.sin_addr);

servaddr.sin_family = AF_INET;

servaddr.sin_port = htons(SERVPORT) ;

/* Set the default recommended data stream count. */

streams = 3;

psock_setopt (PSOCK_RCMD_STREAM_CNT, &streams, sizeof streams);
/* Set the default maximal data stream count. */

streams = 5;

psock_setopt (PSOCK_MAX_STREAM_CNT, &streams, sizeof streams);
if (argc <=1 || argv[1][0] !'= ’c’) {
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Figure 11. Throughput over two real links, overlapping cross-traffic
on both links

/* Server x/
int i, ps2;
struct pstream_int pi;
pbind(ps, (struct sockaddr*)&servaddr, sizeof servaddr);
servaddr.sin_port = htons(2324);
plisten(ps, 1);
/* Add the following 5 ports to be used partial data transfers. */
for (i = 1; i <= 5; i++) {
servaddr.sin_port = htons(SERVPORT + i) ;
setpsockopt (ps, SOL_PSOCK, PSOCK_ADD_LOCAL_ADDR,
&servaddr, sizeof servaddr);
}
ps2 = paccept(ps, NULL, NULL);
/* Set send socket buffer of the 1st partial data stream. */
pi.index = 0;
pi.value = 500000;
setpsockopt (ps2, SOL_PSOCK, PSOCK_SNDBUF, &pi, sizeof pi);
#define MSG "Hello there!\n"
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r = psend(ps2, MSG, sizeof MSG - 1, 0));
psclose(ps2;
} else {
/* Client */
char buf[128];
int r;
pconnect (ps, (struct sockaddr*)&servaddr, sizeof servaddr);
precv(ps, buf, sizeof buf, 0));
/* Write received message to the output. */
write(1, buf, r);
psclose(ps2;
}

return O;

9 Conclusion

We have presented an architecture and implementation of a parallel socket library
called psock. This library allows the easy use of parallel data transfers in appli-
cations to increase throughput. In contrast to other approaches to parallel data
transfers, psock can use alternative drivers to distribute data into individual trans-
fers. A poll-all driver provided as part of psock distribution can utilise different and
varying available bandwidth of individual transfers. Psock uses a networking stack
installed on end stations without modifications (a standard TCP or some kind of a
“fast TCP”), that is it does not require kernel patching. Psock can be downloaded
from http://wuw.ces.net/project/qosip#psock.
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Tbwtools: Debugging TCP Performance

SVEN UBIK, VAcLAV REHAK, LUKAS BAaxA

Abstract In this report we describe tbwtools, an integrated set of tools
that we have developed to assist in debugging poor performance of TCP data
transfers.

Keywords: TCP performance, congestion control, network performance

Introduction

Insufficient performance of TCP data transfers can be a result of one or more of the
following conditions, going from the network line up to the software application:

Insufficient available bandwidth in a network path

Network path fault or hardware limitation (e.g., bad transceiver, full/half duplex
mismatch, router processor overload)

End host hardware limitation (e.g., reaching the speed limit of CPU, memory or
PCI bus)

End host operating system limitation (e.g., small socket buffers, high overhead of
interrupt processing, suboptimal TCP congestion control)

End host application limitation (e.g., suboptimal utilisation of CPU time to pro-
cess sent or received data)

In order to detect the bottleneck element, we usually use a combination of tools

and techniques, such as the following (not an exhaustive list):

Make a test connection with iperf

Capture packets with tcpdump and analyse them with tcptrace and xplot!
Watch TCP runtime variables using web100 kernel instrumentation?

Watch end-host performance counters by PAPI?

Check and set limits for socket buffers by sysctl utility

Check CPU load and memory consumption by top or ps (memory load is difficult
to check)

Check interrupt activity by reading /proc/interrupts file

http://jarok.cs.ohioe.edu/software/tcptrace
http://www.webl100.org
http://icl.cs.utk.edu/papi

L. Lhotka, P. Satrapa (Editors) — Networking Studies: Selected Technical Reports, p. 143-162
@ CESNET, 2007. ISBN 978-80-239-9285-4
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e Check activity of system calls by strace

The last four tests are usually done only once to check if that is the problem or
not. On the other hand, the analysis of tcpdump tracefile and watching TCP runtime
variables often requires multiple iterations (due to variations of concurrent network
traffic) and manual correlation of information from several sources, which makes it a
time-consuming task.

Therefore, we decided to develop a set of tools and a framework called tbwtools,
for integrated debugging of TCP performance using information obtained from sev-
eral sources. Thwtools use a combination of active and passive monitoring and are
installed entirely on end hosts; no access to network infrastructure (routers, etc.) is
required.

The rest of this report is organised as follows. We state requirements to be fulfilled
by our framework in Section 2. We shortly describe certain tools developed by other
people that we use in our framework in Section 3. Then we describe the architecture of
tbwtools in Section 4 and the individual tools comprising our framework in Section 5.
We mention some implementation and operation details in Section 6. Finally, we
present an example of use of tbwtools in Section 7.

2 Requirements

Based on our experience with debugging performance of TCP transfers, we set the
following features to be supported by out framework:

e Show characteristics obtained from tcpdump tracefile (e.g., current throughput
or frequency of segment retransmissions)

e Show TCP runtime variables obtained from web100 kernel instrumentation (e.g.,
current TCP state or smoothed RTT)

e Show socket options obtained from bulk utility (e.g., current congestion window
and ssthresh)

e All characteristics must be time-correlated and presented in a uniform user inter-
face

e The framework must be easily extensible (by adding support for more character-
istics)

e User should not need anything else than a standard web browser

e The framework must allow making a test connection between user’s PC and a
remote server or between two remote servers

e The framework should interoperate with the perfSONAR system, which is being
developed in the GN2 project to integrate performance monitoring tools for the
use in the European GEANT2 network

We assume the following use cases:
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e An experienced user makes a test connection (between his or her PC and a remote
server or between two remote servers) and inspects the results directly in the
tbwtools user interface

e The user makes a test connection, gets data ID in a response (a numeric identi-
fication of a stored set of monitoring data) and sends this data ID to an expert
(e.g., by email) who can use it to observe the measurement results remotely

e The user uploads a tcpdump tracefile obtained externally and lets the framework
to analyse it (only characteristics that can be extracted from the tcpdump tracefile
will be produced)

3 Related Tools

In this section, we briefly describe tools and systems developed by other people that
we use in our framework or that we want our framework to be compatible with.

3.1 Webl00

Web100 is a tool for the Linux operating system that enables access to TCP runtime
variables and to a limited extend also configuring some TCP-related kernel param-
eters. Some of the monitored TCP runtime variables are already present in the
standard Linux kernel and some are added by Web100. Webl00 consists of three
components:

e Kernel patch
e libweb100 library to access TCP runtime variables from applications
e utilities to access TCP runtime variables from the command line

There are several versions of web100 compatible with different Linux kernel ver-
sions. If you want to include also PPSkit (for precise time synchronisation) or AIMD
patch (to configure and monitor TCP congestion control) into the same kernel you
must choose a Linux kernel version for which all required patches are available.

As of now, the latest Linux kernel version supported by webl100 is 2.6.16, the
latest version supported by PPSkit is 2.6.15.1 and the latest version supported by
AIMD patch is 2.6.9.

In order to integrate web100 into our framework, we developed a new tool called
wread to access TCP runtime variables of a specified connection, which is described
later in Section 5.2.

3.2 perfSONAR

perfSONAR? system is a set of services to facilitate multi-domain performance mon-
itoring with different measurement tools. perfSONAR does not include measurement

4 http://www.perfsonar.net
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tools themselves. It is a layer between measurement tools and the user. Services of
perfSONAR care about data storage, authentication, registration and look-up of com-
ponents distributed across a network. More services are planned to be added in the
future, such as a general data transformation service. perfSONAR is being developed
by JRA1 activity of the GN2 project and the first release, which includes a subset of
services is available for download at the perfSONAR website.

Tbwtools are integrated with perfSONAR. through one of its services, the Mea-
surement Point (MP) service, which wraps up different measurement tools. There
is one type of MP for each supported measurement tool. We have developed tb-
wMP measurement point, which communicates with tbwtools on one side and with
perfSONAR on the other side. Communication with perfSONAR is done by NMWG-
based XML messages®. Network Measurement Working Group (NMWG) is a part of
Global Grid Forum (GGF). It intends to identify network communication character-
istics important for grid applications and specify them with XML schemas suitable
for monitoring applications.

Both perfSONAR and tbwtools integrate monitoring tools in some sense. Perf-
SONAR treats monitoring tools separately and adds higher-level services to them.
Thbwtools integrates the functionality of related monitoring tools so that they can be
used together as one tool. This integrated tool then communicates with perfSONAR.

4 Architecture

Communication between tbwtools components is illustrated in Figure 1. User inter-
face is implemented as a Java applet, called tbwApplet, which can be downloaded
from a web server and opened in a web browser.

Performance debugging is done in two phases. In the first phase, a user instructs
tbwApplet to make a test connection. In the second phase, monitoring data gathered
during the test connection is analysed and presented.

4.1 Phase 1 — Measurement

A test connection can be made a) between user’s workstation and some remote PC
or b) between two remote PCs. Note that there are arrows on both ends of the lines
illustrating test connections in Figure 1. This is because a test connection can be
initiated in either direction, to test performance of the forward or backward path.

A test connection is performed by a tool called bulk. It is a standalone stress-type
throughput measurement tool (similar to iperf) with built-in measurement capabil-
ities. TbwApplet also includes a bulk implementation in a separate thread. This
allows for making a test connection also to and from the user’s PC. Only the part of

° http://nmwg.internet2.edu
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the bulk tool which makes a test connection is integrated in tbwApplet. The moni-
toring part is not included, because tbwApplet is expected to be run mostly in the
Windows operating system, which does not provide access to socket options needed
by bulk.

& ; tbwMP
)(\%5\\\//' = ‘\
& P ~ 8, (+tbwSyn, bulk,
el ~s  wen100, tepdump)
-7 web server TSe ’
e ~

qecion -9 =

web browser+ test 90‘: -
tbwApplet JUP
- A

remote PC

1
1
: test connection
1

v bulk
user’s workstation 5

remote PC

Figure 1. Tbwtools architecture

To communicate with tbwApplet, the remote PC runs the tbwMP measurement
point compatible with perfSONAR. Messages exchanged between tbwApplet and tb-
wMP and related actions initiated by tbwMP in the first phase are illustrated in
Figure 2. Messages are in XML format based on NMWG recommendations, as are all
other messages between services in perfSONAR. ThwApplet sends a MetadataKeyRe-
quest message to tbwMP to request a test connection and its monitoring. ThwMP
starts tcpdump and wread for monitoring and bulk to make a test connection. A
measure script (see Section 5.4) is used to start these tools with proper arguments.
After the test connection finishes, tbwMP stops tcpdump and wread and sends a
MetadataKeyResponse message with data ID back to tbwApplet.

The use of tbwApplet is not necessary. A user can also use perfSONAR client to
send and receive XML messages to and from tbwMP. Of course, these messages must
be prepared by the user and a test connection can be made between two remote PCs
only.
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tbwApplet tbwMP bulk server

|
|
" start topdump |
' |startwread |
|

|

|

|

|

MetadataKeyRequest

start bulk

MetadataKeyResponse

|
|
|
|
|
|
|
|
|
|
i (including data ID)
|

Figure 2. Phase 1 - making a test connection

4.2 Phase 2 - Data Analysis and Presentation

Messages exchanged between tbwApplet and tbwMP and related actions in the second
phase are illustrated in Figure 3. The user selects in tbwApplet what characteristics
should be extracted from the measurement data and sends the list of these charac-
teristics along with the data ID to tbwMP in a MeasurementRequest message. The
measurement data is processed by tbwsyn utility and graphs are plotted by gengraph
script and uploaded to the web server. In the current release, the web server is located
on the machine where tbwMP is running. In the future release, which is under devel-
opment, the web server will be separated from tbwMP and can be located anywhere.
The user can now request results from the web server. Summary information about
the test connection is also shown including, for example, the percentage of time when
throughput was limited by the sender, the receiver or the network. Examples of XML
messages between tbwApplet and tbwMP in the two phases of operation and their
formal syntax in RELAX NG are included in Appendix A.

5 Tools

In this section, we describe the individual tools that comprise the tbwtools framework.
A user can use each tool individually. However, a more convenient option is to interact
with tbwtools through the user interface provided by the tbwApplet.

e bulk2 - throughput measurement and connection monitoring
e wread - access to web100 variables
e tbwsyn - data processing and time correlation
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I
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for given data ID :
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I (including data ID) ! :
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! : request for results webserver :
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Figure 3. Phase 2: processing and presenting measurement results

e measure and gengraph scripts - coordination of measurement and data processing
utilities

5.1 Bulk2

We described the bulk tool in more detail in [1]. It is a stress-type throughput
measurement tool, which can run as a server on one machine and as a client on
another machine, with built-in support for reporting current values of any socket
options as requested by the user. Bulk can also write values to socket options, when
write access is supported by the particular options.

Particularly interesting is the TCP_INFO socket option at the SOL_TCP level. Re-
quested socket options and their data fields can be specified by mnemonics available
for the existing socket options or by numbers for any possible future socket options.

Bulk also recognises the new TCP_AIMD and TCP_COUNTERS socket options added
by the AIMD patch (which is distributed with bulk in the same package) to configure
and monitor TCP congestion control.

Bulk reads requested socket options after each call to send() on the sender or
recv() on the receiver. A user can alter frequency of reporting by setting the volume
of data, which is to be sent or received in one call by -b command-line argument.

Some information provided by bulk overlaps with web100 TCP runtime variables.
An important advantage of bulk is that it can obtain a lot of interesting runtime
information about TCP transfers without the need to patch the kernel (as web100
requires) or root privileges.

For example, the following command can be used to initiate a test connection to
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perfmonl.cesnet.cz, with data sent in 16 kB blocks and request periodic reports of
congestion window, rtt, and rto variables:

$ bulk2 -b16384 -gSnd_Cwnd,rtt,rto perfmonl.cesnet.cz

Note that the socket option name can be omitted here as it is not ambiguous
(TCP_INFO).

We added the following functionality to the new version bulk2 for the purposes
of integration within the tbwtools framework:

e -t argument requests timestamps to be included in each line reporting socket
options

e -0 argument specifies output TCP port to be used by the client (otherwise a dy-
namically selected port is used, which is not convenient when we want to capture
the connection by tcpdump or observe its TCP runtime variables by web100)

e —-c argument, which specifies the number of connections to be accepted by the
server can now be used with zero value to keep the server accepting connections
indefinitely

5.2 Wread

Wread is a utility that uses the 1ibweb100 library to periodically report TCP runtime
variables maintained by web100 as requested by the user.
To list all current TCP connections in the local operating system:

$ wread -1

To monitor a specific connection between the given source and destination IP
addresses and ports and to report selected TCP runtime variables after each period
specified in microseconds:

wread <src ip> <src port> <dst ip> <dst port> \
<time period> <varl> [<var2> ...]

With the above command, you can make wread wait for a future connection that
satisfies specified parameters (such as a test connection started afterwards). This
allows you to capture the beginning of this connection, which is the most interesting
part for performance debugging.

The output is then printed in the following format:

Timestamp <varl> <var2> ... <varN>
<ts_value> <valuel> <value2> ... <valueN>
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For example, the following command can be used to wait for a connection from
port 2000 on perfmonl.cesnet.cz to port 2001 on perfmon2.cesnet.cz and then sample
PktsOut and PktsIn variables in 100 ms intervals:

$ wread perfmonl.cesnet.cz 2000 perfmon2.cesnet.cz \
2001 100000 PktsOut PktsIn

5.3 Tbwsyn

Tbwsyn utility extracts information from the output of different measurement tools
according to instructions from the user and produces the data and command file for
the gnuplot graphing utility.

The general syntax of using tbwsyn is the following:

tbwsyn [ <general_parameters> ] [ --b<bulk_file> <bulk_parameters> ] \
[ ——w<wread_file> <wread_parameters> ] \
[ ——t<tcpdump_file> <tcpdump_parameters> ]

The most important general parameters that immediately follow the tbwsyn com-
mand are the following:

e -a print absolute rather than relative timestamps

e -r assume reverse direction of the connection (from the server to the client)

e -c compute characteristics per time periods specified by this parameter in mi-
croseconds

e —p print characteristics per time periods specified by this parameter in microsec-
onds

The time period specified by -c argument is used only for computed characteris-
tics, such as average throughput computed from tcpdump tracefile. It does not affect
the frequency of sampled characteristics, such as those obtained from web100 or bulk,
which is determined at the time of measurement by arguments of wread and bulk
utilities.

Sampling from web100 is specified exactly as a constant time period by an argu-
ment of the wread utility, whereas sampling from bulk is specified indirectly by the
block size sent or received by one send () or recv() call and it can happen at varying
frequency.

A time period specified by -p argument can be the same as the time period
specified by -c argument or it can be different, particularly when we sampled web100
variables at one rate, computed tcpdump characteristics at a different rate and we
want to plot all characteristics together at the finer of the two rates.

Parameters for bulk, wread and tcpdump are all specified in the same format as
a comma-separated list of characteristics to report:

-g<characteristics> [,<characteristics> ...]
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The names of characteristics for bulk and wread are those accepted by these
utilities, that is socket options and TCP runtime variables.

The names of characteristics for tcpdump, which are computed from the tracefile,
can be the following;:

e seq - development of sequence numbers

e ack - development of acknowledgement numbers

e throughput - average throughput

e datdups - frequency of duplicated data segments

e ackdups - frequency of duplicated acknowledgements

e window - current congestion window (cwnd)

e rtt - current RTT

e flightsize - current flight size or outstanding windows (owin)

The output of tbwsyn is in the format of a data file for gnuplot graphing utility:

# bulk
# timestamp <colnamel> <colname2> <colnameN>
<timestamp> <valuel> <value2> ... <valueN>
# wread
# timestamp <colnamel> <colname2> <colnameN>
<timestamp> <valuel> <value2> ... <valuelN>

# tcpdump (immediate characteristics)
# timestamp <colnamel> <colname2> <colnameN>
<timestamp> <valuel> <value2> ... <valuelN>

# tcpdump (computed characteristics)
# timestamp <colnamel> <colname2> <colnameN>
<timestamp> <valuel> <value2> ... <valuelN>

When -a argument is specified, timestamps are printed as absolute time in the for-
mat “HH:MM:SS uuuuuu”, which includes hours, minutes, seconds and microseconds.
Gnuplot can recognise time with granularity down to seconds (it cannot work with
sub-second intervals). Therefore, the absolute format is suitable only for long-term
connections.

When -a argument is not specified, timestamps are printed relatively as the num-
ber of microseconds since the start of the connection. This is the format convenient
to plot time evolution of short-term connections.

Tbwsyn is implemented in C++ with classes representing different protocols and
monitored characteristics. Adding support for new characteristics is a relatively easy
task.
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5.4 Measure and Gengraph Scripts

The measure script provides an interface to all data-gathering tools. Particularly, it
starts bulk, wread and tcpdump with appropriate command-line arguments to provide
information requested by the user.

For example, assume that we have bulk running in the server mode on perf-
monl.cesnet.cz. Then we can start a monitored test connection to this computer
by the following command, which sets the block size to 16 kB and requests RTT
monitoring from bulk and web100 and tcpdump monitoring:

$ measure perfmonl.cesnet.cz -u 16384 -brtt -wSampleRTT -t

Note that we do not need to specify characteristics to be obtained from tcpdump,
they can be selected later when using tbwsyn utility.

The gengraph script first calls tbwsyn utility to process and time-correlate out-
puts from the three data-gathering tools. Tbwsyn produces command and data files for
standard graphing utility gnuplot. Gengraph then calls gnuplot with the generated
command and data files.

For example, we can use the following command to request graphs showing RTT
obtained from all three possible sources - bulk, web100 and tcpdump - and a graph
showing average throughput computed from tcpdump, in the period between 2 and 3
seconds from the beginning of the connection with time granularity of 10 milliseconds:

$ gengraph -p10000 --from 2000000 --to 3000000 \
-brtt -wSampleRTT -trtt -tthroughput

The data flow between the tools started by the measure and gengraph scripts is
illustrated in Figure 4.

measure
bulk2 N
\ gengraph
S
wread tbwsyn gnuplot
//
tcpdump 7

Figure 4. Measure and Gengraph scripts
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6 Implementation and Operation Notes

The tbwApplet is implemented in Java so that it can be used on workstations with
various operating systems. The graphical user interface (GUI) is implemented using
AWT (Abstract Windows Toolkit). We also needed to parse and construct XML
messages for communication with tbwMP. One approach would be to use an exist-
ing SOAP implementation for Java, such as Apache Axis. However, this would add
several megabytes to the applet downloaded by the web browser. Therefore, a simple
parser of XML messages has been implemented in two threads - MeasureClient and
GegraphClient, corresponding to the two phases of tbwApplet operation (see Sec-
tion 4). The third thread called MeasureClient makes a test connection to the remote
bulk tool.

The tbwMP measurement point is implemented in Python, as are several other
MPs, which were developed for the perfSONAR system. We used ping MP as a basis
to develop tbwMP. NMWGpy and SOAPpy packages are used to process NMWG-
based XML messages. The remaining components were implemented in the C lan-
guage.

The tbwMP measurement point must be started on a remote PC so that tbwAp-
plet can connect to it. All other measurement tools and utilities are then started
automatically by tbwMP. The following commands start tbwMP assuming that it is
installed in the /usr/local/perfSONAR-MP-tbw directory and that the local IP ad-
dress and the port number where tbwMP should listen for connections are 192.168.1.1
and 8090:

$ cd /usr/local/perfSONAR-MP-tbw
$ ./service/bin/startup.sh -d -u 192.168.1.1 -p 8090 -1 DEBUG

The control connection between tbwApplet and tbwMP and the test connection
must pass through any firewalls that may be installed in a network path. You can
choose a port number used by the control connection in the above command and
you can choose a port number used by the test connection in the form presented by
tbwApplet (this port number is passed over the control connection to the remote PC).
If you start bulk manually in the server mode on some remote PC, you can also use
a command-line argument for selecting the listening port number.

The default security policy for Java applets allows you to use only port numbers
starting from 1024 even for outgoing connections. If you want to use a lower port for
the test connection, such as port 80, which is often permitted in firewalls, you need to
change the Java security policy. In a Windows operating system, edit the following
file (the exact Java version may differ):

c:\Program Files\Java\jrel.5.0_06\1lib\security\java.policy

and change the line that looks like this:
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permission java.net.SocketPermision "localhost:1024-", "listen";
to read:
permission java.net.SocketPermision "localhost:1-", "listen";

TbwApplet offers the IP address of the local PC as the default destination IP
address for the test connection from the remote PC. For security reasons, one of the
operations that are prohibited for Java applets is finding out the IP addresses of local
interfaces. To circumvent this restriction, the IP address of the user’s workstation is
obtained by tbwCGI script on the remote PC and sent back to tbwApplet.

We tested tbwtools with Debian Linux machines for tbwMP and the tools started
from it and with Java JDK 1.4.2 for tbwApplet. More implementation details includ-
ing the hierarchy of classes in the tbwsyn tool are described in [2].

7 Example of Use

A user starts TCP performance debugging by pointing a web browser to a web page
where tbwApplet can be downloaded. An example installation of tbwtools is accessible
for authorised users from http://perfmon.cesnet.cz.

The initial window presented by tbwApplet is shown in Figure 5. The user has
two options.

The first option (1a) is to make a new test connection by specifying destination
IP address, port number, direction, block size (to be sent in one send() call), socket
buffer size and duration in seconds. The destination IP address field is pre-filled with
the IP address of the user’s PC. The user can make the test connection to the local
PC or, by rewriting the IP address, to some remote PC running bulk in a server mode.
The source IP address of the connection is that of the remote PC running tbwMP.
In the current version, it is the PC from which tbwApplet was downloaded. A future
version will allow the specification of where tbwMP is running.

The second option (1b) is to enter the data ID of an already performed test
connection, whose measurement data is stored with tbwlMP. This option can be used
by an expert who is debugging performance problems on behalf of a user who makes
a test connection and submits the data ID.

XML messages exchanged between tbwApplet and tbwMP can be observed in a
frame below (2).

After the test connection finishes or the data ID is processed, the user is pre-
sented with a form that allows them to select characteristics to be extracted from
measurement data and presented, see Figure 6. The user can select any combination
of variables obtained from tcpdump tracefile (3a), socket options from bulk monitor-
ing (3b) or TCP runtime variables from webl100 monitoring (3c). Finally, the user
selects (4) the time period of the connection that should be extracted and the time
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e

@

Figure 5. Doing test connection with tbwApplet

intervals for computed variables and for plotting all characteristics (the latter also
determines the interval for sampling variables from tcpdump tracefile).

An example of selected characteristics presented by tbwtools is shown in Figure 7.
It shows, left to right and top to bottom:

e Frequency of packet loss from bulk

Congestion window (cwnd) from bulk
Slow start threshold (ssthresh) from bulk
Frequency of duplicate acknowledgements from tcpdump

Unacknowledged data (flight size) from tcpdump

Receiver window (rwin) from tcpdump

Total retransmitted bytes from web100
Buffered not yet sent data from web100

Total Fast Retransmit invocations from web100

e Frequency of retransmission timeout expiration
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Figure 6. Selecting characteristics with tbwApplet
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In this particular connection, we can see that there were lots of packet losses, but
only one retransmission timeout expiration, the rest of retransmissions were covered
by the Fast Retransmit mechanism. The flat receiver window (rwin) shows that the
receiver was not overloaded and steady availability of buffered not yet sent data shows
that the sender was able to provide enough data to fill the network path. Overall, it
was a healthy connection, although it was competing for bandwidth all the time.

Tbwtools also presented the following summary about the connection:

Transported 91226112 bytes in 10.796 s, connection speed 67.600 Mbps
There were 1146 packets retransmitted, 5097 duplicate ACKs received
and O SACK blocks received.
Segment size was 1448 B, average round-trip time 8.804 ms,
packet loss rate 0.090413}
The connection was receiver limited 1.68% of time
The connection was network limited 98.23) of time
Maximal window size of your machine was 384 kB, which limits
the throughput to 357.899 Mbps

8 Conclusion

We developed an integrated set of tools that provides a wide range of information for
debugging TCP performance by combining TCP runtime variables and socket options
with the connection tracefile.

Certainly, it is up to the user to evaluate what was happening during the test
connection. In the future, a kind of expert system integrated with PERT knowl-
edge base and case database® can be developed to assist with this evaluation. What
makes tbwtools particularly useful is the ability to get a wide range of time-correlated
debugging information from different monitoring tools together in a common user in-
terface. A user can easily change the set of produced characteristics and make more
test connections with different parameters (such as socket buffer size or test duration)
between different hosts. A user can also ask somebody else for the expert opinion by
sharing the obtained data ID for an already made test connection and stored results.

We plan to integrate monitoring functionality of bulk into iperf, which would make
it more accessible to people accustomed to iperf, a popular throughput measurement
tool.

An on-line demo of tbwtools is accessible from https://perfmon.cesnet.cz. A
public release of tbwtools is being prepared as part of JRA1 activity in the GN2
project”.

6 http://www.geant2.net/server/show/conWebDoc.999
" http://www.perfsonar.net
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Appendix A. Messages for communication between
tbwApplet and tbwMP

A.1 MetadataKeyRequest

An example of a message from tbwApplet to tbwMP in the first phase of performance
debugging. Source and destination IP addresses of the test connection are specified,
as well as the test duration, block size (to be sent in one send() call) and socket
buffer size.

<nmwg:message id="msgl"
type="MetadataKeyRequest"
xmlns:perfsonar="http://ggf.org/ns/nmwg/tools/org/perfsonar/1.0/"
xmlns:nmwg="http://ggf.org/ns/nmwg/base/2.0/"
xmlns:nmwgt="http://ggf.org/ns/nmwg/topology/2.0/"
xmlns:ping="http://ggf.org/ns/nmwg/tools/tbw/2.0/">
<nmwg:metadata id="metal">
<ping:subject id="subl">
<nmwgt:endPointPair>
<nmwgt:src type="ipv4" value="10.43.70.6"/>
<nmwgt:dst type="ipv4" value="10.43.70.5" port="2000"/>
</nmwgt :endPointPair>
</ping:subject>
<nmwg:eventType>tbw</nmwg:eventType>
<nmwg:parameters id="paraml">
<nmwg:parameter name="timeDuration">1</nmwg:parameter>
<nmwg:parameter name="bufferLength">65536</nmwg:parameter>
<nmwg:parameter name="windowSize">6000000</nmwg:parameter>
</nmwg:parameters>
</nmwg:metadata>
<nmwg:data id="datal" metadataIdRef="metal"/>
</nmwg:message>

A.2 MeasurementRequest

An example of a message from tbwApplet to tbwMP in the second phase of per-
formance debugging. Source and destination IP addresses of an already done test
connection are referenced. Then the lists of requested variables from bulk, web100
and tcpdump monitoring are specified.

<nmwg:message id="msgl" type="MeasurementRequest"
xmlns:perfsonar="http://ggf.org/ns/nmwg/tools/org/perfsonar/1.0/"
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xmlns:nmwg="http://ggf.org/ns/nmwg/base/2.0/"
xmlns:nmwgt="http://ggf.org/ns/nmwg/topology/2.0/"
xmlns:tbw="http://ggf.org/ns/nmwg/tools/tbw/2.0/">
<nmwg:metadata id="metal">
<ping:subject id="subl">
<nmwgt:endPointPair>
<nmwgt:src type="ipv4" value="10.43.70.6"/>
<nmwgt:dst type="ipv4" value="10.43.70.5"/>
</nmwgt :endPointPair>
</ping:subject>
<nmwg: eventType>tbw</nmwg:eventType>
<nmwg:parameters id="paraml">
<nmwg:parameter name="interval">1</nmwg:parameter>
<nmwg:parameter name="bulkVars'">state,ca_state,retransmits
</nmwg:parameter>
<nmwg:parameter name="web100Vars">CurCwnd,CurSsthresh
</nmwg:parameter>
<nmwg:parameter name="tcpdumpVars">throughput</nmwg:parameter>
</nmwg:parameters>
<nmwg:key id="keymetal">
<nmwg:parameters>
<nmwg:parameter name="datadir">fPcVH16825</nmwg:parameter>
</nmwg:parameters>
</nmvg:key>
</nmwg:metadata>
<nmwg:data id="datal" metadataIldRef="metal"/>
</nmwg:message>

A.3 RELAX NG Specification

A formal syntax of requests and responses exchanged between tbwApplet and tbwMP.

namespace tbw = "http://ggf.org/ns/nmwg/tools/tbw/"
include "nmtopo.rnc"
include "nmbase.rnc" {
Datum = TbwDatum
Subject = TbwSubject
Parameters = TbwParameters
b
## Tbw Metadata Section
TbwSubject = element tbw:subject {
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Identifier &
EndpointPair

}

TbwParameters =
Identifier &

(
element
element
element
element

)|

element
element
element
element
element
element
element

}

tbw:
tbw:
tbw:
tbw:

tbw:

tbw

element tbw:parameters {

timeDuration { xsd:int }?7 &
bufferLength { xsd:int }7 &
windowSize { xsd:int }7 &

direction { xsd:string }7 &

comPeriod { xsd:int }7 &

:sampleRate { xsd:int }7 &
tbw:
tbw:
tbw:
tbw:
tbw:

fromTime { xsd:int }7 &
toTime { xsd:int }7 &
bulkVars { xsd:string } &
web100Vars { xsd:string } &
tcpdumpVars { xsd:string }

## Tbw Data Section

TbwDatum =
attribute
attribute
attribute
attribute
attribute

element tbw:datum {

value { xsd:float } &
valueUnits { xsd:string }7 &
numBytes { xsd:int }7 &
numBytesUnits { xsd:string }7 &
seqNum { xsd:int } &
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Dynamic Routing System
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Abstract The aim of this project is to create a multi-protocol system using
SIP, H.323 and MGCP standards, which would ensure routing to various
types of VoIP networks. The priority is to provide multi-protocol support to
SIP and H.323 signalling and the support of the routing using the ENUM
standard (which is to pass from the trial phase into full operation in the
Czech Republic in 2007). The document describes the system’s architecture
and the components used. It also briefly describes ENUM. The appendix lists
supported RFC.

Keywords: VoIP, SIP, H.323, Asterisk, GnuGK, MGCP, ENUM

1 Introduction

In 2006, the multi-protocol routing system was designed and implemented. It consists
of five key components and enables connecting voice gateways, end users and peering
with other IP telephony providers. The whole system was incorporated into the cur-
rent IP telephony system and its functionality was tested in trial operation. Although
it is not publicly accessible, it demonstrates the variety of connection by means of
different equipment by various producers using various protocols; this is project’s key
contribution.

2 Architecture of the Open Multi-protocol Routing System

The key component of the system is hipath 8000 (“h8k”) — a SIP soft switch developed
and produced by Siemens. In the course of the trial operation in the Czech Republic,
CESNET managed to obtain h8k software, including installation and accompanying
workshop free of charge. All we had to buy were the servers. We would like to thank
the management of the Siemens Division COM for their support and the engineers
who participated in installation and debugging of the configuration.

The h8k used by CESNET is built on SuSE Linux and IBM x346 HW platform.
Its core consists of two IBM x346 servers operating in a fully redundant mode. H8k
is complemented by one server for management and by one media server.

The system’s primary protocol is SIP, see [1], [2], [5], and the communication
with H.323 is ensured by means of a protocol gateway. The system is managed

L. Lhotka, P. Satrapa (Editors) — Networking Studies: Selected Technical Reports, p. 165-178
@ CESNET, 2007. ISBN 978-80-239-9285-4
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through a web interface. The implemented h8k supports the Privacy Mechanism for
the Session Initiation Protocol and IPsec security, which is a means of communication
security which we have not yet tested since it was not available under the open-source
solutions used.

Figure 1 shows interconnection of the components and routing prefixes.

PBX VSB-TUO VoGW AS-5300

@_

Hipath3000 VoGW AS-5300 PBX CVUT
GK1 Cisco GK T
l 95005 59699
GK1-EXT GnuGK T
22435
950051,/ A\ 950052
SIP-H.323 . 950055
IP2IP GW Astensk l
99420\ //58420
97420 ]
Hipath8000 9@ SIP server SER
95005 adhed
* Y
PSTN brana

Figure 1. Scheme of the network for operation testing

The system consists of following components:

soft switch hipath8000 (Siemens),

translation gateway H.323-SIP (IP2IP GW Cisco),

SIP Express Router (open-source for Linux),

Asterisk used as translation gateway H.323-SIP-MGCP (open-source for Linux),
GNU Gatekeeper (open-source for Linux).

The translation between SIP and H.323 is currently carried out at the Cisco
IP2IP gateway but we are also looking for different solutions based on open-source
and we are testing Asterisk as the translation gateway. We are going to run the IP2IP
gateway in parallel with Asterisk until we have verified the full functionality of the
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translation on Asterisk. The above mentioned components are part of the architecture
which provides services to equipment (gateways, IP phones) connected to it. In order
to verify whether these are compatible, we drafted a list of devices based on which
the soft switch acceptance protocol was designed. The devices were chosen from the
following four categories:

translation protocol gateway,
SIP Proxy,
voice gateway,

IP telephones.

The test routing prefixes are mapped statically in order to simplify the verification
of component accessibility and to make it more transparent. The critical spot is the
SIP-H.323 translation gateway. The prefix enables routing the call to a particular
translation gateway in both directions. Later on, we focused on ENUM, i.e. mapping
of E.164 number to URI via DNS. At present, we have a fully functional and verified
ENUM on the SIP Express Router. Besides the el64.arpa public tree we also use the
access into nrenum.net and the cesnet.cz private tree.

In 2006, we ensured the delegation of most prefixes of the members of the CES-
NET association in the ENUM system. Our experience and achieved results enabled
us to participate in the development of the new communication architecture of the
European infrastructure of national research networks under TF-EFC (Task Force
Enhanced Communication Services) of TERENA association.

In our system, SER!, h8k, ASTERISK? and GnuGK? support ENUM. We set up
ENUM on SER, GnuGK and Asterisk. The SER and GnuGK servers are also used
as border components in the CESNET VoIP network for communication with other
VoIP networks and therefore ENUM NAPTR records in DNS are directed to them.
Unfortunately, ENUM did not operate properly in this version of h8k. The following
chapters describe individual system components.

3 Hipath8000

Hipath8000 is a soft switch based on SIP scalable to serve up to 100 000 users. Its
redundancy is ensured by the interconnection of two identical servers. These servers
are connected through multiple redundant 1Gbps interfaces. Figure 2 shows the
interconnection of servers, we can see the physical interconnection of interfaces for
individual networks (Signalling, Billing, Cluster Interconnect and Administration).

! http://www.iptel.org/ser
2 http://www.asterisk.org/
3 http://www.gnugk.org/
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Figure 2. Interconnection of IBM x346 servers.

The redundancy ensures an uninterrupted operation in case one of the servers breaks
down and in theory also a smooth upgrade without outage.

HS8k was installed on two IBM servers x346. Each of the servers has seven Gigabit
Ethernet interfaces and together they form a cluster, which is subdivided into four
VLANS:

e Signalling,

e Administration NMC/SMC,
e Billing,

e Interconnect.
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Beside these two IBM x346 servers, another server - media server Convedia CMS-
1000 is connected to the h8k system. CMS communicates with h8k using MGCP and
SIP signalling and enables creating conferences and attaching audio announcements
to calls. This Media server is connected to switch by means of two ports designed for:

e management,
e control and media.

The h8k system is managed by two applications running on one Primergy RX100
S3 server. These are iNMC (Network Management Control) and iSMC (Subscriber
Management Control) applications. The latter enables managing through the web.
All configuration tasks can also be carried out via CLI (Command Line Interface)
which runs directly on the h8k console on SuSE Linux or via a secure shell. The
currently installed version of h8k is 2.1. At the Vienna workshop organised for us
by Siemens, we had the opportunity to test the higher version which works with
the Assistant. The Assistant replaces iNMC and iSMC and unifies the access to the
system. The management is easier in it. However, this version was not released at
the time of the installation. In the Siemens laboratories, the future development of
h8k was described to us. Hipath8000 version 3 will be released in 2007. It has a wider
support for ENUM. Hipath8000 version 3 has been developed but not yet approved
for the release. The SS7 support is a very interesting extension of the h8k operator
version. As we have been using the SS7 open-source solution on Asterisk [6], it might
be possible to connect these two systems through SS7. The SS7 signalling system is
used in IN (Intelligent Networks) of the telecommunications operators of both fixed
and mobile networks. These operators make peering solely on SS7.

We chose Convedia CMS-1000 as the Media server for our solution. The Media
server is the terminal mixing point of RTP streams. It contains the codecs that
perform mixing, audio recording and playback. CMS is a stateless device. It allocates
media channels when directed to it by the soft switch or by the application server but
does not attempt to maintain call state. The Media Server has the following features:

e Tones,

e Announcements,

e DTMF collection, generation, relay,

e Fax support (detect T.30 / T.38),

e Conferencing (n-way, meet-me),

e Lawful Intercept (CALEA) support,

e Multi-lingual options,

e Integration with ASR and TTS (via MRCP),
e Support SIP and MGCP control,

e CSTA and VXML applications interfaces,
e Record and Playback options,
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e SNMP Management.

H8k enables connecting SIP phones and gateways and their interconnection with
SIP Proxy. H8k supports H323 but this solution is not fully compatible with H.323
standards used in CESNET2 network and will be completely removed from the later
version. This is why we use translation gateways.

4 SER

Another component used is the SIP Express Router (SER). SER is an open source
project written in C language. It covers the function of the registrar, redirect and
proxy server for communication by means of the SIP protocol. It was originally
developed as the backbone SIP router with a strong focus on its performance. It can
serve thousands of calls per second on the two-processor PC and hundreds of calls on
IPAQ.

Server supports stateless and transaction stateful processing of SIP communi-
cation. This processing is controlled by a powerful script language. However, the
powerful language means that its configuration is rather complex. The server is mod-
ular and as such is very well extensible. As the number of users keeps growing, new
modules are created. SER can be controlled remotely via FIFO or UNIX socket. SIP
stack supports communication over the IP protocol, versions 4 and 6, transport pro-
tocols UDP and TCP and can also support TLS with the appropriate add-on module.
The server also supports multiple user domains, aliases and ENUM. The authentica-
tion and authorisation can be done via Radius or modules using memory storage or
database (MySQL, Postgres). The registration information can also be stored in a
SQL database. It is not necessary to use the database to run SER. The registration
information is thus stored only in the memory, which is fast, but these records are
lost upon a restart. The SER is able to help with NAT traversal (nathelper, rtp-
proxy, mediaproxy) and its potential could be extended by external scripts written
for example in Perl. The SER is designed for Linux, BSD (NetBSD, FreeBSD) and
Solaris.

Recently, the project has split into two separate projects. The original project
continues at iptel.org® and the new project has its home at openser.org®. However,
the compatibility of the two projects cannot be guaranteed, in particular for the
extensions such as SerWeb. The SER is used in CESNET as the access router and as
a server for users.

You can download the current version of the SER is available® either as a package
for Debian or as a zipped tar ball of source files. Afterwards, you could modify the

4 http://iptel.org/
° http://openser.org/
6 http://ftp.iptel.org/pub/ser/0.9.6/
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Makefile to set up which modules will be compiled. For instance, the MySQL module
is not compiled by default. Compilation and installation are done using the following
commands:

# make
# make modules
# make modules install

The ser.cfg configuration file is by default located in /usr/local/etc/ser.

5 GnuGK

GnuGK runs in CESNET2 network on server gklext.cesnet.cz and is, together with
the SER, one of the key elements of the system. Its configuration and functions
were described in detail in the technical report last year, see [3]. Under the project,
the support for ENUM has been set up. The configuration is saved in the file
/etc/gatekeeper.ini, but before the GK is launched, the PWLIB_ENUM_PATH variable
has to be set up. Once it has been tested, it can be set up in /etc/profile. We set up
the ENUM queries into two trees — el64.arpa and nrenum.net. This is done by means
of the following command:

# export PWLIB_ENUM_PATH=el164.arpa:nrenum.net

The GNU Gatekeeper depends on the OpenH323 library, which is dependent on
PWLib. ENUM requires at least PWLIB V1.8.0. We have had bad experience with
older versions of PWLIB and OPENH323 and therefore recommend downloading a
newer version. However, not all versions are compatible; the latest verified couple is
PWLIB V1.10.0 and OPENH323 V1.18.0. The latest released version of GnuGK —
GnuGK 2.2.4 uses these versions.

# wget http://surfnet.dl.sf.net/sourceforge/openh323/pwlib-v1_10_0O-src-tar.gz
# wget http://optusnet.dl.sf.net/sourceforge/openh323/openh323-v1_18_0-src-tar.gz

Once the file is downloaded and unpacked, the standard compilation may be
carried out.

# ./configure
# make
# make install

The GNU GK documentation at GNU Gatekeeper” site contains a mistake in
the ENUM description. A quote from the gnugk documentation: “To specify your
own server you have to specify an environmental variable PWLIB_ENUM_PATH with the

" http://www.gnugk.org/
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address of your preferred enum servers separated by a semicolon (;).” Yet a semicolon
(;) is wrong (for Linux); the right syntax is a colon (:).

Setting up the /etc/gatkeeper.ini file is quite easy. All you have to set up in the
[RoutingPolicy| section is the directions, which should be available via ENUM, e.g.:

[RoutingPolicy]
123456=enum,dns
789847=enum,dns

or default rule

[RoutingPolicy]
default=explicit,internal,neighbor,parent,enum,dns

The next configuration snippet shows the routing of calls to h8k either via the
IP2IP or Asterisk translation gateway. We describe only the part of the configuration
relating to routing.

[RasSrv: :GWPrefixes]

IP2IPGW=950051

GW-CESNET-AST=950052

[RasSrv: :GWRewriteE164]
IP2IPGW=0ut=950051=420950051
GW-CESNET-AST=0ut=950052=420950052

[RasSrv: :PermanentEndpoints]
ipaddressGWAsterisk:1720=GW-CESNET-AST ;420950052
ipaddressGWIP2IP:1720=IP2IPGW;420950051

6 Asterisk as SIP-to-H.323 Gateway

In our project, we use Asterisk as the translation gateway between SIP and H.323
in the same way as Cisco IP2IP Gateway. Asterisk is designed as a multi-protocol
PBX. SIP and H.323 are only two of the various protocols that Asterisk is able to use
and the translation between these two protocols is just one of possible ways to use
Asterisk. As Asterisk is not designed directly for such a translation, the configuration
is broken down into several files. Asterisk is described in detail in our last year’s
technical report, see [4]. We will therefore move directly to the configuration of the
significant parts used in the project.

The configuration of the SIP channel is stored in the sip.conf file. All SIP clients
or superior servers are set up there. For our purposes, we configured only a few clients
(IP phones). The configuration is divided into several sections: the general section,
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which contains the initial settings for all / non authenticated clients and individual
sections which describe peers.

[generall

context=guest ; Default context for incoming calls

port=5060 ; UDP Port to bind to (SIP standard port is 5060)
bindaddr=0.0.0.0 ; IP address to bind to (0.0.0.0 binds to all)
srvlookup=yes ; Enable DNS SRV lookups on outbound calls
tos=lowdelay ; lowdelay,throughput,reliability,mincost,none
maxexpirey=3600 ; Max length of incoming registration we allow
defaultexpirey=400 ; Default length of incoming/outoing registration
videosupport=yes ; Turn on support for SIP video

disallow=all ; First disallow all codecs

;allow=ilbc ; Note: codec order is respected only in [generall
;allow=speex

;allow=gsm

allow=alaw

;allow=h261

allow=h263

allow=h263p

rtptimeout=60 ; Terminate call if 60 seconds of no RTP activity
rtpholdtimeout=300 ; Terminate call if 300 seconds of no RTP activity
;Number 950052 11

; all calls from this number will nbe routed to context sip.
[950052 11]

username=950052 11

secret=nejakeheslo

callerid=Pepa Nos

type=friend

context=sip

host=dynamic

canreinvite=no

qualify=6000

nat=yes

The 0oh323.conf file describes the setting of the 00h323 channel. Asterisk sup-
ports more H.323 channels: the original asterisk’s h323, oh323 built on the openh323
stack and Objective Open H.323 (0o0h323c). For our purposes, we used ooh323c be-
cause it is written in purely in C and does not, like the 0h323, depend on other external
libraries. Thanks to these qualities, it is more convenient for possible embedding.
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The next configuration file is extension.ael. The new syntax of the dial plan in
Asterisk (Asterisk Extensions Language) is very synoptic. Unlike the extensions.conf,
AEL has a higher-level syntax. We used AEL to define the enum macro according to
a contribution® found at the voip-info.org Wiki.

Asterisk does supports ENUM but only at a low level (see the enumlookup?
manual page). Anything more complicated depends on user functions, but it gives the
ENUM lookup a substantial variety. The initial configuration of ENUM in enum.conf
is not used in this case and zones are defined directly within the macro (divided by
minus). It is necessary to interconnect these channels so that the call from the first
protocol is routed to the second as well as in the opposite direction, which is done
in extensions.conf. We selected ENUM because it is much easier, more legible and
clearer than Asterisk itself.

Now we need to interconnect everything; authenticated clients from SIP will call
via context sip and non-authenticated ones via guest. The process for H.323 is rather
more complicated because we only support anonymous users that can be routed based
on their IP address only. We did not use this option and we route everything from
H.323 to the h323 context. We should stress that one should not rely on the order
of lines in individual contexts. The sole truly reliable element is the order of include
directives. Further on, we note that the lines written directly in the contexts are
assessed first and then the includes.

7 IP2IP Gateway

We used Cisco 2651XM as the translation gateway with the c2600-adventerprisek9_ivs-
mz.124-3b image. The configuration was done according to the documentation. The
following syntax in configuration allows the translation:

voice service voip

allow-connections h323 to h323
allow-connections h323 to sip
allow-connections sip to h323

allow-connections sip to sip

In the SIP direction, the SIP server is set as the session-target. The SIP server is
set up in sip-ua section and resolved via DNS.

8 http://www.voipinfo.org/wiki/view/RFC+Compliant+ENUM+Macro
% http://www.voip-info.org/wiki/view/Asterisk+func+enumlookup
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dial-peer voice 211 voip
destination-pattern 950051...
session target sip-server

In the H.323 direction, RAS is set as the session-target. The setting for ras can
be found at the Fast Ethernet interface in which we configured the registration of
gateway at gklext.cesnet.cz.

dial-peer voice 1 voip
destination-pattern 420.........
session target ras

At TP2IP GW we also use translation of numbers and codec preferences, which is
set up in the Voice class codec section and Translation rules.

8 ENUM

ENUM plays an important role in the interconnection of VoIP islands. Its base
function could be described as the mapping of the space of E.164 telephone numbers
into the space of URIs (uniform resource identifiers). The most often IP telephony
URIs used begin with sip:, h323: or eventually tel:. The core ENUM functionality has
been described quite frequently and therefore we will not deal with it further. Let us
only remind you that the DNS system is used to distribute information (translation
rules), in particular NAPTR of records.
An example NAPTR of the record for 9.8.2.5.5.3.4.2.2.0.2.4.e164.arpa:.

IN NAPTR 100 50 u "E2U+sip" "!"\+(.*)$!sip:\1@cesnet.cz!" .
IN NAPTR 200 50 u "E2U+h323" "!°\+(.*)$!h323:\10gklext.cesnet.cz!" .

These rules transform the E.164 number +420224355289 into the following two
URIs: sip:420224355289@cesnet.cz and sip:420224355289Qgklext.cesnet.cz.

The DNS system is quite suitable for this purpose thanks to its stability and
the distributed approach. In addition, the mechanisms resolving the address for
the target element also use DNS. Besides the common translation of names to IP
addresses, the SRV records can also be used. SRV records publish the places of the
operator of individual services. The following SRV records show service points for the
SIP protocol using transport protocols TCP and UDP for the cesnet.cz domain:

_sip._udp.cesnet.cz SRV 100 10 5060 cyrus.cesnet.cz.
_sip._tcp.cesnet.cz SRV 100 10 5060 cyrus.cesnet.cz.
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The disadvantage of using DNS is a rather low security level because DNSSEC
is not that widely used and the transmitted information cannot be protected against
forgery. The system is designed so that anyone can ask for information. The way in
which various answers are created based on the address of the participant who poses
the question is rather complicated, in particular where recursive queries are used.

The benefit of the system is that the owner of the telephone number controls
information that is made public about his number. The most frequent has so far
been the exchange of routing information (prefixes and addresses of border elements)
while interconnecting various islands. When the information has changed, it had to be
distributed to all participants and their systems adjusted accordingly. The probability
that a mistake will occur increases with a larger number of participants. When every
participant only publishes own information, the system is much flexible.

We distinguish several types of ENUM, public and private. The public part can be
further subdivided for user and infrastructure usage. Anyone can create a private tree
in his own domain; many such trees exist. One group is represented by nrenum.net,
el64.org and it serves for a slow start or when the public tree is not available. The
second group can be used for internal routing, for instance in big companies. The
public user ENUM uses the el64.arpa tree. The first level for assigning sub-trees is
the national prefix — 420 for the Czech Republic. The assignment is made through
ITU-T, which asks the national regulator (National Telecommunication Office or the
Ministry) for approval. Subsequently, the registrant can only register the domain
(number or prefix) to which the applicant can confirm his right to use — i.e. to
carry out the validation by means of an SMS, contract or invoice. It is clear that in
the public user tree, the information is inserted by the user himself and not by the
operator of the number. On other hand, ENUM is very important for the connection
between operators and that is why the ENUM infrastructure has been created.

We stored prefixes of operators, which we are connected to in a private tree. All
NAPTR records about them are stored directly in a single zone, i.e. not delegated.
This not only enables every participating operator to transfer the whole zone to
himself and thus obtain faster responses, it also reduces the likelihood that the records
will change during the transport but it reduces the possibly for every operator to
manage his own records in his name server. We have tried to remove this disadvantage
by designing such a zone management system in which the participants could also
publish contact persons’ information and testing numbers, which facilitates solving
possible issues. The system consists of a web interface built upon MySQL database, a
functionality which ensures that the zone is generated and of DNS server BIND. The
validation has not been automated and it will carried out be based on information
published by CTU (Czech Telecommunication Office). The aim is to make t he
operators aware of ENUM by means of this particular project and to show them how
to use it to their advantage.
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9 Conclusion

The output of our work is the implementation of a multi-protocol system working with
standards SIP, H.323 and MGCP, which uses both the static routing, and ENUM.
We tested the functionality of the two-way translation between H.323 and SIP by
means of a load test using the IP2IP gateway. Moreover, we added a new feature
into the system based on Asterisk. We explored open-source solutions and used
the GNU GK, SIP Express Router and Asterisk open projects. The core of the
tested solution consists of the Hipath8000 soft switch produced by Siemens, which
supports several advanced functions and enables interconnecting advanced enterprise
or operator oriented system with our largely open source systems and provides the
background for such cooperation. ENUM ensures the openness and availability of the
connection. The next phase is to build up a system of trust on the interconnected
networks of IP telephony islands.

Complete configuration files can be found in appendices B-F of the on-line version
of this report!?.

Appendix A. Supported RFCs in hipath8000

RFC 0826: ARP Ethernet Address Resolution Protocol
RFC 1034: DNS Domain Name System

RFC 0959: FTP File Transfer Protocol

RFC 0792: ICMP Internet Control Message Protocol

RFC 0791: IP Internet Protocol

RFC 1305: NTP Network Time Protocol

RFC 1905: SNMP v2 Simple Network Management Protocol
RFC 0793: TCP Transmission Control Protocol

RFC 0854: Telnet

RFC 0768: UDP User Datagram Protocol

RFC 0894: Standard for the Transmission of IP Datagrams over Ethernet Networks
RFC 822: Format of ARPA Internet Text Messages

RFC 1123: Requirements for Internet Hosts

RFC 3261: SIP: Session Initiation Protocol

RFC 1889 & RFC 1890: RTP - Real-Time Transport

RFC 2327: Session Description Protocol (SDP)

RFC 2705: Media Gateway Control Protocol (MGCP)

RFC 2806: URLs for Telephone Calls

RFC 3015: Megaco Protocol

RFC 2916: E.164 Numbers and DNS

10 http://www.cesnet.cz/doc/techzpravy/2006/voip-routing/
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RFC 3204: Mime Type for ISUP and QSIG

RFC 2976: SIP INFO Method

RFC 3262: Reliability of Provisional Responses in SIP

RFC 3265: SIP-specific Event Notification

RFC 3272: SIP for Telephones (SIP-T): Context and Architectures
Draft-ietf-sipping-e164-00.txt: Resolution of e.164 Numbers in SIP Applications
Draft-ietf-sipping-isup-00.txt: ISUP to SIP Mapping
Draft-ietf-sip-session-timer-09.txt: Session Timer for SIP
Draft-ietf-sip-privacy-general-01 SIP Privacy Mechanism
Draft-levy-sip-diversion-01.txt: Diversion Indication in SIP
Draft-ietf-sipping-mwi-00.txt: SIP Message Waiting
Draft-ietf-sipping-3pcc-02.txt: SIP Third Party Call Control
ITU-T Q.701 through Q.707 SS7 MTP

ITU-T Q.761 through Q.767 SS7 ISUP

ITU-T H.323 v2 Packet Based Multimedia Communications
ITU-T H.225 v2 H.323 Call Signalling Protocols

ITU-T H.245 v2 H.323 Media Control

ITU-T E.164 The International Pub. Telecommunications Numbering Plan
ITU-T X.680 Abstract Syntax Notation One (ASN.1)

ITU-T X.690 Specification of Basic Encoding Rules (BER)

ITU-T Q.1214 Intelligent Network CS-1
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CESNET Association and CESNET?2 Network

CESNET is an association of all government-founded universities of the Czech Re-
public and the Czech Academy of Sciences. Its main goals are:

— operation and development of the Czech NREN (National Research and Education
Network),

— research and development of advanced network technologies and applications,

— broadening of the public knowledge about the advanced networking topics.

CESNET is a long-time Czech academic network operator and participant of
corresponding international projects. The most important international relationships
of the CESNET association are:

— shareholder of DANTE (Delivery of Advanced Network Technology to Furope),

— member of TERENA (Trans-European Research and Education Networking As-
sociation),

— Internet2 international partner since 1999,

— Partner of the European GN2 project.

— founding member of GLIF (Global Lambda Integrated Facility)

More information about CESNET may be obtained from http://www.ces.net.
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