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Security Risks In IP telephony

VoIP inherits all associated IP vulnerabilities

Most frequent risks and attacks associated with Vol P

Scanning and Enumerating
* trying to locate VolP components

Denial of Service

* DoS and Distributed DoS attacks
 can exploit a flaw

 a flood attack

Theft of an account
» especially if the authentication mechanism is based on the MD5 algorithm

e 4,5 mil. USD losses incurred by Edwin Pena from New Jersey



CID Spoofing
* manipulation of Caller ID (CID)

Eavesdropping

» unauthorized interception of voice packets or RTP media streams,
« RTP vs. SRTP or ZRTP

» decoding of signalling messages

Call Hijacking & Redirection
e call intended for one user is redirected to another

ACK sip:7204@158.196.146.12;transport=udp SIP/2.0

Via: SIP/2.0/UDP 158.196.192.32:47998;branch=z9hG4bK-d8754z-429c98f2694bf547-1---d8754z-;rport
Max-Forwards: 70

To: <sip:7204@158.196.146.12>;tag=as06fb1164

From: "7002"<sip:7002@158.196.146.12>;tag=9197c599

Call-ID: NzhkNmM2YzZhZDk3NjhmMDUwYTJjZWY5ZWVkMzY4MWM.

CSeq: 3ACK

Content-Length: O

VoIP Spam
» Spam over Internet Telephony (SPIT)



SPAM over Internet telephony
Hype or reality ?

« Spam, one of the most extended attacks in the Internet environment
« Spam takes 80 - 90% of total attacks on the Internet.

SPIT will be a major threat in future

* the level of annoying factor is even greater than classical Spam,

e ON an avarage we receive 5 Spam emails per day

* instead of unwanted emails we can imagine a machine generating many
calls and replaying a message.



SPITFILE — SPIT tool

» we want to point out that SPIT is a real and a very dangerous risk
» based on Sipp generator

* Python was chosen for development of our SPIT application

two methods are used for dynamic cooperation with S IPp:
* the variables are sent to SIPp application to initialize voice call

» for the values, which have to be dynamically inserted into XML file, a new
function was created (library xml.dom.minidom)

e result = SPITFILE



Our application can generate two types of attacks:

Direct and Proxy

Direct mode
SPITFILE
File Help |
Direct meyi
Remote IP Address: ‘:
Protocol: @® UDP ) TCP
Your ID: | |
Local IP Address: :
Local Port: |:|

Insert Advert. Message (.pcap, g711u): |

Advert. Message Duration (sec):

Number of Calls:
Interval Between Calls (sec): |:|
| SEND ‘

| ‘ Browse...

Filip Rezac, Miroslav Voziak 2009




It generates SPIT via VolP PBX (SIP Proxy) and the attack thereupon can run
against anything that is available behind the Proxy (also ordinary phones ...)

Proxy mode

File Help
Destination: ’:\
SIP Server IP: |
Protocol: ® UDP | TCP
Your ID: ’:‘
SIP ID Username: ]
SIP ID Password: \—|
Local IP Address: |
Local Port: ’:\
Insert Advert. Message (.pcap, g711p): ‘ ] | Browse...
Advert. Message Duration (sec): ‘:‘
Number of Calis: ’:‘
Interval Between Calls (sec): ’:\
| SEND | | ABORT |
Filip Rezac, Miroslav Voznak 2009




How can one defend against such a
type of attacks?

* methods stated below are not ideas of authors

Buddylist/ Whitelist
Every subscriber has a list of subscribers. Those who are not on the list cannot

Initiate a call.

Blacklist
This is a reversed whitelist.

Statistical blacklist
Telephone providers carry out different analyses to create a spammer list.



Voice menu interaction

Before the caller is actually put through to the called subscriber, the caller is
directed to the voice menu where he is asked to enter a numeric code (e.g.
123*) to be able to get through to the caller (Voice CAPTCHA?)

Greylist

This is a modified blacklist (whitelist) under which the phone returns the
engaged line tone to the caller who is making the call for the first time. It
Increases a likelihood that the caller is a human person and not a SPIT bot.

Law aspects

It is mandatory not only to construct technical filtering mechanisms, but also to
consider implications from telecommunication or privacy protection laws and
regulation.
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AntiISPIT tool

Motivation

e to minimalize SPIT

Main ideas
«Statistical Blacklist method without participation of called party
e based on human behaviour
 CDR, we can analyze CDR’s and sign suspicious calls
» Rating factor in suspicous calls table

* life span of records in Blacklist
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AntiSPIT and its implementation into Asterisk
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* Welcome!
¢ System requirements

Installation

System requirements

PHP version = 4.3 v
Mysgl extension v

writable Config Files v
Legend

o ¥ 10K
+ X : Error, the component is necessary!

Next Step
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AnkisPIT

-k Home

-+ Settings

-+ Suspicious Calls Table

-+ Blacklist Table

-+ _hange Passwiord

Settings

P
| Settings

System version: ¥1.0b

SETTINGS

Call Duration
(If the call duration is less than this level, the caller obtaines the
status of suspicious caller)

1. level BAN time
(How mary hours will be the caller blocked)

2. level BAN time
{Haw mary haurs will be the caller blacked)

3. level BAN time
(How mary hours will be the caller blocked)

Max. rating
[Lirnik walue Far Blacklist)

CDR FILE PATH

CDR file full path
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Suspicious Calls Table

AnkisPIT

& =,
v | Suspicious Calls Table ystem version: v1.0b
-+ Settings

-+ Suspicious Calls Table SOURCE DESTINATION CALL TIME RATING MEWY RATING

-+ Blacklist Table 7001 700z 20.5. 2009 12:05 2
-+ Change Passwaord o } }
7003 FOOE 21,8, 2009 15:27 1
7006 7004 22,8, 2009 09:25 3
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Blacklist

-+ Blackhist Table

SYSTEM

rr"
| Blacklist Table |

iﬁystunvm:vl_.ﬁ |

SOURCE  DESTINATION CALL TIME RATING

7006 7009 22,8.200909:25 20,9, 2009 12:05 5

Kde stahnout AntiSPIT?

https://sip.cesnet.cz/

- v sekci Asterisk
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Registrované Registrované
ucéty ucty
7014 . g F001

e 7015 i 7002 e

Kradez registrace

Regulerni registrace

ﬁsx Asterisk PBX Asterisk \
& asterisk.vsb.cz 195.113.113.139 2,
S +420596997015 +12025521509

ochik s aplikaci

SPITFILE
Registrované AntiSPIT Regis}turuvané
acty acty
f014 - = - 7001

> 7015 7002 <

e, P T I:ITOK—

Kradez registrace
Regulerni registrace

ﬁB}{ Asterisk PBX Asterisk
asterisk.vsb.cz 195.113.113.139

&
o
5 +420596997015 +12025521509

' "s'_ab_likaci
SPITFILE

[ () ][] 1] S

BLACKLIST:

+4205968997 015




Conclusion

Fortunately, most of telephone calls are charged which functions as a brake
but we cannot not rely on it.

SPIT is a threat hanging like the sword of Damocles over the telephony
world. Our presentation proves that it is not a mer e speculation but a
reality !
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