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Infrastruktura pouze pro VoIP |

* VRF-lite - Virtual Routing a Forwarding - lite
 Podpora na Cisco 3550, 3560, 4900M, 6500...

* Vlastni logicka sit’ véetné smeérovacu

* Vlastni smérovani a podsite

* Podsite pouze pro IP telefony, SIP servery, GW...
 Rizené propojeni do ostatnich siti (internetu)

irtual switch 1 / Virtual switch 2
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Virtual switch 3
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Infrastruktura pouze pro VolP Il

ip vrf VoIP
description network for VolP

interface vlan 800

description vilan for IPT

ip vrf forwarding VolIP

ip address 10.10.10.1 255.255.255.0

router ospf 1 vrf VolP

router-id 10.10.1.1
log-adjacency-changes

network 10.10.0.0 0.0.255.255 area O
default-information originate
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Omezeni poctu MAC adres na portu |

 Konfigurace bezpecnosti na portu
 Ochrana proti preteceni CAM tabulky prepinace

* MAC Flooding
- Omezena pamet’ (tabulka) prepinace pro MAC adresy
- Pokud neni MAC v tabulce rozesle se na vsechny porty

 ARP Spoofing - ARP Poisoning Attack
- ARP pakety - podvodné adresy
- adresat posila utoc¢nikovi, utocnik preposila cili
- cil odpovida utocnikovi, utocnik preposila adresatovi
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Omezeni poctu MAC adres na portu |l

interface Fa0/1

switchport port-security | zapnuti bezpecCnosti
switchport port-security maximum 3 I 3 MAC adresy pro PC
switchport port-security violation restrict | zahazuje pakety

switchport port-security aging time 2 I 2 minuty pro vyprseni adresy
switchport port-security aging type inactivity I pouze pokud je port neaktivni

switchport port-security maximum 1 vlan voice ! 1 MAC adresa pro IP telefon
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Voice VLAN |

« Specialni virtualni sit’ pouze pro IP telefony
Oddéleni datového provozu od telefonniho
Domluva pomoci CDP — Cisco Discovery Protocol
Podpora QOS

« Konfigurace na portu prepinace
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Voice VLAN I

interface Fa0/1
switchport access vian 10 I konfigurace podsite pro PC
switchport voice vian 20 | konfigurace podsite pro IPT
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DHCP snooping |

 Obrana proti ,,cizimu®“ DHCP serveru

Definice DHCP ,,duvéryhodnych® porti

Vytvari tabulku s informacemi o pridelené IP

- MAC adresa

- IP adresa

- ¢as zapujcéeni IP adresy

- VLAN

- Port

- zpusob pridéleni IP adresy (staticky/dynamicky)

Tato tabulka se dale pouziva pro DAI
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DHCP snooping I

ip dhcp snooping
ip dhcp snooping vian 10
no ip dhcp snooping information option

int Gi0/4 I na trunk portech nastavit trust a po¢et DHCP dotazu

ip dhcp snhooping trust
ip dhcp snooping limit rate 100 I default je neomezeno
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DAI - Dynamic ARP Inspection |

e Zabranuje utoku ,,man-in-the-middle* a DoS
« Kontrola ARP paketu v siti
Brani preposilani podvodnych ARP dotazu

Kontroluje IP a MAC adresu podle ,,DHCP
snooping binding“ tabulky pro vsechny pakety

 Umoznuje nastavit omezeni poctu ARP paketu
« Standardné je omezeni na 15 ARP paketl/sec
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Dynamic ARP Inspection

Ip arp inspection vian 10
Ip arp inspection validate src-mac dst-mac ip

int Gi0/4 I na trunk portech nastavit trust a po¢et ARP dotazu

ip arp inspection trust
ip arp inspection limit rate 50 ! default je 15 paketu/sec
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IP Source Guard

 Podobné jako DHCP snooping
* Pro spravnou funkcnost se pouziva spolecné!

 Pri prideleni IP adresy klientovi se vytvari PVACL
(per-port and VLAN Access Control List)

« Zabrani komunikaci neduvéryhodnym adresam
* Kontroluje IP a MAC adresu pro urcity port

« Zabranuje prevzeti IP adresy (volné nebo jiz
pridelene)
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IP Source Guard

interface Fa0/1

ip verify source port-security
ip verify source

* Zapnuti ukladani DHCP snooping tabulky
na externi TFTP server

ip dhcp snooping database tftp://IP_adresa/jméno_prepinace
ip dhcp snooping database write-delay 15
ip dhcp snooping database timeout 0
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FW ASA

* Firewall Cisco Adaptive Security Appliance

 Vhodny oddélovac virtualni VolIP sité od ostatnich
siti a internetu

 Moznost redundance
 Funkce:

- Aplikacni stavovy firewall

- VPN koncentrator

- Intrusion Protection systéem

Seminar IP telefonie a videokonferenci — Michal Petrovi¢



CESNET

VRF-lite

Pocet MAC
Voice VLAN
DHCP snooping
DAI

IP Source Guard
FW ASA

VolIP infrastruktura
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