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Sprava pracovnich stanic

= Sprava systemu (zodpovednost, pravidelnost)
= Vhodné umisteni v siti

Firewall [Daniel Studeny]
Aktualizace

Anti-malware nastroje

Nastroje na vyhledavani rootkitu

Antispamova ochrana

Auditovaci nastroje



Sprava pracovnich stanic

= Skenery zalozené na signhaturach nenajdou
58% malware (Global Threat Report)

Kontrola bézicich procesu

Nezadouci komunikace v siti

Kontrola logu (udalosti)

Kontrola integrity souboru

= Osveéta uzivatelu a spravcu
= Smernice, narizeni, pravidla



Umisteni pracovnich stanic

Umisténi do lokalni sité za firewall instituce

Pro zvysSeni bezpecnosti zajistit :

= Reverse path filter

= Port security

= DHCP snooping + ARP inspection

= Oddelovat skupiny koncovych stanic VLANy

= Koncovym stanicim je vhodné pridelovat
domeénova jména pod dohledatelnym
identifikatorem (pcs1a — mistnost S1)

Registrace MAC adres (dohledatelnost)



Zakladni ochrana - firewall

= Firewall — pracovni stanice

= Umoznuije filtraci a pripadne i monitorovani
sitoveho provozu

= Chrani pred unikem dat Ci napadenim sluzeb

= Zakladni konfigurace

= Pocitac smi komunikovat sam se sebou. Povoleni
veskere komunikace z adresy 127.0.0.1

= Povolit odchozi komunikaci — na vyzadani aplikace

= Povolit prichozi komunikaci jiz navazanou ze
stanice a zakazat ostatni prichozi spojeni na
pracovni stanici ze site



Zakladni ochrana - firewall

= Konfigurace pravidel pro protokol IPv6

= VVzdalené overeni funkcnosti a spravne
konfigurace (nmap, telnet)

= V bezpecnosti nespolehat na NAT (preklad
adres) Ci ,hlavni” firewall

Pocitat s utoky z vnitrni site

Evidence pravidel (kdy a koho kontaktovat)

Ostatni doplnky

= Port knocking
= Kontrola obsahu (content filter)



Zakladni ochrana - aktualizace

= Aktualizace OS a aplikaci
= Kazdy program (system) obsahuje chyby!
= Aktualizace Windows — kazde druheé utery v mesici
= CVE - Common Vulnerabilities and Exposures

= CTUpdate

= Nastroj pro stahovani a offline instalaci potrebnych
aktualizaci ze stranek Microsoftu

= Win 2000 — Windows Server 2008, Office



Sprava systemu

= Zastaveni nepotrebnych, nebezpecnych sluzeb
= NetMeeting, Indexing service, ...
= FTP, telnet, vzdalena sprava (VNC, ...)
= Nemusi zvysit pouze bezpecnost (stabilita, vykon)
= Qdinstalovani nepotrebnych aplikaci
= Kontrola integrity
= C:\> sfc /verifyonly
= Tripwire, Integrit
= Audit zabezpeceni, konfiguraci, licenci
= MS Baseline Security Analyzer, WinAudit



Kontrola bézicich procesu

= Malware muze byt odhalen i pokud neni
znama jeho signatura Ci projev

= Analyza (Hijackthis, ComboFix, UPM)

= Podezrelé nazvy - napr. ,anivirus”, reader_s

= Online knihovna procesu
http://www.processlibrary.com

= Forum, kde Vam poradi
http://www.viry.cz/forum/

= Automaticka (online) analyza logu
http://www.hijackthis.cz/


http://www.processlibrary.com/
http://www.viry.cz/forum/
http://www.hijackthis.cz/

Nezadouci komunikace v siti

= Pravidelnou kontrolou otevrenych portu a
navazanych spojeni muzeme odhalit:
= Sitovou aktivitu malware
= NezZadouci skenovani ostatnich pocitacu
= Navazane pripojeni na utocnikem rizeny server

= Pomocne programy
= Netstat, Active ports, TCPView
= Nmap
= Ngrep, IDS Snort



VEWYETL:

= Malware

= ,Malicious” (zakerny) software, skodlivé programy

= Souhrnné oznacCeni malware zahrnuje:

= viry, trojske kone, Cervy, Spionazni software
(spyware), ,reklamni” software (adware), unosce
(hijackers), dialers, ... .

= Motivace tvurcu:

= vtip, experiment, pomsta, zviditelnéni, financni
prospech, ziskavani informaci, sireni
nezakonného obsahu, ziskani technickych
prostredku.
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= Vlastni mechanismy sireni
= Schopnost replikace — kod pripojen k souborim

= Nutna asistence uzivatele

= Aktivace (otevreni/spusteni souboru)
= Prenos na dalsi systemy (pametova media, e-mail)

= Rozdeleni podle oblasti napadeni

= Makroviry, boot viry, souborove viry

= Rozdéeleni podle chovani
= Polymorfni, stealth



Vlastni mechanismy Sireni

= Bez asistence uzivatele
Skenovaci modul

= Hledani vhodneho cile pro dalsi Sireni
Penetracni modul

= Prunik do cilového systemu

= Vybraneé zranitelnosti
Propagacni modul

= Vytvoreni kopie celeho Cerva

= Presun na cilovy system



Trojsky kun, sbéraci informaci

- Trojsky kU

= Vlastnimi prostredky neni schopen replikace a
Sireni — spoleha na uzivatele

= Navstéeva webovych stranek, stazeni aplikace,
otevreni dokumentu, warez, p2p

= Setfi¢ obrazovky, hra, podvodny antivir

= Sbeéraci informaci (data collectors)
= Spyware (spionsky software)
= Keylogger (zaznamenava stisknute klavesy)
= Sniffer (zaznamenava sitovy provoz)



= Bot

= Program, ktery je rizen pocCitacem utocCnika

= Vyuziva IRC, P2P pro spojeni s centralou
= Firewall Casto filtruje jen prichozi spojeni

= Botnet (bot networks)
= Pocitace (tisice, miliony) infikovany stejnym botem
= Rozesilani spamu, hromadné utoky, pay-per-click



Anti-malware

= Anti-malware nastroje

= Slouzi k hledani, odstraneni Ci izolaci pocCitacovych
virt, spyware a jiného skodlivého software

= Metody detekce

= Kontrola dat na zaklade porovnani s databazi
signatur (prubézné aktualizovanou!)

= Kontrola podezrelych aktivit
= Heuristicka analyza
= Moznost spousteni

= Rucni, rezidentni stit, online skener, live CD



Analyza - podezrely soubor

= Podezrely soubor na bezném PC nespoustet!
= Zobrazeni tisknutelnych znaku

$ strings dhaywcq.exe
USER %s %s %s :%s
PASS %s

NOTICE %s :

NICK

= Ziskani MD5 hashe

$ md5sum dhaywcqg.exe 61081640b1f491ef216d79cf73557687
= Google — ... Backdoor.IRCBot! ...



Online skener, napr. http://www.virustotal.com/

Soubor pred spusténim: Soubor po spusténi (zaktualizoval se)

Antivirus
a-scuared
AhmnmLab-V3
AntiVir
Antiy-AVL
Authentium
Avast

AVG
EitDefender
CAT-OuickHeal
ClamdV
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BackDoor. IRC. Sdbot. 2665
Win3Z/Linkbot!generic
WiZ/Heuristic-257'Eldorado
M50s040.A'exploit
Backdoor. Agent. TRG

Backdoor.Win3Z. PoeBot. C

Antivirus

a-squared
AnlLab-V3
AntiVir
Antiy-AVL
Authentium
Avast

AVG
BitDefender
CAT-OuickHeal
Clamd¥V
Comodo
DrWel

e3afe
eTrust-Vet
F-Prot
F-Secure
Fortinet
GDhata

Ikarus

Version

.0.0.101

]

o I 7.2 IR =
[

0

0
9.0.1c6

3

LJ
]

=
LJ
s

3

4,8.1335.0
g8.5.0.327
7

10.00
0.54.1

1157
2.0.0.12182
7.0.17.0
3l.6.68502
4.4.4.58
g.0.14470.0
3.117.0.0
15

T3.1.1.45.0

Last

Update

zoos.
Z00o8.
z0aos.
2008,
2008,
2008,
2008,
2008,
2008,
2008,
2008,
2008,
2008,
2008,
2008,
2008,
2008,
2008,

2008,

ns.
ns.
0s.
03.
03.
03.
03.
03.
03.
03.
03.
03.
03.
03.
03.
0i3.
0i3.
0i3.
0i3.

Result

Trojan-Dropper.FKobcka! TK

Win3Z/Heur

Trojan-Dropper.Kobcka



http://www.virustotal.com/

F: Trend Micro HijackThis - v2.0.2 ol x|

Below are the resulks of the HijackThis scan. Be careful what wou delete with the 'Fix
checked' button, Scan resulks do not determine whether an item is bad or nok, The
best thing to dois ko ‘BnalyzeThis' and show the log file to knowledgeable Folks,

IR0 - HECU SoftwarelMicrosoft) Internet Explorer Toolbar, LinksFoldertlame = ©
[]24 - HELMY, ARun: [WEoxTray] CHwIMDOW S system32 vBox Tray, exe

[0 - HELMY, ARun: [Microsoft Anivieus Monitor Process] antiv.exe @

[]4 - HELMY, ARun: [Microsft Security Monitor Process] mssmpp, exe

104 - HELMY. ARun: [reader_s] CAWINDOWS, Systerna2ireader_s.exe @
[]04 - HELMY. S\Run: [Windows Update] ssms.exe

[] 04 - HELRY, ARun: [Windows Logon &pplication] O WINDOWS! system32ywinlogon.exe @

[]24 - HELM, ARun: [Application Laver Gateway Service] CWINDOWS syskem32ialgs. exe

[]04 - HELM, ARunServices: [Microsoft Anivirus Monibor Process] antiv,exe

[]04 - HELM, ARunServices: [Microsft Secority Manitor Process] mssmpp, exe

[]24 - HELM, ARunServices: [Wwindows Update] ssms.exe

[]24 - HECUY, Run: LCTEMOM,EXE] MW INDOW S syskem 32 ckfmon, exe

[] 04 - HEUSYS-1-5-194, \Run: [CTRMON EXE] C: \WINDOWS system3 2\ CTRMON, EXE {User 'LOCAL SERVICE"

[]54 - HKUSYS-1-5-204. \Run: [CTEMON.EXE] € \WINDOWS system3ZWCTRMON, EXE (User 'WETWORK SERVICE

[] 04 - HKUSYS-1-5-18), \Run: [CTRMON,EXE] C:\WINDOWS system32WCTRMON, EXE (User 'SYSTEM?)

[]24 - HEUSY DEFAULTY. \Fun: [CTRMOM.EXE] CWINDOW Shevstern 32 CTRMOMN, EXE (User 'Defaulk user’)

[]129 - Extra butkon: Messenger - {FESF1910-F110-11d2-BE9E-00C04F 795653} - CriProgram Files\Messenaerimsmsgs, exe

[]129 - Extra 'Tools' menuitem: Windows Messenger - {FESF1910-F110-11d2-BE9E-00C04F 795653} - Ci\Program Files\Messengerimsmsgs, exe
[1923 - Service: YirtualBox Guest Additions Service (YBoxService) - Unknown owner - CYWINDOW Shsyskem 32 VB oxService exe (file missing)

—Scan 2 Fix skuff Cther skuff
AnalyzeThis |

IUpload ko TrendSecure

Scan Fix checked

Infa... Config. ..

Info on selected ikem. .,

Add checked to ignorelist

Main Menu |




RO - HEGW\S oftware\Microsoftinternet
ExplorefToolbar LinksFolderMame = Odkazy

04 - HELMVARun: [WBoexTray] CAWINDOWS\system32
WBoxTray.exe

04 - HELMVARun: [Microseft Anivirus Monitor Process]
antiv.exe

04 - HEKLMUARuUR: [Microsft Security Monitar Process]
MSSMpp. exe

04 - HELMVARun: [reader_s] CAWINDOWS\Syste m32
reader_s.exe

04 - HELMVARun: [Windows Update] ssms.exe

04 - HEKLMVARun: [Windows Logon Application]
COAWIND OWS\system32winlogon.exe

04 - HELMUARuUn: [Application Layer Gateway Service]
CAWINDOWS\system32lalgs. exe

v
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Online skener, napr. http://www.hijackthis.cz

This entry was classified from our visitars as good.

Safe (3.83 /5.00)

Meznama aplikace.

Meznama aplikace.

Masty (1.13 / 5.00)

Meznama aplikace. This entry was classified fram our visitors as bad.

Musi byt opraven! Added by the LINKBOT. M WORM!

Musi byt opraven! Added by the LINKBOT .M WORM!



tive Porkts

File ©Options 7

Process | P.. & Local IP | Local Port | Remate [P | Remote Port | State | Frotocal I Path

TeF winlogon. exe h92 10.0.215 1059 218.92.205.24 BRB20 ESTABLISHED TCP  CAWAMDOW Shepstemn324winlogon. exe
UDF [zags.ene BE4 0.0.0.0 4500 LISTEM LDP  CoAMWAMDOWShepsternd2ilzass. exe
UDF |35 ENE BG4 0000 a00 LISTEM HOP  CowIMDOWShapsternd2hzass exe
UDF firewall. exe ave 100215 =] LISTEM HOP  CowIMDOWShapstern 32 firewall exe
ToF firewall eve ave 100215 1105 89185227 240 135 SYN_SENT TCP  CAWwWINDOW Sheystem32\firewall exe
ToF firewall exe ave 100215 1103 839185227 235 135 SYN_SEMT TCP  CAWINDOWSheystem32\firewall exe
TeF firewall exe a7e 100215 1102 89185 227 238 135 SYMN_SEMT TCP  C:AWINDOWShaystem32\firewall exe
TeF firewall exe a7e 100215 1099 89185 227 237 135 SYN_SENT TCP  C:AWINDOWShaystem32\firewall exe
TeF firewall exe ave 100215 1097 89185227 236 135 SvM_SENT TCP  C:AwINDOW Shaystem32\ firewall exe
ToF firevall exe ave 100215 10496 89185227 225 135 SYR_SEMT TCP  CAWIMDOWSheystem32\firewall exe
TeF firewall exe ave 100215 1070 2101728 2293 ESTABLISHED TCP  CAWIMDOWShaystem32\firewall exe
TEF firewall. exe ave 0000 h4548 LISTEM TCP  CAWIMDOW Shaystern32hfirewall exe
TEF zErvice, EXe a96 0000 113 LISTEM TCP  CAWIMDOWShaystem32heerice exe
TEF zamz eNe 932 100215 1277 10.21.155849 135 SYM_SEMT TCP  C:AWINDOW Shaystemn32hesms. exe
TEF zemz eNe 932 100215 1276 10.212.229.29 135 SYM_SEMT TCP  CANWINDOWShaystemn32hesms. exe
TEF zamz. eNe 932 100215 1273 1014645179 445 SYM_SEMT TCP  CAWINDOWShaystem32hasms. exe
TEF samz.exe 932 10.0.215 1272 10.146.45.179 135 SYM_SENT TCP  CAWAMDOW Shepstemn32hesms. exe
TR samz.exe 932 10.0.215 1271 10.14E.45.179 135 SYM_SENT TCP  CAWAMDOW Shepstemn32hesms. exe
TEF sams.exe 932 10.0.215 1267 10.16.188.92 135 SYM_SENT TCP  CAWAMDOW Shevstem32hssms. exe
TSP oMz ENE 932 100215 1266 10.16.188.92 445 SYM_SEMT TCP  CAWIMDOW Shaystem32hasms. exe
TSP oMz ENE 932 100215 1265 10.16.188.92 135 SYM_SEMT TCP  C:AWIMDOW Shaystem32hasms. exe
TEF zamz eNe 932 100215 1263 10.141.756 135 SYM_SEMT TCP  C:AWINDOW Shaystemn32hesms. exe
TEF zemz eNe 932 100215 1262 10.141.756 135 SYM_SEMT TCP  CANWINDOWShaystemn32hesms. exe
TCF zams.exe 932 100215 1071 B3.118.151.61 B5146 ESTABLISHED TCP  C:AWIMDOWSheystem32haams. ene
TEF samz.exe 932 0.0.00 43764 LISTEM TCP  CAWAMDOW Shepstemn32hesms. exe
TR gvchost exe 930 0.0.00 135 LISTEM TCFP I: 'x"-.ﬁ-"INDDWS'\systemEE'xsvchDst ee

sechost. exe

UDF gychiost eRe

vchost exe

UDF pychiogt ede
UDF gychiogt eve
UDF sychogt eve

Rl svchost. exe

1024

1024
1024
1024
1108

10.0.2.15
127.0.01
10.0.2.15
10.0.215
0000
0000

27065

1057
3544
10E0

LISTEM
LISTEM
LISTEM
LISTEM
LISTEM
LISTEM

DR

LDP
LDP
LDP
LDP
LDP

C: "aWINDDWS'\SystemSE'\wchDst ErE
C:wwf M DO S S ystem3Zhevchost exe
C:wwfIMDOWw S\ Sestemn32hevchost exe
o M DO

spstem32hevchost exe



L Netstat — po napadeni

Y WINDOWS system32' cmd.exe

Proto
TCP
L
TCP
L
TCP
L
TCP
L
TCP
L
TCP
L
TCP
L
TCP
TCF
unpe
unr
unpe
unr
unpe
unr
unpe
unr
unpe
unr :
unpe 127.8.8.1:1988

135 HASLOUCHANI
445 HASLOUCHANI
38277 HASLOUCHANI
15:13%9 HASLOUCHAN{
15:1833 158.196.1 _54:135 SYN_SENT
15:1834 P2.18.172.218:7763 HAUAZANO
15:1835% 158.196.14° .55:135 SYN_SENT
15:1836 158.196.1 .56:135 SYN_SENT
15:1837 158.196.14 .57:135 SYN_SENT
15 1838 158.196.1 .58:135 SYN_SENT
i
i
i
1

t adreza i Stav

£:1839 158.196.14 .5%:135 SYN_SENT
5:1848 158.196.1 .6@:135 SYN_SENT
L:1841 158.196.1 .61:135 SYN_SENT
5:1842 158.196.1 .62:135 SYN_SENT
L:1843 158.196.1 .63:135 SYN_SENT
1:1827 8.8.8.8:8 HASLOUCHAN{
445
H88a
1833
A:45808

P e e e (B e ke e e (1
MEBEREEE o MEREREEEREEE®E 0 0 by

]
]
7]
7
@
]
]
@
7

FERXERER XX
XK KK KK K K K K X

C:»Documents and Settings“Administrator’

C:\> netstat -na
Malware skenuje sit
Navazano spojeni s ridicim serverem pres IRC



Osvéta uzivatelu a spravcu

Nejvetsi slabina systému - uzivatel!
Neotevirat neoCcekavane (cizi) emailove prilohy
Nepouzivat warez

P2P programy (zpusob sdileni dat)

Neukladat hesla

Odhlasovat sezeni

Pridelovani odpovidajicich pristupovych prav

Vzdy vyzadovat jméno, (bezpecné) heslo a
zakazat anonymni ucty



Vzajemna spoluprace

= Uzivatel musi hlasit veskera podezreni
= Podezrela chovani pocitace (vyskakuji okna, ...)
= Nenainstalované aktualizace

= Spravce by si mel vest evidenci provedenych
ukonu (kvuli vlastni ochrané nebo pripadné
kontrole)

= Odpovednost z pohledu legislativy [J. Kolouch]



Prostor pro pripadné dotazy

Dekuji za pozornost.



Windows Scan Results

Administrative ¥Yulnerabilities

Score

i

- &

l ¢« ¢ ¢ © © 9

Issue

Incomplete
Updates

Administrators

Passward
Expiration

Windoves
Fireswall

Autornakic
pdates

File Swskem
Autologon
Guesk Accounk
Reskrict

Ananyrous

Local Accaunk
Passwiord Test

Result

A previous software update installation was not completed, You must restart your computer to Finish the installation, If the incomplete installation was a security update,
the cormputer is restarted,

What was scanned How ko correct this

More than 2 Administrators were Found on this computer,

What was scanned  Result details How ko correct this

Some user accounts (26 of 310 have non-expiring passwords,

What was scanned  Result details How ko correct this

Windows Firewall is not installed or configured properly, or is nok available on this version of Windows,

Updates are automatically downloaded and installed on this computer,
What was scanned

Al hard drives (2} are using the MTFS file system,

What was scanned  Resulk details

Autologon is not configured on this computer,

What was scanned

The Guest account is disabled on this computer,

What was scanned

Computer is properly restricting anonymous access,

What was scanned

Password checks are not performed on a domain controller,
What was scanned

Additional System Information

Score

o

e e e

Issue
Audiking
Services
Shares

Windoves
Version

Result
Meither Logon Success nor Logon Failure auditing are enabled, Enable auditing and turn on auditing for specific events such as logon and logaff, Be sure to monitar your
access,

What was scanned Howe b correct this
Some potentially unnece
What was scanned

ices are installed,
% How ko correct this

14 sharefs) are present on your computer,
What was scanned  Result details How bo correct this
Computer is running Microsoft Windows Server 2003,
WWhat was scanned



Nevyzadana posta (spam)

= Neodpovidat na nevyzadanou postu
= Neodhlasovat nevyzadanou postu
= Chranit emailové adresy

= radomir.orkac(zavinac)vsb(tecka)cz
= email zadavat do formularu uvazené

= Nepodporovat preposilané maily
= Davat si pozor na nebezpecné odkazy

= www.webkdc.zcu.cz/RT?e123e132312ec.china.cn
= <a href="http://10.1.10.3/abc.php”>www.tn.cz</a>

= Osvéta uzivatelu (HOAX = poplasna zprava)
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