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Historie

* postmaster@, hostmaster@, abuse@

* Mailbox
- Problém Reply-To
* Pozdéji sdileny mailbox (IMAP)
- Nutna striktni stabni kultura (1 RW, ostatni RO)

- Nutné predavani sluzeb s popisy otevrenych
kauz

- Problém vlaken - kauzy rozsypané po mailboxu
> Problém sSkalovani na vice osob



Co dal?

* Na vétsSinu incidentl neni treba
profesionalni erudice

» Dostat incidenty do cile rychleji

> 1.

linie - Pracoviste stalé sluzby

* Bézné mohou vyridit sami, ostatni predat nam
> Musi tedy:

Rozeznat typ a zavaznost incidentu
dentifikovat prislusného spravce (tym)

Predat incident



Potreby

* Whois (RIPE)

« Udrzeni mailt k jedné kauze pohromadé
* Informace o pUvodcich akce

* Metadata (prislusnost k siti)

» Sablony pro pfedavani a odpovidani

* PGP, S/MIME

* Libre, nebo alespon rozumné open source
> Ticketovaci systém



Alternativy

OTRS, Trac, Mantis, RTIR, RoundUp,
Thunderbird + IMAP + extensions, Bugzilla,
Sirios, Issue Tracker, Issue Tracking Product,

Issue Management Tool, phpticket, batts,
Ticketsmith, whups, Keystone, phpSupport,
DCL, frontdesk, JitterBug, Teacup PRMS, CLC,

OcoMon, Techtables, PHPTasks,

Viz http://www.cesnet.cz/doc/techzpravy/2006/tickets-review/


http://www.cesnet.cz/doc/techzpravy/2006/tickets-review/

[ OTRS ] Favel Kacha (ph@raok.cz) Ut 10 Dub 2007 15:54:32

@ B &§& & 6 9% @& © e B o o

Cldhlamt Mahled fronty Phone-Ticket Email-Ticket ¥yhledat Mastaveni Klient Bulk-&ction Statistiky Admin Mova zprava (00 Locked Tn::kets (07
[ Fronta: Misc ]

Zohrazené tikety: 1-4 - Strana: 1 - Tiketd k dispozici: 4 - Viechny tikety: 4

Rady: My Queues (71 - Certs () - Cers-Masters (21 - Certs-Scrap (37) - MDS (397) - Misc {4) - Spam (#533)

W [ Ticket#: 2006121447000031 ] Spam complaint from UOL [ StaFi: 117 dni{dny) 10 hodin ]
[1MA0G2s\WT22305j06ml]
Zamek - Zobrazit - Historie - Priorita - Poznamka - Zavfit Vytvoreno:14/12/2006 04:07:43
Od: abuse@support.juno.cam Stav: nova ID klienta: zbused@suppor.].]
Komu: abuse@cesnet.cz Priotita: 5 normalni StupiiovaniZadne
Predmét: Spam complaint from UOL [1RA00Z2sWT22502j06ml] o V.
Fronta: Misc NETNAME: ZUOL-TCZ
IP: 195.113.1458.186
ADMIN: abuse@zuol.cz
B [ Ticket#: 2006122347000078 | [SpamCop (193.84.39.1) [ Stafi: 107 dni{dny) 15 hodin |
id:2076348072]|Delivery failure f chybl..]
Zamek - Zobrazit - Historie - Priarita - Pognamka - Zavfit VWytvoreno:2 31 2/2006 25:47:31
Od: "Grant Ross" <207 634807 2@ reports.spamcop.net= Stav:  nova ID klienta: 07634507 Z2E0rep(. ]
Komu: abuse@cesnet.cz Priorita: 5 normalni Stupfiovanizadne
Predmét:  [SpamCop (193.84.39.1) id:2076348072]Delivery failure / chyba doruéeni g oeo. price V.
) METHAME: CZU-T34C2
CZU-T3dC2
1P 195.84.391

195.84.52.166].]
ADKIN: ablse@CEU.CE

B [ Ticket#: 2006122647000349 ] Reported spam originating [ Stafi: 104 dni{dny) 19 hodin ]
from 195.113.185.22

Zamek - Zobrazit - Historie - Priatita - Pognamka - Zavfit Vytvoreno: 26/ 2/2006 19:43:23

od: do-not-reply@abuso.canty. net Stav: nova ID klienta: do-not-replyial..]

Komu: ahuse@cesnet.cz, abuse@hknetcz, postmaster@hknet cz Priorita: 3 normalni Stuphovanizadne

Predmét: Repored spam originating from 195.113.165.22 Fronta: Misc Vi

NETHAME: HEMNET-TCZ



OTRS - Vyhody

Pracuje primo s postou (uklada MIME
original)

Autentizace proti LDAP

Metadata

Dynamické Sablony

Stabilni identifikatory prislusnosti mailu
Detailni log vsech akci

PGP, S/MIME

Per|




OTRS - Nevyhody

Sablony pouze na Reply, ne na Forward
Pouze Forward v téle zpravy

Subject: Re/Fwd

Ne praveée oslnujici vykon

Zivy projekt, ale mélo vyvojara

Fora projektu obvykle pomohou jen se
zakladnimi dotazy

Per



Stavy/Fronty

* Novy, Otevreny,

Update

* Vyreseno, Nevyreseno

* Upozornéni, IDS, Info

* Odpad

Pavel Kacha, CS5I

Organizacni

aster of the dau

CESHET Computer Security Incident Fesponse Team
Zikova 4

1660 BB Prague 6
The Czech Republic

WaZeni kolegowe,

CESHET Computer Security Incident Fesponse Team obc
zpravu o nedorucéitelnosti elektronické posty ze str
147.33.15.5, kterg je we Vasi sprawvé.

Autordm stiZnosti se nelibi, Ze tuto zprawy neodmit
server uZ v pribéhu SMTP konwversace: RCPT TO -» odp

Priloha:

Hasledujici stav tiketu: [ofayri

Doba £ekani na. uzavfenao - vyfeseno
vyfizeni (pro stavy uzavfeno - nevyfeieno
Cekani na vyfizeni*): 1 tomat
uzavfeno - automa
CELLS) uzavfena - hlaseni IDS
casu(jednotky prace): . . . -
a Y P Y zavieno - jsme informovani
uzavfena - odpad
uzawfeno - arganizatni
uzawfeno - upozornéni

HE

Browse... Pripojit
{10 |

Certs - hlavni fronta
Certs-Masters - my
Certs-IDS - LaBrea

www.cesnet.cz/doc/techzpravy/2006/ids/

Certs-Scrap - unusable
complaint

Spam, MDS


http://www.cesnet.cz/doc/techzpravy/2006/ids/

IP harvesting

* Jak integrovat whois?
- Webovy? Specialni interface?

> OTRS je predrazen modul, ktery
> Najde v mailu vse, co vypada jako IP adresa
> Zjisti, zda patri do rozsaht Cesnetu

> Pokud ano, dotaze se RIPE na detaily

> [P adresu, jméno sité, adresu spravce pfripoji
jako metadata




IP harvesting I

* Pfi predani se prijemce doplni z metadat
 VVice nebo zadna IP adresa - rucni zasah
- Ale stava se minimalné

* PSS ma tedy pro vétsSinu incidentu potfebné
informace pripravenég, pokud ne, preda nam

Od: Metvigator Postmaster <postmaster@netvigator.com:= ;utuu;:ﬁuvéni _
Komu: ahuse@cesnetcz v
Predmeét; Spammlng IP4195.113.79.73 Viastnik: andrea, ('&'ndrea
Vytvoreno: Q642007 19:47:44 Kropacowa)
Dear Sir/Madam, Linked
. { Hormalni)):
The spammer below 15 el ther‘ usmg your resources to send oot bulk sl lclted Linked
commercial e-mail ("spam") or is deceptively trying to make it look llke iz, IN L .
gither case, a legitimate company like wuours probably would not approve. The { Parent):
information below should be all you need, Linked
Please take the necessary actions to stop the spam. NETN.I‘.;'IME UZS-TCE
Thanks for your coopetation ! IP: 1351137373

ADMIN: abuse@uzsice




Sablony pro pfedavani

* Vlastni Upravy, Forward prepsan
(snazime se protlacit upstream)
* Nyni pouziva stejné Sablony, jako Reply
* Doplnéni prijemce z metadat
(abuse kontakt sité)



Zvoleny incident:

[OTRS ] Pavel Kacha (ph@rook.cz) Thu May 03 11:43:04 2007

: Oa *{Hw. L= e A @ * @ ‘5 ....:-

Lagout Queueyiew Phnne—Ticket Email-Ticket Seari:h Freferences Cus’-['nrner Bulk-&ction stats Admin Rew m"essaqe Laocked Tickets

)] ]
[ Queue: Certs |

Tickets shown: 1-3 - Page: 1 - Tickets available: 3 - all tickets: 3

Clueues: My Gueues (7] - - Ceds-IDS (4 - Cers-Masters (71 - Ceds-Scrap (5391 - MDS (4100 - Spam (3147
Lock - Zoaotn - History - Priority - Mote - Close Created:05/03/2007 03:18:34
From: “Jacoh Chiong" <jacob@fare<marketing.coms= State: aktualizace CustomeriD: 22705304386 ren]. ]
To: "Cesnet Cets" <certs@cesnetcz» Priority: 3 normal Escalation none
Subject:  Re: [Tickettz007030247000107] [SpamCop (hitpeifrepeatmusic.hkd) g aiee o in:
id:227053534398)5P[.] ) METHAME: UFOQL-TCZE
| 153.134 183108
LlkALk- M:ﬁhlrﬁnl rz
[ Ticket#: 2007050347000153 | [SpamCop [ Age: 1 hour 0 minute |
(http:fipuusn.payhold.hkf?804331472279) 1d:22 71 7048]..]
Lock - Zoatn - History - Priority - Mote - Close Created:05/03/2007 10:42:57
From: 22717048871 @reports.spamcop.net State: new CustomerID: 2271704331 @rep[.]
To: ahuse@cesnet.cz Priority: 3 normal Escalation none
subject: [SpamCop (hitppuusn.payhold hk/7804331472273) Queus: Ces in:
2271 704881]%1.599 a pill is 1] ) NETHAME: UUFOL-TCZ
IP: 1598.194.183.102

ADMIN: abuse@upol.cz




Posouzeni a vybér sablony:

[ Zoom Ticket#: 2007050347000153 | [SpamCop {(http:ffpuusn.payhold hk/?804331472279) [ Age: 1 hour 2 minutes |
id:22717048]..]
Back - Lock - History - Print - Priority - Free Fields - Link - Owner - Customer - Mote - kMerge - Created:05/03/2007 10:42:57
Fending - Close
|-z ¥, ctisiomer (enmi-exiormal) (i) 2271 704881 Erepor]. |r [Spamtop (Gitp /g - State: Fewy
D5 ANT TOA257F F'riurityr: 3 narmal
Queue: Cers
From: 2271704581 @reports.spamcop.net Locked: unlock
To: ahuse@cesnet.cz CustomeriD: 2271704581 @reports].]
Subject: [SpamCop (hitppusn payhold hk/ 804331472273 id:22717048581])$1.59 a pill is the Accounted 0
biest price for Y1agr@ ever pro.. time:

Created: 05032007 10:42:57 Escalation -
[ SpamCop W&38 1 in:
This message is brief for your comfort, Please use links below for details, Owner: root@localhost (Admin
Spamvertised web site: . I

TERAZEIATEZTY Dttt bt g R Linked
FEER R R IZ 10 LD /Duusn . pauhold  hk/7EA4531 472570 1S (Mormal }:
155,194,183, 182; Thu, B3 Mag 2ZBAY 634248 GHT Linked

, {Parent):

[ Offending message 1 Linked
Return-Path: <Melinda@wc.netyou, jpr T
¥-Spam-Flag: YES =i
®-Spam-Checker-Version: SpamAssassin 3.1.5 (28865-A5-29) on METHMAME: UPOL-TCZ
bpafdde . bpaserver .net IP: 158134163102
X-Spam-Lewvel: .
%-Spam-Status: Yes, score=31.6 required=S.A tests=DRUGS_ERECTILE, i eI

DRUGS_ERECTILE_OBFU, FUZZY_WPILL ,HELO_D¥NAMIC_HCC, HTHL_IMAGE_OHLY _16,
HTHL _MESSAGE , HTHL _SHORT_LINK_IMG_Z, MIME_HTHL_MOSTLY ,MPART_ALT_DIFF, customer Info:
PART_CID_STOCK, PART_CID_STOCK_LESS, RAZORZ_CF_RANGE_S1_168,

RAZORZ_CF_RANGE_E<_S1_188, RAZOR2_CF_RANGE_ES_S1_188, RAZORZ_CHECK,

STOCK_IMG_HDR_FROM, STOCK_IMG_HTHL, SUBJ_DOLLARS, T¥D_FU_GRAPHIC_ID1, Compose Answer (email):
URIBL_BLACEK, URIBL_JP_SUREL,URIBL_DOB_SUREL , URIBL_SC_SUREL

autolearn=disabled wersion=3,1.5 + Empty L
A-Spam-Report: « FWD upozarneni - Ahuze

# 3.3 HELO_DYMAMIC_HCC Relay HELD'd using suspicious hostname (HCC)
# BA.4 SUBJ_DOLLARS Subject starts with dollar amaunt « F'WD upozorméni - Spam




Volba stavu a predani incidentu:

From: Ceshet Cers <cens@cesnetcz= —
To: 2271704881 @reports.spamcop.net

Cc:

Bcc: |
Subject: |Re: [Ticket#2007050347000153] [SpamCop (http7puusn payhold hk/?804331472279) id

Options: [ &/ address Book | [ €@ attachments |

Text: Dear Administrator, -

the CESHET Computer Security Incident Response Team has received attached
g-mail notice regarding spam abuse originating at computer 158,194,133, 182 L4
jwhich belongs to uour networksdomain,

llould you please check the integrity of this computer and solwe the problem
(if any) as soon as possible?

lith hacst Famaeds

Attachment: BT I Attach
Mext ticket state: open v
Pending Date (for closed successful -1 -

J ( closed unsuccessiul 1 —I I a1 —I D

pending” states):
Time units {work units):

apen
Luzavieno - automat
uzavfeno - hlaseni IDS

uzavfeno - jsme infarmavani Submit

uzavfeno - odpad

BB (4]

=[] hitps:it.cesnet cefotrs-2.1 2 uzavieno - organizacni se&ResponselD=4&TicketlD=8758& AficlelD=11. . |
ﬁ uzavfeno - upozarnéni




Archivace

Maily v databéazi v puvodni podobé

Veskerd komunikace muze byt soucasti
ticketu

LI A |

- Poznamky k reseni
- Prilohy (vypisy z logl, forenzni data)

~ulltextové prohledavani

Déleni i slu¢ovani ticketu



Spam

* SpamAssassin...

e ... ale hldseni o incidentu muze vzorek
spamu obsahovat a tedy byt jako spam
ozhaceno!

> Whitelist na klicova slova

/abuse mail|abuse-mail|abuse of|abuse report|abuse spam|
e-mall spam|multiple spam|received spam|report abuse|]
reported spam|reporting spam|returned spam|spam: |Spam
abuse|spam complaint|spamcop|spam from|spam mail |
spammalls|spam mails|spammer | spamming |spam-rbl|stop the
spam|ube: |ube-uce|ube\/uce|uce: |uce-ube|uce\/ube|ube
from|uce from|\[uce\]|\[spam\]|spam received]|uce
complaint|ube complaint|phish|fraud/



Uzitecné

Podepisujeme PGP

Jsme schopni ovérit a desifrovat PGP i
S/MIME

FollowUpSearchln*
(paruje i navratovky)
Komplexni, ale pruhledny databazovy model

- Napr. statistika je otazkou nékolika Sikovnych
SQL dotazu

- Planujeme detekci opakovanych stiznosti
- Planujeme automatickou eskalaci neresenych



Typy incidentu v roce 2007

[ Phishing 3,5%

|| Copyright 4,0%

B MyNetWatchman 5,7%
B DS 3,5%

I Rest 6,8%

M Spam 76,4%




Dotazy




My a OTRS Stala sluzba
a OTRS

Dekuji za pozornost



