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Zakladni informace

Open source projekt napsany v C
Funkce - registrar+redirect+proxy server

Vysoce vykonny - tisice hovoru za vtefinu na
dvouprocesorovém PC a stovky na IPAQu

Bezestavove i stavové zpracovani
Rizen silnym skriptovacim jazykem
Modularni — dobre rozsiritelny

Moznost rizeni pres FIFO nebo UNIX socket,
XML-RPC

Podpora IPv4, IPv6, UDP,TCP, TLS transportu
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Zakladni informace 1II

DNS SRV
ENUM
Podpora vice uzivatelskych domeén

Podpora NAT (nathelper, rtpproxy, mediaproxy)

Autentizace a autorizace pres databazi (Mysql ,
Postgress), Radius

Aliasy

RUzné Urovné logovani
Accounting Radius,Syslog
LCR, PDT
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Zakladni informace III

* Externi skripty
* Prezence a messaging
e ... $irokd paleta modulu
* Rozsireni
- Webove rozhrani — SerWeb
http://developer.berlios.de/projects/serweb

- Sems media server
http://developer.berlios.de/projects/sems

- RTPProxy
- MediaProxy
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Zakladni informace IV
SER je k dipozici pro Linux, BSD (NetBSD,
FreeBSD), Solaris
Aktualni rada 0.9 (0.9.6)

Brzo vyjde nova verze 0.10.x zasadni zmény
sytému pouziti URI

Rozstépeni projektu
- iptel.org

- openser.org — kompatibilita nezarucena,
predevsim u rozsireni jako SerWeb
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. Web Kde hledat

- http://iptel.org/
- http://developer.berlios.de/projects/ser

* Konference uzivatelu
http://mail.iptel.org/mailman/listinfo/serusers

* TERENA cookbook

- http://www.terena.nl/activities/iptel/contentsl1.
html

* SIP.edu
- http://internet2.edu/sip.edu
* http://www.voip-info.org/wiki/
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SERWEB

) CESNET SIP Express Router web interface - Mozilla Firefox |Z]E|gj

Soubor  Uprawy  Zobrazit  PFejit ZaloPky  Nastroje  Mapovéda

CESNET SJIP proxy - webové rozhrani

Jan Ruzicka <janru@cesnet.cz>

midj et telefonni zmeskané piehled volani | poslat zpravu
sezrnamn howvory

vas email: |janrui@cesnetcz

tasova zona: | Europe/Prague x_r_
vase heslo: |
heslo pro kontrolu: |
umoZnit ostatnim vyhledat moji SIP adresu:
UloZit
vaie aliasy: voldni povoleno do:
QLO072002 int
kontakt _ vyprsi v priorita umisténi
sip: janru 4N 14: 55 r/a
SR Ellellar - 14: 56 n/a
sip jarud s R e 14:58 nya
i A s i ST R AR L 15:00 n/a
SIP adresa: | wyprii za: 1 hodinu V' Pfidat

Hokowo sip.cesnet.cz [ @ 1.920=




Zachytavani provozu

* ngrep -W byline port 5060

U 195.113.134.233:5062 -> 195.113.222.3:5060

REGISTER sip:ces.net SIP/2.0.

Via: SIP/2.0/UDP 195.113.134.233:5062;branch=z9hG4bK1717CAF.
CSeq: 2231 REGISTER.

To: "Franta Vomacka" <sip:bbb@ces.net>.

Expires: 900.

From: "Franta Vomacka" <sip:bbb@ces.net>.

Call-ID: 1663757013@195.113.134.233.

Content-Length: 0.

User-Agent: kphone/4.2.

Event: registration.

Allow-Events: presence.

Contact: "Franta Vomacka" <sip:bbb@195.113.134.233:5062;transport=udp>.

Mnoho dal$ich uzite¢nych parametru a

\"A" &V 4

uzsich vymezeni zachytavani
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Analyza hovoru

* tethereal -s 1600 -w teth.eth port 5060
* Ethereal/Wireshark - Statistics » VoIP calls

Detected 2 VoIP Calls. Selected 1 Call.

From To
105.113.134.233

Start Time | Stop Time | Initial Speaker
2.88
10.14

|:-"mtﬂcn] |F’a{ket5 |5tate
7.25 sip:bbb@ ces. et 5ip:224355280@ces.n  SIP 7 COMPLETED

Selected Call: From sip:bbb@ ces.net To sip:234680499& ces.net, staring time 0

Total: Calls: 2 Start packets: 0 Completed calls; 1 Rejected calls: 0
Prepare Filter |

1+
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Analyza hovoru II

Graph Analysis
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Analyza hovoru III

callflow.sourceforge.net

Sample Callflow Diagram

VOCAL-UAMS VOCAL-GWMS Audiocodes PSTN-CW
Pingtel VOCAL-RS firewall (for illustration)

Click here to get the original ethereal capture

Pingtel sends an invite that will get routed to AudioCodes PSTN-CW

1 INVITE sip:5550101@vocal. engdomain.com w/5DP

7 | 100 Trying

3 INWVITE sip:SSSGI}U litvocal2 engdomain.com w/SDP

4 e 302 Moved Temporarily

5 ACK sip:5550101&vocal2 engdomaln.com

g INVITE sip:95550101@10.250.250.201:5065 w/SDP

7 le 100 Trying

8 INVITE sip:95550101@10.250.250.104: 5060 w/SDP
g 180 Ringing

10 le L&0 Ringing

11 L&D Ringing

139 200 0K w/SDP

13 |_ 200 OK w/SDP

14 " 200 OK w/SDP

FPingtel Bug: Pingte! is not building route: Reader properly.

15 ACK sip:555010 l@veocal.engdomaln.com

16 ACK sip:5550101@10.250.250.201:5060;maddr=10.250.250.201
17 ACK sip:95550101@10.250.250.201:5065;maddr=10.250.250.201
18 401 Unauthorized

19 401 Unauthorized

0 401 Unauthorized

£
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Zmeny cfg ve 0.10.x

* Alias -> seznam URI
e Pojmenovani bloku (route, onreply_route)
* Drop a exit jsou synonyma
* Pojmenovani vlajek (setflag("nat.uac"); )
* AVP $ a Select &
- @to, @cseg.method, @msg.["Hlavicka"])
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Nalezeni uzivatele

if (lookup_user("Request-URI")) {

sl_reply("404", "Not Found");
drop;

»

# User found, load his profile
load_attrs("$tu", "$t.uid");

if (!lookup_contacts("location")) {

sl_reply("483", "Temporarily Unavailable");

xlog("L_ERR","LXLOG: 483 - Callee temporarily
unavailable");

drop;

} IP telefonie
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Patri nam pozadavek?

lookup_domain("$fd","@from.uri.host");
lookup_domain("$td","@ruri.host");
if (1$f.did && !$t.did) {
sl_reply("400", "No Relaying");
drop;

g

if ($f.did) {
route("authenticate");
if (lookup_user("From")) {

sl_reply("400", "Fake Identity");
drop;

»

|oad_attrs("$fu", "$f'Uid"); IP telefonie
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TLS

route["auth_tls"]

1
if (@tls.peer.verified || !@tls.peer = "Bob") {

sl_reply("403", "Valid Certificate Required");
drop;

»

# Retrieve UID based on the client certificate here

>
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Autentizace

route["auth_db"]
{
if (!proxy_authenticate("@to.uri.host", "credentials")) {
append_to_reply("%$digest_challenge");
sl_reply("407", "Proxy Authentication Required");
drop;

y
y

IP telefonie

[ NET




Dekuji za pozornost



